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01. Introduction

01.1 Background

In 2004 the Government of Swaziland with the assistance of United Nations Development Programme
(UNDP) and the Open Society Initiative of Southern Africa (OSISA) undertook a study titled
OEl ectronic Government for Swaziland: Assessing the

The study highlighted generic and specific opportunities for e-Government initiatives in Swaziland
such as:

(o] Strengthening intra-governmental communications and information sharing.
o] Increasing awareness and knowledge of government intentions, policies and programmes.
o] Empowering individuals and communities, providing convenient access to the government

and government services.

0 Improving the performance of government organisations and agencies.
0 Improving government accountability and transparency.
o] Presenting government as a single entity, providing multi-channel access to government and

government services.

A Scoping Exercise was commissioned by the Commonwealth Connects Programme in October
2011. The purpose of the Scoping Exercise was to provide expertise and assistance in analysing the
environment and existing scenario for developing an e-Government Strategy and Action Plan for the
Swaziland Government that is aligned to the National Development Plan and Vision 2022. The
purpose of this assignment is to build on Scoping Exercise in order to develop a national e-
Government strategy for Swaziland.

The Scoping Exercise identified the following findings and conclusions:

o] Reinforcing the political and administrative ownership for e-Government.

o] Securing ICT in Government as a mainstay to achieve successful e-Government.
o] ICT and education.

o Building the information society.

o] Infrastructure, inter-operability and accessibility.

o] Affordability.

o] Liberalisation of the telecommunications sector.

o] Issues relating to the development of the information economy.

o] A legislative framework for e-Government.

The Scoping Exercise recommended the articulation of an e-Gover nment strategy that
holistic in design and should seek to incorporate how e-Government will further:

(o] The determination of the vision for e-Government in the Kingdom of Swaziland and the
deliverables to be attained at the end of the time period set for the Strategy. The vision
should seek to incorporate how e-Government will further:

Page 10



- The economic development of the Kingdom of Swaziland.
- The quality of life of citizens in the Kingdom of Swaziland.

- Result in Increased efficiency, efficacy, economy, service provision and accountability
in the Government of Swaziland.

- 24*7*365 service provision to citizens, enterprise and foreign clients.
- An information society that is highly literate and open to all.

(o] The strategic orientation of how e-Government will spur further growth in the services sector
including ICT back office support, tourism and financial services sectors respectively.

(o] The strategic orientation of how e-Government will further e-Commerce for enterprises within
the Kingdom of Swaziland and how they can extend their outreach beyond the Kingdom.

(o] The strategic orientation of how e-Government will provide affordable access to e-services to
all citizens of the Kingdom of Swaziland; and in this regard how m-Government can be
leveraged to secure a fast and economical channel for the development of e-Government
information and transaction based services.

o] The strategic orientation of how e-Government will result in a more advanced e-Society and
the role that the application of ICT in Education will play in this regard.

(o] The strategic orientation with regards to the cyber legislative framework that is a best fit for
the Kingdom of Swaziland.

o] The e-Government technology architecture, policies and standards that are to underpin the e-
Government transformation process.

o] The prioritisation, targets and initiatives that are to be embarked upon and completed over the
Strategybés time period.

(o] The financing to be allocated for the attainment of the Strategy.

(o] A branding identity for e-Government so that e-Government services are related with a single
corporate identity as distinct from the government organisations providing the individual back-
office services.

o] The implementation strategy that is to be adopted to achieve the recommendations that will
be presented in the e-Government Strategy.

01.2 Terms of Reference

In May 2012, the Commonwealth Secretariat issued a tender for the design of an e-Government
Strategy for Swaziland. The terms of reference for the design of the Strategy were established as
follows:

o Setting the importance of e-Government in the development of the Kingdom of Swaziland
within the international, African, national and community context and thus set out the:

- Vision

- Mission

- Strategic Principles
- Strategic Thrusts

Page 11



for e-Government.
Look at developing a national capacity to enable the implementation of e-Government.

Establishing a national driver for the attainment of an information society and economy that
seeks to create synergy with:

- The Private Sector

- NGOs

- Education and higher education institutions

- Local communities

- Donors.

Identify potential public - private partnership mechanisms.
Identify key policy drivers and objectives.

Determine the objectives and goals for the e-Government Strategy and underpinning policy
options and architecture.

Establish the principles underpinning an e-/m-Government framework.
Articulate the high level architecture underpinning the e- / m-Government framework.
Articulate the high level e-/ m Government Interoperability Framework.

Articulate the policy options vis-a-vis security, authentication and ID management framework
underpinning the e-/m-Government framework.

Articulate the policy options with regards to a data architecture framework.
Articulate the policy options vis-a-vis a personalised service.

Articulate the policy options vis-a-vis a 24*7*356 resiliency underpinning the e-Government
framework.

Articulate the policy options vis-a-vis a multiple channel management and delivery of e-
Services.

Identifying domain and responsibility owners.

Determine the e-Government service delivery channels framework.
Determine service domains with regards to G2C, G2G and G2B.
Determine shared service domains.

Determine clustering of service domains.

Determine the strategy leading towards the attainment of Gartner Level IV maturity over a 4
year period.

Determine service delivery transformation and process re-engineering strategy and initiatives.
Determine prioritisation and phasing.
Determine immediate short term gains and credibility successes.

Mobilise support and manage expectations
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(o] Brand the e-Government strategy.

0 Create a one e-Government identity (no artificial barriers between authorities, agencies,
public service, etc.).

0 Develop an effective communications strategy and dissemination of information.
o] Identify financing options to implement the e-Government strategy such as:

- Donor institutions
- Overseas Governments

- PPP / PFI.
o] Create an implementation Strategy and Next Steps.
o Develop a change management strategy.
0 Create an Action Plan, time frames and loci of responsibility.

Mr David Spiteri Gingell was, following the issuance of a public tender by the Commonwealth
Secretariat, commissioned on 28" September 2012 to work with an e-Government Transformation
Team appointed by the Cabinet Secretary and the Head of the Civil Service to draft the e-Government
Strategy.

01.3 Methodology

In the drafting of this e-Government strategy a comprehensive pre- and post-drafting consultation
process was carried out. The pre-drafting consultation team led by Ms Nonhlanhla Gama, Assistant
Director, e-Government Unit within the Office of the Prime Minister, met with the following government
and non-government stakeholders:

Prime Minister of the Government of Swaziland

Head of the Civil Service and key staff

Princiopal Secretary, Deputy Prime Ministerés O
Principal Secretary, Ministry of Labour and Social Security and key staff

Principal Secretary, Ministry of Justice and Constitutional Affairs and key staff
Principal Secretary, Ministry of Education and Training and key staff

Principal Secretary, Ministry of Commerce, Industry and Trade and key staff

Principal Secretary, Ministry of Agriculture and key staff

Principal Secretary, Natural Resources and Energy and key staff

Principal Secretary, Ministry of Housing and Urban Development and key staff
Principal Secretary, Ministry of Finance and key staff

Principal Secretary, Ministry of Economic Planning and Development and key staff
Principal Secretary, Ministry of Health and key staff

Principal Secretary, Ministry of Tinkhundla Administration and Development key staff
Internet Providers

European Union Office

UNDP Office
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Commissioner of Police and key staff

Citizens of Mbabane City Council

Citizens of Manzini City Council

Representatives of the Timber business sector

Representatives of the Livestock business sector

Principal Secretary, Ministry of Public Service and key staff
Representatives of the Tourism sector

Representatives of the Chamber of Commerce

Representatives of the Craft Centres sector

Representatives of the Financial Services sector

Representatives of the Registrar of Insurers and the Pension Fund Administrator
Representatives of the Swaziland Central Bank

Representatives of FINCORP

Representatives of Swaziland Water Services Corporation
Representatives of the Swaziland Electricity Company
Representatives of the Swaziland Posts and Telecommunications
Representatives of MTN

Teachers at St Marks High and Primary School

Representatives of the Ministry of Tourism and the Swaziland Tourism Authority
Representatives of the Forest Department

Representatives of the Swaziland Environmental Authority
Representatives of the Meteorology Office

Representatives of the Swaziland Revenue Authority
Representatives of the Swaziland Investment Promotion Authority

Representatives of Higher Education Institutions

A copy of the pre-drafting consultation report is attached as Appendix | to this document. It is to be
noted that discussions with the Principal Secretary within the Ministry for ICT (MICT) and his staff, the
Director for the Department of Communications and the Director for the Computer Services
Department (CSD) were held separately. The results of these discussions, which were numerous,

are reflected in the e-Government Strategy.

The post-drafting consultation process was led by Mr Nathaniel Mahluza, the Strategic Executive
Secretary responsible for e-Governance within the Office of the Prime Minister. All the stakeholders
with whom pre-drafting consultation was carried out were invited. A copy of the main feedback arising

from the post consultation process is attached as Appendix Il.

The consultant was to coordinate a Technology Audit and an e-Government Architecture Gap

Assessment. At the time of concluding this document these assignments were underway.
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02. A \Vision for €5overnment in Swaziland

e-Government has already arrived in Africa. Many countries in Africa have designed and embarked
upon the implementation of e-Government strategies i wherein they are leveraging the rapid
emergence and advancement of ICT to pushed new boundaries and open up new opportunities not
only with regard to improved service delivery but also to achieve national social and economic
transformation.

The Government of Swaziland initiated a process to have an e-Government Strategy in 2011, when
through the Cabinet Secretary and the Head of the Civil Service it approached the Commonwealth
Secretariat to assist it with the design of such a strategy. The process kicked off with, on the one part
the undertaking of a Scoping Exercise, financed by the Commonwealth Secretariat, to assess the e-
Readiness of the Government of Swaziland for e-Government and on the other, the setting up of an
e-Government Transformation Team reporting to the Cabinet Secretary and the Head of the Civil
Service to design and implementane-Gover nment Ol ow hangingdé frui

Both initiatives were joined up and considerable work was carriedout during 2012.
fruit strategy identify a number of e-Government quick wins projects that could be implemented within
a relatively short time and which would demonstrate to the Swaziland polity that e-Government in
Swaziland is doable and realisable. Indeed, a number of projects are now nearing completion and
are expected to be rolled out in early 2013. A comprehensive consultation process, as mentioned
earlier, was carried out in April 2012 which has shaped this strategic document.

021 ICT and Transformation

The emergence of the Internet and Information Communications Technologies (ICT) and their
increasing sophistication have challenged, changed and radically transformed traditional
organisational service delivery, information dissemination models within both the private sector and
government. ICT is both a significant sector in the economy and a vital service to business and
industry and other users in the economy. In the information economy, the role of ICTs is critical for
economic development through its pervasive impact on the process of national innovation,
development of entrepreneurship and public service delivery.

The dynamism of ICT comes from several sources including the decline in the prices of information
processing, the decline in prices of connectivity, convergence in communication and computing
technologies and the rapid growth in mobile computing. The communication networks and interactive
multimedia applications have in advanced countries propelled the transformation of existing social
and economic relations into a knowledge based information society. The role of ICT in economic
development is expected to be manifested in productivity increases, enhancing the quality of life,
reducing prices, reducing the cost of administration, rendering government more economic, efficient
and effective and creating new economic activities and new employment activities as well as
generating wealth. Experience from developed countries has shown that ICT investment can
contribute to economic growth and in that process complementary factors such as human capital and
deregulation Play an important role in accelerating the benefits of ICT investment both for firms and
for countries.

ICTs improve the quality of education to the extent that they make it easier to access vast amounts of
information, facilitate presentation of materials using multimedia and collaboration with others to
improve classroom experience and ultimately lead to improved cognitive skills. ICT can also facilitate
expansion of reach of long distance learning allowing people to interact with education and learning
and allowing the accommodation of larger numbers of learners from virtually all places that can be
reached by ICTs.

! Wangwe, S and Daima Associates, A Review of Methodology for Assessing ICT Impact on Development and Economic
Transformation, African Economic Research Consortium, July 2007

Page 16

t

S st

The

I e

ol



The Millennium Development Goals (MDGs), with a target date of 2015, is the yardstick for measuring
progress in a number of inter-related development areas. An effective deployment of ICTs in
development and poverty reduction efforts has the potential to enable a more effective use of existing
resources as well as to facilitate a more scaled-up and responsive approach to crafting solutions to
meet key development challenges.?

Many countries have begun to develop and implement national ICT or e-strategies (over 90
developing countries, with over 35 of them being in Africa alone) to promote the development of ICT
infrastructure and put in place the conditions and capacities to foster its use and stimulate local
content development, services and support priority initiative.> Few countries have, however,
effectively mainstreamed ICT into poverty reduction strategies. Increasingly, there is growing
agreement that this is a priority and that there is a need to mainstream ICTs in poverty reduction
strategies as a tool, but not an end in itself. ICT strategies must remain subordinate to broader
poverty reduction strategies, which again should be part of an overall macro-economic framework
supportive of development with equity. The need to embed ICT interventions in a broader
development policy framework is critical, since by themselves ICTs can widen inequality and
strengthen the already privileged and powerful as easily as they can do the opposite.”

Not many of the more recent poverty reduction strategies include ICT as a strategic component. This
means that poverty reduction strategies are discussed independently of ICT. This can be taken as an
indication of a gover nme nlGTscan(cbniribuke towdrds addresaing ¢éhe
issues at stake within specific poverty reduction strategies. It is the basis for broad and integrated
ICT policies, which do not only come from particular fields or applications, but which relate to wider,
national concerns. In the interests of effective poverty reduction, the use of ICT should become an
integrated part of the design and implementation of any poverty reduction strategies.”

In the interests of effective poverty reduction, the use
of ICT should become an integrated part of the design
and implementation of any poverty reduction strategies

ICTs impact on poverty reduction by positively transforming sectors that are critical to poverty
reduction - such as the health, agriculture, education sectors. For instance, ICTs can increase the
volume and flow of medical information which can impact on the health of the poor. ICTs can be used
to influence learning and delivery of health services. ICTs impact on poverty through their impact on
productivity and income generation it enables in sectors where the poor are likely to be most actively
engaged. For instance, productivity increase in micro enterprises can have a poverty reducing effect
to the extent that a micro enterprise gains, say, access to market information (faster and more
cheaply), access to information on input prices and output markets and to the extent they strengthen
forward linkages to the market and backward linkages to the domestic suppliers of inputs.® Rural
based ICTs have the potential to impact on agriculture through increased revenues and diversification
of agricultural production, made possible by delivering SMS-based price and crop information.

2 Gerster, R., and Zimmerman, S., Up-Scaling Pro-poor ICT Policies and Practices, Swiss Agency for Development and
Corporation, ICT for Development, 2005

3In the case of Africa, see for example UNECAG6s benchmarki

4 Gerster, R., and Zimmerman, S., Up-Scaling Pro-poor ICT Policies and Practices, Swiss Agency for Development and
Corporation, ICT for Development, 2005

® Ibid

6 Pigato, M. Information and Communication Technology, Poverty and Development in Sub-Saharan Africa and South Asia.
World Bank, Washington DC, August 2001
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ICT as a sector of the economy has gained in importance, particularly in the Asian context. The ICT
services sector ranges from software to hardware, from digital gaming to iGaming, from back office
services to high intensive ICT knowledge based sectors such as the financial services sector - all
resulting in the creation of high value added jobs. In the framework of a poverty reduction strategy,
therefore, ICT as a sector can become relevant if, for example, it is integrated into an inclusive overall
education system that also gives a chance to underprivileged people and regions; engenders a
software sector that also serves the needs of the national economy and helps to reduce the cost of
ICT applications though increased dependence on local development; and it stimulates the
development of ICT-enabled public services, which can be extended to reach the poor.

In the framework of a poverty reduction strategy., therefore, ICT
as a sector can become relevant if, for example, it is integrated
into an inclusive overall education system that also gives a
chance to underprivileged people and regions; engenders a
software sector that also serves the needs of the national
economy and helps to reduce the cost of ICT applications
though increased dependence on local development; and it
stimulates the development of ICT-enabled public services,
which can be extended to reach the poor

02.2 eGovernment and Transformation

Traditionally, e-Government’ was seen as a new means of reforming the way government and its
institutions behave. In e-government transformation assignments, this Strategy argues that within the
context of nation development this is a narrow view of e-Government. e-Government can only be
successful if citizens have access to the technology, can afford the technology, and are able to use
the technology. e-Government is not only about the type, breadth and sophistication of the
technology introduced to allow electronic interaction across all sectors of the polity. e-Government is,
and should be, far more than that.

It is underlined, that the design of an e-Government for the Government of Swaziland should not be
perceived from the limiting view of how e-Government is traditionally defined i that is, a vehicle that
spurs the transformation of Government with regard to how it delivers it services to its constituents.

The leveraging of an e-Government strategy to achieve a reform of public administration and the
manner of how it interacts with society should be one and not the prime objective that a well-crafted e-
Government strategy should achieve: a de facto complementary strategic objective rather than the
strategic objective per se.

Inmostcountries, the government i s the | aacighe Policyd6busi ne

decisions taken by a government lgrawthe andadevelopment. e

Specifically with regard to e-Government, a decision by a government to adopt a strategy to
implement e-Government should be seen beyond the confines of a reform of the way public
institutions deliver service and are held accountable. e-Government provides the platform and
impetus to secure further economic and social development by positioning it as a key propellant to
achieve an information society and an information economy.

An e-Government transformation programme should, indeed, seek as a primary strategic objective, to
directly influence the meeting of the MDGs through the building of an information society and an
information economy in the Kingdom of Swaziland. This Strategy, therefore, argues that in small and
developing states, such as the Kingdom of Swaziland, the embarkation of an e-Government strategy
directed towards the leveraging of e-Government for national capacity building, the reduction of
poverty, the improvement of literacy, the engendering of greater trust in governing institutions, the

! Includes m-Government and mobile computing and at times is used interchangeably.
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expansion of the outreach of health care and education service provision, etc. provide in themselves
important compelling reasons for why the Government should consider the adoption of a holistic e-
Government programme.

It is pertinent to underline that the potential of e-Government as a development tool hinges upon three
prerequisites: (i) a minimum threshold level of technological infrastructure, (i) human capital and (iii)
e-connectivity for all. e-Government readiness strategies and programmes will be able to be effective
and Ainclude all o people only if, at the very
education, which includes knowledge of computer and internet use; where all citizens are connected
to a computer; and where all citizens have access to the Internet.

Despite the developmental potential of e-Government, few developing countries have implemented
pro-poore-Gover nment strategies depending | argely
design content relevant and usable for them. ICTs and e-Government applications play a critical role
in strengthening the linkages between policymakers and the poor and between the poor and the
service providers as well as between the policymakers and the service providers.

Thus, for example, ICT can be an important tool in reducing maternal deaths and infant death. In
rural arrears pregnant mothers have limited access to health monitoring and care. The application of
m-Government through the use of SMS to relay daily important information to mothers living in rural
villages with regard their health before and after birth, and in taking care of the infant can have a
pervasive impact in this regard. Government applications help the poor to reach policymakers with
feedback information about the progress contributing to the transparency and accountability in
government services. Effective e-Governance applications can minimise some of the vital causes of
poverty such as lack of education, uneven distribution of resources, and deep-rooted corruption by
providing easy access to information to the poor, thereby, resulting in transparency, accountability
and responsiveness in the delivery of e-Government services.

If designed well, an e-Government strategy, therefore, adds further increased value to national
development as it is a powerful vehicle that can be applied to address human capital development:
both to introduce new graduate and technical ICT and knowledge based skills as well as in increasing
the overall level of ICT literacy across the population. The development of an e-literate society should
also be complemented by the building of a local Swaziland ICT skills base that will play a major part
not only in the support of the e-solutions once implemented, but also in the development of the actual
solutions themselves.

In this regard, it is pertinent to underline that the success of an e-Government transformation
programme is dependent on the achievement of an information society. The proliferation of
technology devices to allow e-Government interaction would be meaningless if the community at large
is not able to interact electronically because it is ICT illiterate.

e-Government, therefore, is a powerful tool through which the Government of Swaziland re-engineers
social and management practices 1 through which it will bring about a fundamental paradigm shift in
the way socio-economic growth evolves and governances takes place. Its success depends on the
aptitude for change and the dynamic structure of change mechanisms; on a culture of human and
electronic and mobile computing networking; and on the integration and inter-operability of services in
every social and economic sector. This is due to the nature of information: a resource which is the
basis for action and interaction which increases through interaction.

e-Government is a vehicle for national economic and social development, particularly in small and
developing nations where Government plays a far more active and pervasive role in the economy and
society than in more advanced countries.

8 Kaur, S., and Mathiyalagan, N., Social Dimensions of e-Government: Poverty Perspective
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e-Government is a vehicle for national economic and social

development, particularly in small and developing nations
where Government plays a far more active and pervasive role in

the economy and society than in more advanced countries

Since the comprehensive promulgation of e-Government is intrinsically a question of cultural and
human development a new role has emerged for small strategically positioned countries whose
economic growth has previously been stunted by the lack of space and resources. This is even more
so with regards to small developing states which have to overcome economy of scale as well as
critical mass obstacles that larger and more advanced economies do not T insularity is a particular
example with regard to the Kingdom of Swaziland given that the country is landlocked, which can
result in reduced competitivity due to increased transhipment, communication costs, etc.

Indeed, experiences show that it is much easier to integrate the activities of a small country towards a

common vision of development than it is for larger countries. e-Government provides the unique
opportunity t o over come itpardculadyt ig itha rservcés sexrtbr wkderest anc e
indigenous skilled human capital constitutes the primary resource. Examples of countries that made

a successful transition in this regard are Singapore and Malta.

The economic development and sustainability of Malta, for example, was achieved through its
strategic deployment of e-Government and ICT which was helped significantly by the size of the
country which lends itself to integrated management i a process of development which saw Malta
shed its low tech manufacturing and heavy industry (ship building and ship repair) economic basis to
one that is now underpinned by a sophisticated e-tourism sector, ICT services sector, financial
services sector and a knowledge based economy.

There seems to be great scope for small strategically positioned based countries to catalyse a
transformation process that would see them diversify onto a knowledge based economy. The
challenge, however, lies in the fact that each region and country comes with its socio political contest
and every country with its story. The Strategy conveys a vision of a small country in the South of the
African continent at the cross roads between larger countries with the aspiration to become a regional
hub of activity to re-invent itself as a knowledge based economy through the strategic deployment of
e-Government. Despite the size of the country and its population, Swaziland has a unique
opportunity to embrace e-Government and ICT to become a reference point to promote economic
prosperity and stability.

The Strategy underlines thate-Gover nment can c¢ompl e abeconomiSobjectivesl and és
in the following ways:

o] Act as a vehicle for social change by securing co-operation, efficiency and knowledge and
efficacy towards the meeting of the MDG and therefore lead to substantive gains in poverty
reduction.

o] Motivate and facilitate public as well as private institutions in response to standards in

education, infrastructure and service provision.

o] Facilitate the cohesion of effort between Government and the private sector in order to
optimise resource management and integration towards sustainable growth.

o Augment Swazilandbs competitivity.

o Create new economic sectors towards which investment and business ventures can be
attracted.

o] Support communication and openness and increasing access to knowledge.
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The meeting of such social economic objectives for Swaziland through e-Government, however, is
constrained by a number challenges. Amongst the most important is the extent to which the Internet
itself can be leveraged for development. The problems that Swaziland faces with regard the use of
the Internet are similar to challenges that confront sub-Saharan Africa as a whole. The first of these
challenges is that of striking a balance between technology and the need for local development. Like
most African countries, Swaziland faces the challenge of bringing Internet to the rural areas. One
particular challenge in this regard, the electrification of the rural areas has been overcome.

The geography and the fact that a large part of the population lives in the rural areas render it difficult
to bring broadband accessibility to every household. Internet access in Africa has been mainly limited
to those who could afford expensive fixed-line services, usually limited to major urban centres.
Similarly, satellite Internet access has remained too costly for the vast majority.

Table 01: Internet Users in Swazildnd
INTERNET USAGE STATISTICS FOR AFRICA
AFRICA Population Internet Users Internet Users Penetration User Growth % Users
{2011 Est.) Dec/2000 Latest Data (% Population) {2000-2011) in Africa
Algeria 34,994 937 50,000 4,700,000 13.4 % 9,300.0 % 4.0 %
Angola 30,000 607,400 4.6 % 1,924.7 % 0.5 %
Benin 15,000 200,000 21% 1,233.3% 0.2 %
Botsw 15,000 120,000 5.8 % T00.0 % 0.1 %
Burkir aso 10,000 178,200 1.1 % 1,682.0 % 0.2 %
Burundi 2,000 157,800 1.5 % 0.1%
Cameroon 19,711,291 20,000 750,000 38% 0.6 %
Cape Verde 516,100 8,000 150,000 291 % 0.1%
Central African Rep. 4,950,027 1,500 66,500 1.3 % 0.1%
Chad 10,758,945 1,000 187,800 1.7 % 18,680.0 % 0.2 %
Comoros 794,683 1,500 24,300 31% 1,520.0 % 0.0 %
Congo 4,243 929 500 245,200 5.8 % 43,940.0 % 0.2 %
Congo, Dem. Rep. 71,712,867 500 503,040 0.7 % 100,508.0 % 0.4 %
Cote d'lvoire 21,504,162 40,000 968,000 45% 2,320.0 % 0.8 %
Djibouti 757,074 1,400 52,660 7.0 % 3,661.4% 0.0 %
Egypt 82,079,636 450,000 20,136,000 245 % 4 3747 % 17.0 %
Equatorial Guinea 668,225 500 14,400 22% 2,780.0 % 0.0 %
Eritrea 5,039 484 5,000 250,000 42 % 4.900.0 % 0.2 %
Ethiopia 90,873,739 10,000 445,400 0.5% 0.4 %
Gabon 1,576,665 15,000 98,800 6.3 % 0.1%
Gambia 1,797,860 4,000 130,100 7.2% 0.1 %
Ghana 24,791,073 30,000 1,297,000 5.2 % 1.1 %
Guinea 10,601,009 2,000 95,000 0.9 % 0.1 %
Guinea-Bissau 1,596,677 1,500 37100 23 % 0.0 %
Kenya 41,070,934 200,000 3,995,500 9.7 % 34%
Lesotho 1, 4,000 76,200 4.0 % 0.1 %
Liberia 37 500 20,000 0.5 % 0.0 %
Libya 5,5 10,000 353,900 5.4% \ 0.3 %
a 14 21, 30,000 320,000 1.5 % 956.7 % 0.3 %
15 15,000 716,400 45 % 4 676.0 % 0.6 %
Mali 14,159,904 18,800 250,000 1.8 % 1,229.8 % 0.2%
Mauritania 3,281,634 5,000 75,000 23 % 1,400.0 % 0.1 %
Mauritius 1,303,717 87.000 290,000 222% 2333 % 0.2 %
Mayotte (FR) 209,530 nia 10,620 5.1% nia 0.0 %
Morocco 31,968,361 100,000 13,213,000 41.3 % 13,113.0 % 11.1 %
Mozambique 22,948,858 30,000 612,500 27 % 1,941.7 % 0.5 %
Namibia 2,147 585 30,000 127,500 5.9 % 325.0 % 0.1 %
Higer 16,468 886 5,000 115,900 0.7 % 2218.0 % 0.1 %
Nigeria 155,215,573 200,000 43,982,200 283 % 21,8911% 371 %
Reunion (FR) 834,261 130,000 300,000 36.0 % 130.8 % 0.3 %
Rwanda 11,370,425 5,000 450,000 4.0 % 8,900.0 % 0.4 %
Saint Helena (UK) 7,700 n/a 900 11.7 % ni/a 0.0 %
Sao Tome & Principe 179,506 6,500 26,700 14.9 % 0.0 %
Senegal 12,643,799 40,000 923,000 7.3% 2, 0.8 %
Seychelles 89,188 6,000 33,900 38.0% 0.0 %
Sierra Leone 5,363,669 5,000 34,100 0.5 % 0.0 %
Somalia 9,925,640 200 106,000 1.1 % 52,900.0 % 0.1%
South Africa 49,004,031 2,400,000 6,200,000 13.9 % 183.3% 5.7 %
Sudan 45 047 502 30,000 4,200,000 9.3 % 13,900.0 % 35%
1,370,424 10,000 90,000 6.6 % 800.0 % 0.1%
42 746,620 115,000 676,000 1.6 % 487.8 % 0.6 %
6,771,993 100,000 356,300 53% 256.3 % 0.3 %
Tunisia 10,629,186 100,000 3,600,000 339% 3,500.0 % 3.0%
Uganda 34,612 250 40,000 3,200,000 9.2 %% 7,900.0 % 27 %
— T Satrara 507,160 n/a n/a n'a [N :gﬁb
q::mﬂ; 13,881,336 20,000 816,700 599 3023380 T
Fimbabwe 12,084,304 50,000 1,422,000 11.8 % 27440 % 1.2 %
TOTAL AFRICA 1,037,524,058 4,514,400 118,609,620 11.4 % 2,527.4 % 100.0 %

Additionally the number of Internet illiteracy in Swaziland amongst the middle aged and elderly
persons is of concern i with the percentage of Internet illiteracy being higher in the rural areas.
Furthermore, the bandwidth for the limited Internet lines causes congestion and makes reception and
transmission very slow.

file:///C:/Users/User/Desktop/Internet%20Usage%20Statistics%20for%20Africa %20(%20Africa%20Internet%20Usage%
20and%20Population%20Stats%20)%20%20peoples-news.htm
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02.3 m-Government and Transformation

Mobile telephony has brought new possibilities to the African continent. Mobile phones, like the
Internet, offer connectivity at a distance. Mobile phones are perceived as an essential consumer
good as well as a status symbol throughout Africa. Given the poor state of fixed-line infrastructure, in
sub-Saharan Africa in particular, mobile phones are often the preferred (or only) means of
communication. These factors have contributed to the rapid uptake of mobile services across the
whole of the African continent.

Figure 01.: Taal African Mobile Connections and Penetration Rate (million, % peretration)
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With over 620 million mobile connections as of September 2011, Africa has overtaken Latin America
to become the second largest mobile market in the world, after Asia. Over the past 10 years, the
number of mobile connections in Africa has grown an average of 30% per year and is forecast to
reach 735 million by the end of 2012."" 96% of subscriptions are pre-paid with voice services
currently dominating, however the uptake of data services is increasing rapidly. For example in
Kenya data revenues, including SMS, have increased at a remarkable 67% CAGR over the last 4
years and now represent 26% of total revenues.’” Access to and use of mobile telephony in
Swaziland has increased dramatically over the past decade.

It is pertinent to underline that MTN, which is present in Swaziland, has introduced a number of
innovative revenue and pricing options into some African mobile markets™®:

o] Free international roaming: MTN One World allows customers to pay their local rates for calls
whilst roaming in the 21 countries in Africa and the Middle East in which MTN operates.

o] Traffic load based pricing: MTN launched MTN Zone which offers discounts of up to 95%
depending on network load at the time. Discounts are updated hourly and apply to MTN-MTN
calls. Customers are informed of the changing tariffs via the cell information display on their
phones and an automated message appears when they initiate a call.

o} Bundled packaging: In South Africa MTN offers SMS bundles.

As technologies go, mobile phones are quite flexible. GSM and CDMA networks provide coverage to
homes, to workplaces, even to the hinterland. Across urban-rural and rich-poor divides, mobile

19 African Mobile Observatory: Driving Economic and Social Development through Mobile Services, GSMA and ATKearney,
2011
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2 1hid
3 bid

Page 22



phones connect individuals to individuals, information, markets, and services. By bringing
communication technologies to the many unconnected communities, the mobile industry can act as a
catalyst for further development and innovation across the continent.

Policymakers at national, regional and supra-national levels have all touted the poverty-eradicating

potential of mobile phones. Paul Ka g a me , President of Rwanda, sai d: A
once an object of lTuxury and privilege, the mobil e |
(Connect Africa Summit, October 29, 2007). ** An article in the Economist (2008) similarly reported:

AA device that was a yuppie toy not so |l ong ago ha
developmentinthe wor |l d's po&rest countries. o

The mobile industry in Africa is an enabler of economic development far beyond its immediate

domain. In recent studies by the World Bank and others, it was shown that there is a direct

relationship between mobile penetration and Gross Domestic Product (GDP). In developing

countries, it has been shown that for every 10% increase in mobile penetration there is a 0.81% point
increase in a countryés GDP (in developed countries

mobile ecosystembs supply side effects on the
Operators (MNOs) and adjacent industries was estimated based on a sample of companies across
the value chain in various countries in the African 25 countries (A25)16. The results showed that the
supply side impact from the mobile ecosystem on the greater economy contributed approximately
US$29 billion in the A25 or 1.8% of GDP.

The productivity gain was proven to be very significant contributing across A25 countries, equivalent
to 1.7% of the aggregate GDP. The direct and indirect economic contributions to the mobile
ecosystem in the A25 amounted to 3.5% of aggregate GDP. The mobile ecosystem also makes a
major contribution to African public finances through various levers including VAT / indirect tax,
corporate tax, social security taxes of direct and indirect employees, income taxes and regulatory fees

econom

(universal service fees). An A. T. Kearney analysis

total contribution to public funding amounted to around US$15bn in the A25 (scaling up by GDP for all
of Africa suggests a total contribution of US$16bn). Of this, MNOs directly generated 20%
(US$2.9bn) with the majority of the remaining contribution (59%, US$8.6bn) being made from VAT
and indirect tax induced in the wider economy by the mobile industry."’

Mobile operators have driven the emergence of a unique industry in innovative mobile services in
Africa. The potential mechanisms through which mobile phones can provide economic benefits to
consumers and producers in Sub-Saharan Africa are various. Mobile phones can improve access to
and use of information, thereby reducing search costs, improving coordination among agents and
increasing mar ket efficiency. Further, this i
efficiency by allowing them to better manage their supply chains. Moreover, mobile phones create
new jobs to address demand for mobile-related services, thereby providing income generating
opportunities in rural and urban areas. Additionally, mobile phones can facilitate communication

nNcreas e

among soci al networks in response to shorsk Einallyt her eby

mobile phone-based applications and development projects 8 k n own -g ® v 8 mn & dave the
potential to facilitate the delivery of financial, agricultural, health and educational services.'®

By replacing travel, reducing isolation, improving coordination of economic activity, and improving
market efficiency, connectivity contributes to productivity and, therefore, to Gross National Product

14 Aker, C, J., and Mbiti, M, I., Mobile Phones and Economic Development in Africa, Working Paper 11, Centre for global
Development, June 2010

15TheEconomist.2008. AHal f way There: How to promote the spread of mobil
2008
1625 countries which contain 91% of Africads mobile connections

1 Aker, C, J., and Mbiti, M, I., Mobile Phones and Economic Development in Africa, Working Paper 11, Centre for global
Development, June 2010
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(GNP) per capita.”® Mobile Value-Added Services have been launched throughout the continent to
enable and support agriculture, banking, education, healthcare and gender equality.

In Mali, residents of Timbuktu are able to call relatives living in the capital city of Bamako --or relatives
in France. In Ghana, farmers in Tamale are able to send a text message to learn corn and tomato
prices in Accra, over 1,000 kilometres away. In Niger, day labourers are able to call acquaintances in
Benin to find out about job opportunities without making the US$40 trip. In Malawi, those affected by
HIV and AIDS can receive text messages daily, reminding them to take their medicines on schedule.
Citizens in countries as diverse as Kenya, Nigeria and Mozambique are able to report violent
confrozrg)tations via text message to a centralised server that is viewable, in real time, by the entire
world.

The consultation process carried out as part of the process leading to the design of this Strategy

shows that Swaziland, too, has introduced m-services in agriculture, education and health based on a

SMS triggerrbased 6push downdé system such as repodingeanchi ty dee
disease recording.

Examining the impact of mobile phones, for example, on grain markets in Niger research finds that

the introduction of mobile phones reduces dispersion of grain prices across markets by 10%. The

effect seems to be stronger for those markets with higher transport costs, namely, those that are

farther apart and linked by poor quality roads. The effect is also stronger over time.”! The primary
mechani sm through whi ch mobil e phones i mprove mar Kk
(middlemen) marketing behaviour: grain traders operating in mobile phone markets search over a

greater number of markets, sell in more markets and have more market contacts as compared with

their non-mobile phone counterparts.*

The first wave of mobile use, centred on voice calls and SMS messages, has swept the world. A
second movement, however, is now underway. The coming into being of the Smart Phone not only
allows users to access e-government applications that previously could only be achieved through a
computer but is also resulting in the development of m-Government applications on government
services T Apps for example relating to tax calculators, pension estimation, public transport time
tables, etc.

The mobile is proving to be a promising platform for higher-order applications, such as the m-banking
launched by MTN in Swaziland for m-payments and Cell-Life for m-health. Mobile networks are
leading the expansion of broadband Internet access across Africa. Both systems, and numerous
others like them, are mobile applications designed to support instrumental, productive, and essential
activities, and each has been lauded for its contribution to socio-economic development.

Although the uptake of Internet applications, GPRS, Edge, and even 3G data services, all previously
restricted to high-end handsets and wealthy users, are making steady inroads into mid-tier phones
across the developing world®® given the rapid changes in smart phone and mobile computing
technologies as well as increasing competition which are driving the costs of mobile hardware down.

19 R.J. Saunders, J.J.Warford, and B.Wellenieus, Telecommunications and Economic Development, 2 ed. (Baltimore, MD:

Johns Hopkins University Press, 1994) . Leonard Waverman, Mel ori a N
Economic Gr owt h in Meving Ithe pDebaig FoNnard:i Dha sVodafone Policy Paper Series #3,
<http://www.vodafone.om/etc/medialib/attachments/cr_downloads. Par.78351.File.tmp/GPP_SIM_ paper_3.pdf>

% |bid

21Aker,JennyC.2009. AMobil e Phones and Economic DevatheoQenea fotGlobah Afri ca.
Development, Washington, D.C.

http://www.cgdev.org/doc/events/08.25.09/Cell_Phone_Survey_CGD_26aug09_Final_Public.pdf

%2 |bid

= Donner, J., Blurring Livelihoods and Lives, Mobilising Markets, Volume 4, Issue 1, Winter 2009, Innovations
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02.4 Establishing the-&overnment Vision for Swaziland

In the design of an e-Government Strategy this document recommends that the crafting of the said
Strategy should be guided by the following objectives:

(0]

Achieving social gains: from providing better services and making government more
people-centric, open, responsive and participative to rendering the Kingdom of Swaziland an
information society as well as meeting the MDG to secure an improved quality of life for the
citizens of Swaziland through substantive poverty reduction.

Achieving economic gains: from reducing compliance and transactions costs for
businesses and individuals, providing better targeted public services, and making government
a more efficient component of the economy to transforming the Kingdom of Swaziland into an
information economy.

Achieving fiscal gains: through more efficient and cost-effective public expenditure on
service delivery, reduction of corruption, and supporting information and technology systems.

Achieving national capability and performance gains: that transcends the Kingdom of
Swaziland on a national level and the decentralised layers of Government i the Tikhundla
administrations specifically.

In this regard, the strategic vision for e- and m- (mobile) Government for Swaziland is proposed to be
as follows:

ifiThe Government i sthecwaynfonecbrioreicgrowvth angd @iseethrough meeting
of the Millennium Development Goals, the quality of life of the people of Swaziland to the highest
attainable levels by leveraging electronic and mobile government to transform the civil service to

become a catalyst of national changeo.
Figure 02: Vision for e/ mGovernment for Swaziland
Putting Citizens Addressing
and Business Millennium
First Development
Goals

Paving the Way for Economic Growth

The following principles underpin the Strategy that the Government will pursue in the achievement of
this Vision:

0

All citizens of Swaziland will have the opportunity and the means to participate in the
information society and the information economy irrespective of their financial, social or
educational circumstances.
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o} The Government will actively promote the creation of the information society and the
information economy via the provision of transactional on-line e-/m-Government services and
will with intent leverage the e-/m-Government strategy towards meeting national goals such
as the MDGs.

o} The Government will leverage the most appropriate technologies at the right time in order to
ensure that the underlying ICT solutions are not only effective but that they present the right
return on investment and secure the necessary up-take to address fundamental public policy
goals such as the reduction of poverty.

o} The Government will provide the necessary policy, institutional and regulatory framework that
is required for the successful proliferation of e-/m-Government in terms of accessibility and
affordability whilst at the same time ensure trust and confidence as well as security.

o} The Government will leverage the implementation of the e-/m-Government as an important
vehicle that wi || all ow Swazilandbs economy to
based sectors.

o} The Government will actively pursue the achievement of digital literacy by all sectors of the
population.
o] The necessary measures will be taken to build up a critical mass of ICT specialists that will be

required to sustain the growth of the information society and the information economy.

The Figure below presents the pillars around which the e-/m-Government Strategy for Swaziland is
designed:

Figure 03: Strategic Framework/m-Government for Swaziland

Strateglc Framework e- /m-Government for Swaziland

Addressing Millennium

BErEoene Paving the Way for Economic Growth Putting Citizens and Business First
I
Needs of Citizens and Business
5t i - =
Trateg < ngIIEr E:’cT f:," : "':m ll‘:nr Spurring an ICT Sector placed at the centre of
argets eal ucation griculture e ——
" . Needs of Citizens and Business at the centre of
Enabling environment e ——
Develop ICT skills
Outreach . .
Focus
of Develop market conditionsconducive to the ICT Delivered through most appropriate channels
Thrusts Empowerment sector

Deliver efficiency, effectiveness, and Value for

: M Gai
Opportunity oney Gains

Ensure online channels most attractive option
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03. Building the National Capacity for Implementing&overnment

The implementation of the strategic thrusts required meeting the vision set for e-/m-Government will
require the collective efforts of the key stakeholders in Swaziland i Government, the private sector,
Non-Government Organisations (NGO) as well as donors. This public / private / NGO / donor
collaboration is necessary in the building up of the national capacity as well as in the implementation
of e-/m-Government.

03.1 ICT and Education

Experiences overseas have shown that the success of the national economy as well as the
successful application of e-/m-Government is dependent on the level and quality of ICT use. There is
no doubt that in more developed societies aptitude and skills in the application of ICT for the most
basic activities have become a core competency. ICT, in developed countries, has become an
integral part of life.

In developing an e-/m-Government strategy a core tenet of such a strategy is that of ensuring that it
acts as a catalyst towards the building of an ICT literate society. There is little merit in developing and
implementing a sophisticated e-/m-Government strategy if the people and entrepreneurs it is
supposed to add value to are not able to use it as they do not have the necessary ICT competencies
and skills to do so.

Moreover, ICT is an important instrument in the fight to eliminate poverty. It is pertinent to underline

that objectives two (2) and three (3) of the MDGs ar ¢
initiative. The initiative has led to the Dakar Framework for Action, which is today considered to be

the most comprehensive international educational agreement. It commits governments to provide

quality basic education for all by 2015. The initiative specifies the following targets:

o] Expand and improve care and education in early childhood, especially for young children who
are disadvantaged and at risk.

o] Introduce compulsory free primary schooling for all children, boys and girls, by 2015.

o] Meet the needs of young people by ensuring access to education and the acquisition of basic
6life skillsbo.

o] Reduce the illiteracy rate among adults by half, with an appropriate level of basic education
for adults.

o] Eliminate all gender differences in the education system by 2015.

o] Improve the quality of education.

The United Nation Education and Science Council (UNESCO) EFA framework recognises that to

achieve these goals greater cooperation amongst the development community and more resources

alone will not be enough. It identifies that one such initiative that should be harnessed is ICT. The

EFA recognises that, it hese technol ogies have great potenti al f c
| earning and the devel opment o fandndentifes &rfedditoctapghet educ a
potential of ICTs to**:

o] Support the professional development of teachers.

o] Improve access to education by remote and disadvantaged communities.

2 UNESCO, 2000, Dakar Framework For Action, p. 21: unesdoc.unesco.org/images/0012/001211/121147e.pdf
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(o] Provide opportunities to communicate across classrooms and cultures.

o] Strengthen management and administration procedures from the central ministries through
sub-national levels to the schools.

Furthermore, the United Nations ICT Task Force under Secretary General Kofi Annan recognised the
potential of ICT for achieving the key MDGs. It believes that one of the best ways to expand the use
of ICT in the developing world is through schools and local communities. Within these international
development frameworks, Swaziland, such as other individual countries in the developed world
prepare their own Poverty Reduction Strategy Papers (PRSPs), which report on progress in achieving
specific development objectives. The PRSPs typically include strategies and objectives for the
educational sector and are closely linked to the EFA goals described earlier.

The introduction of the PRSPs in 2000 has led to a strong focus on primary education in recent Sector

Wide Approaches (SWAps) of the education sector. The 2010 UNDP analysis on the Swaziland

Poverty Reduction Strategy shows that the net enrolment ratio in primary schools has increased

steadily since 2002. Whilst recognising that primary education has become more accessible because

of the State Funded Primary Education Programme which will reach all primary grades by 2015 the

report states fAhigh | ev e?f Burtlefmore, the repont undedinesethasvthiistl | a r e;:
education should make pupils more employabl e t he countryds education sy
oriented.”®

It is, however, clear that the PRSP for Swaziland does not focus the use of ICT to meet the MDG 2
related to achieve universal primary education. Given that ICT for education lies at the crossroads of
these two policies, ample attention is needed to bring them together.

The use of ICT for education purposes should not be confused with the provision of Computer or ICT

studies. The use of ICT for education means the provision of learning through the utilisation of ICT as

a tool i today termed as e-Learning. A number of foundation stones, however, need to be put in

place in order to leverage ICT for education. First, is the training of teachers who will be affected by

the resulting necessary changes in curriculum and methodology 1 particularly those teachers who are

already in employment. With regard to students who are learning to become teachers, the
appropriate University or Teachersé Col Ithegedevasthoul d r
modules so that students will graduate with appropriate knowledge in the use of ICT for education.

Second, is the pedagogical content to be used for the teaching of a subject through ICT for Education.

The design of pedagogical content is challenging and should not be underestimated though

courseware may be available and secured through inter-school agreements with foreign schools or
institutions such as UNESCOG6s EFA and t he Commonwe
Learning and in certain subjects they may be used with very little customisation (mathematics,

physics, etc.).

In the consultation sessions held leading to the design of this Strategy stakeholders in the education
and education services sector underlined that there is no concerted approach to introduce ICT in
primary schools 7 with efforts, where carried out, depending on school leadership and community
resources. To date, efforts are primarily directed towards introducing computer laboratories and
networking secondary schools i with over 60% of secondary schools being connected and having
access to computer technologies.

It is pertinent to underline, that officials from the Ministry of Education and Training (MET) stated that
they have now appointed a School Inspector for ICT in Education and that an ICT in Education Policy
is prepared i though as yet the policy was not discussed with stakeholders in the education sector.
Nevertheless, requests to appoint teachers to teach an ICT curriculum across the State education
sector were not successful as only 5 such teachers complement positions were approved for 2012
due to financial constraints.

= http://www.undp.org.sz/images/filessIMDG%20Report_full%202010.pdf
26, .
Ibid
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This e-/m-Government Strategy underlines the importance for an ICT for Education policy to be
integrated in Swazil anaddwc aRSPh agnidv e\ WAphsati ni n
human capital is not mobilised to become digitally literate than it faces the real risk of Swaziland
falling behind its neighbours in Sub-Saharan Africa, let alone the more developed countries. In this
regard, this Strategy views the attainment of e-/m-Government as a fundamental catalyst to engineer
an ICT literate society.

The role that higher institutions play with regard to inculcating ICT literacy is different from that played
by primary and secondary institutions. Whilst the latter are primarily concerned with the development
of an ICT literate society by ensuring that students during their formative years are armed with the
appropriate competencies and skills to successfully manipulate the electronic age and the knowledge
economy, the role of higher institutions is directed towards the development of competencies and
skills to meet demand and supply of ICT labour. Too often, ICT education at higher institutions is
directed towards preparing students to follow specialised ICT degrees at an under-graduate level.
ICT, however, has rapidly grown into a field that transcends the boundaries of the disciplines which
are classically represented in most universities.

This means, that an effective education strategy to build ICT labour skills that will service the labour
market, must be two pronged. The first prong should be directed at a technical level 7 that invariably
is lower than a graduate degree but more focused with regard to the competency and skill domain it
addresses. Technical based ICT positions include web designer, network technician, database
administrator, programmer, systems analyst, hardware support officer, portal and content
management officer, project administrator, etc.

The delivery of technical ICT skills can be provided by both a university and technical college. Where
possible, such technical education should be tied to industry specific accreditation programmes i
whether these are generic programmes such as CCENT, CCNA, CCNP, MCTS, MCPD, CompTIA
Project+, PRINCE2, ITIL or professional programmes such as the CISA (Certified Information
Systems Auditor). Technical State as well as private colleges should seek to enter into partnerships
with industry providers for the set t i ng up of partner academies
academies will lower the cost required for the undertaking of such professional training and, hence,
will render such training affordable and accessible.

The second prong should be directed towards the building of the appropriate capacity within a
University in relation to encouraging ICT proficiency in every discipline, as well as targeting key ICT
disciplines. ICT proficiency units can infiltrate the curriculum of various disciplines to varying degrees:
one can envisage anything from a few course units to half a degree in a joint degree scheme
dedicated to ICT. The latter can be an effective way in bridging:

0 Business management and ICT or business management and or public policy or e-
Government.

o] Geography and Geography Information Systems (GIS).

o] Accountancy and financial management information systems.

o] Medicine and e-health.

o] Teaching and ICT in education.

Such an approach in twinning academia and ICT disciplines will help in building cadres who have the
necessary competencies and skills to transcend the core academic disciplines within a general or a
professional specific ICT discipline as the case may be. Thus, a person who is trained in medicine
also acquires the skills to manage Laboratory Information, Medical Imaging Information, Electronic
Patient Data, etc.

Moreover, in the consultations held with the business community the concern was expressed that
graduates emerging from the University of Swaziland do not have the necessary industry skills that
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will allow them to become productive upon employment. Thus, whilst it is understood that a university
delivers a principle based approach to a discipline, the danger resides that the actual technology
6t ool sd | e asranatuniviergity are aucene and do not reflect the tools applied by industry i
and this does not relate specifically to the ICT disciplines. Thus, a close relationship between the
business community and the University of Swaziland will ensure that both sectors understand each
other better and that the curricula of ICT disciplines as well as ICT modules incorporated in other
disciplines such as geography, management, etc. are calibrated at the right level.

In this regard the Strategy recommends the Government of Swaziland is to work with:

0] The UNDP, UNESCO, Commonwealth of Learning and other donor agencies to integrate ICT
in Education with the PRSPs and the SWAps to secure the achievement of MDG 2 not only
through rendering access to primary education universal but also in equipping pupils in
primary schools with basic ICT facilities and to provide access to the Internet.

(i) Donors and NGOs to consider digital literacy as an entittement subject in the primary cycle of
education and should consider the provision of ICT for Education as an integral part of donor
financing. Equipping pupils with basic ICT skills and competencies at a primary level of
education would allow pupils to leverage technology in their way of life even if they drop out of
the compulsory education system.

(i) Donors and MET to build the capacity required to identify free ware e-learning content that
can be customised and made available to primary and secondary schools respectively.

(iv) UNESCO, Commonwealth of Learning and other donor organisations work with MET to
design an e-Learning Strategy.

(v) NGOs as well as donors are encouraged to transform their offices as vehicles for access to
basic Internet facilities as well as basic awareness and educational programmes particularly
with regard to persons living in the rural communities.

(vi) Higher and further education institutions and ICT multinational corporations such as Microsoft
Corporation, CISCO, HP, Oracle, etc. to establish academies in Swaziland to provide
affordable access to international accreditations and certifications for students and adults who
wish to specialise in ICT related programmes.

(vii) Current and future mobile operators to promote the use of the mobile phone as a technology
substitute to access e-/m-Government and other Internet based services.

(viii)  Donors and higher and further education institutions for the setting up of local training centres
that would provide low cost access to students and citizens to follow international digital
literacy programmes such as the International Computer Driving Licence as well as carry out
distance learning through ICT.

(ix) An Industry to Academia partnership is established directed to build a nexus that allows for
demand and supply competency and skills match between the human talent developed by
higher and further education institutions and the competency and skills profile sought by
industry.

(x) The draft ICT for Education policy prepared by MET and the recommendations presented in
this Strategy are reconciled to ensure consistency in approach.

03.2 Liberalisation of the Telecommunications Sector

Competition in the African telecommunications market is increasingly intense. The Information
Technology Union (ITU) shows, for example, in the 2009 telecommunications development report that
93% of countries in Africa have established regulators. As a result, Africa is the continent with the
highest number of regulators in the world.
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Experience in both developed and developing countries shows that an open telecommunications

sector is a key enabler for the telecommunicat.i

Telecommunications in Africa has become far more dynamic with liberalisation. Policy and legal
frameworks support the development of a competitive ICT market in the country based on principles
of open markets and fair competition. Moreover, the government has reduced its direct involvement
in the ICT market.

Swaziland, however, has one of the few remaining monopolistic telecommunications sectors on the
continent. Issues of market structure, absence of private operators, regulatory and service provisions
fused within the incumbent government owned monopoly regulations all limit greater access for
individuals and enterprise to have basic access to Internet and mobile computing services.

ons S ¢

With regard to Internet connectivity and particul arl\

the Figure below barely shows on global geographic indicator maps. Low penetration rates in
Swaziland are mainly a result of the prohibitively high costs of Internet services. A major reason for
the high cost of bandwidth is due to the transmission networks i both to access to undersea cables

which has to traverse other countries given Swazi | andés | andl ocked geographic

terrestrial backbone 7 and with regard to the latter the bottleneck is, primarily the result of policies of
the protection of the incumbent monopoly and their regulation.

Figure 04: Infrastructure Limiteons Impeding-&overnment in Swazildhd
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It i s, however, pertinent to place Swaericdurgtriedid s

Africa. A survey carried out by Research ICT Africa (RIA) shows that for those accessing the Internet
however, bandwidth quality and price appear to be among the major reasons given for not finding the
Internet useful. In more than eight countries over 40% of those surveyed, for example, attributed their
reluctance to use the Internet to the high cost; in Burkina Faso this rose to over 77%. Another major
reason given was lack of access to a home computer with connectivity, as was the slowness of the
Internet. Lack of knowledge about how to use the Internet seemed to be less of a factor, though this

factor was highest in Ctte do6élvoire (14%), Bur ki

respectively.”

The same study shows that in terms of wider access to the Internet whether at work or at public
access points such as cybercafés, only 15% of adults in the highest scoring country, South Africa,

z e-Government Survey 2012: e-Government for the People, Department of Economic and Social Affairs, United Nations,

2012
3 Gillwald, A., and Stork, C., ICT Access and Usage in Africa, Towards Evidence based ICT Policy and Regulation, Volume
One 2008 Policy Paper Two, ResearchIlCTafrica.net
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were accessing the Internet and in most countries this was only between 1% and 6%. The main
finding of the survey in relation to the Internet is that disturbingly few people know what the Internet is
and even fewer are using it. Where PC ownership is low and connectivity restricted or expensive,
cybercafés are the major point of access. With the exception of Botswana, Namibia, South Africa,
where the Internet is accessed predominantly at work or educational institutions, over 50% of people
in all other countries surveyed use cybercafés to gain access to the Internet.”

The United Nations e-Government Survey for 2012 concludes that though providing slightly higher
online services than in 2010 and advances in mobile telephony, all countries in Southern Africa,
except for Lesotho, fell behind due to continued low availability of infrastructure, especially for the use
of broadband.*

Swaziland experienced marginal growth in ICT which has improving its ranking by 1 position in the
World e-Government development ranking. Swaziland now occupies the 145" place i at the lower
end of the ranking though better placed than countries in Western Africa (Ghana ranked 147 to Niger
at 183).

Table 02: e-Government Development in Southern Africa

B dheremlogprse rr redes dnﬁp:.hr:ﬁ:ﬂ:;
L=m bl Fonj o =T -] =0T
South Advica 04550 O.A30 B o7
BEol=a=ra O 4 1BE =637 21 117
Mamitla 03937 o.2314 123 135
Lesotihg 0350 02513 136 13
Swazitand 03179 02757 144 145
=uh ;.-:l-g-\:in.'ll.!l.l.'h:lr.:g-:l O_F934 D F50E
azrkd Seprage o487 [ S40E

The impact on Swaziland of a non-liberalised telecommunications sector which impacts not only
prices but also investment in the telecommunications infrastructure is seen in the table below.

It is pertinent to underline that in the consultation process it was alleged by representatives of private
operators in the tourist sector that the Swaziland Postal and Telecommunications Corporation (SPTC)
does not provide them with licenses for Internet satellite connectivity. It was further alleged that the
installation of wireless networks required the issuance of a license by SPTC.

The Figure below shows the number of households with a computer and Internet access for a number
of countries in Africa 1 although data with regard to penetration rates in Swaziland could not be
sourced.

Zlbid
%0 e.Government Survey 2012: e-Government for the People, Department of Economic and Social Affairs, United Nations,
2012
*! Ibid
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Figure 05: Households with a Compugerd Internet Acce¥s
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The Figure below depicts the results of the RIA demand-side survey conducted in 2007 / 2008. The
likely explanation for the different average individual spend per week of Internet users in different
countries is complex, but includes the different costs of services, where they are being accessed, the
GDP per capita of countries, and the discretionary income available for Internet usage.

Figure 06: Average Internet Expenditure / Week: - B5$ ICT Access and Usage Household and
Individual Survéy
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In the mobile telephony sector, for example, a study carried out by GSMA and A T Kearney shows
that in addition to the number of competing operators in the market, growth in churn rates provides
evidence of the strong competitive intensity prevailing today in the African mobile industrg T where-in
customers are discerning, changing providers as more attractive deals become available. 4

32 Calandro, E., Gillwald, A., Mayo, M., and Stork, C., ICT Sector Performance Review 2009/2010, Towards Evidence Based
ICT Policy and Regulation, Volume Two, Policy Paper 5, 2010, ResearchlCTafrica.net,
http://www.researchictafrica.net/publications/Policy_Paper_Series_Towards_Evidence-based_ICT_Policy_and_Regulation_-

ﬁ/oIume_2NoI_2_Paper_5_—_Comparative_l CT_Sector_Performance_Review_2009_2010.pdf
Ibid

3 African Mobile Observatory: Driving Economic and Social Development through Mobile Services, GSMA and ATKearney,
2011
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The study underlines that the Average Revenue per User (ARPU) over recent years has experienced
significant and sharp declines: 69% in Rwanda, 55% in Ghana, and 40% in Ghana with declines in
ARPU partially driven by price decreases, but also by the increasing penetration into low-income
segments as prices fall within the discretionary income bracket of these consumers. %

The study adds that some countries in the region have seen fierce price wars during 2011 with the
price of the best available tariff in Namibia falling by 61% during the second quarter of the year with
similar reductions in other countries. For a selection of mobile operators across the whole of Africa,
the effective price per minute for voice services has fallen by 18% between Q2 2010 and Q2 2011. %

The Figure below presents the total cost of ownership in select African countries when compared to
the African, Latin American and Asian Averages. The island states of Madagascar and Mauritius,
which rank fourth and eleventh respectively, perform more in line with Asia, where the lowest prices
seem concentrated. They are followed by Ghana and Sudan, who come in well below the global
average at US$20.

Figure 07: Total Cost of OwnershipAfrica: US$
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Swaziland at US$60, on the other hand, stands well above the African average of US$42 i behind
only Angola, Cameroon and Morocco.

Across Africa, regulators have established Universal Service Funds (USFs) in order to subsidise
increased access. USFs typically work on a o6pay to
operators (mostly as a percentage of adjusted gross revenue). In theory, these funds are

redistributed to interested operators to enable otherwise loss-making new mobile serwces to become

commercially viable. At least 22 countries in Africa currently have USF levies in place

It is to be noted that the USF Levy established in Swaziland, as at 2009, is 0.1% of revenues of the
telecommunication operator i the lowest amongst a number of African countries surveyed by the
African Mobile Observatory followed only by South Africa (0.2% of revenues) and Kenya (0.5% of

% African Mobile Observatory: Driving Economic and Social Development through Mobile Services, GSMA and ATKearney,
2011
% Ibid
37 Calandro, E., Gillwald, A., Mayo, M., and Stork, C., ICT Sector Performance Review 2009/2010, Towards Evidence Based
ICT Policy and Regulation, Volume Two, Policy Paper 5, 2010, ResearchlCTafrica.net,
http://www.researchictafrica.net/publications/Policy_Paper_Series_Towards_Evidence-based_ICT_Policy_and_Regulation_-
Vqume 2/Vol_2_Paper_5_-_Comparative_ICT_Sector_Performance_Review_2009_2010.pdf

Afrlcan Mobile Observatory: Driving Economic and Social Development through Mobile Services, GSMA and AT Kearney,

2011
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revenues) . Burkina Faso, Cote doélvoire, Gabon,

USF Levy in 2009 was set at 2% of revenues.*

The insignificant USF levy in place in Swaziland, together with the existing monopolistic state of play
with regard to traditional Internet provision and mobile telephony can be a reason behind the
complaint presented by education institutions that the cost of Internet connectivity is high and renders
it difficult for them to acquire and retain Internet connectivity.

It is pertinent to underline, that whilst the setting up of USFs are worthy instruments directed to bridge
the digital divide as well as to render Internet accessible to education institutions experiences show
that a USF will only provide the required value if it is well designed and well managed. The following
are best practice principles that are to be applied in the design and management of a USF*’:

Should have clear goals, targets, timelines and processes for both the collection and
distribution of funds to ensure transparency and measurement.

Should be reviewed on a regular basis and should be removed upon the achievement of the
original goals.

Funds collected should be distributed in an open and consultative process involving social
partners and industry stakeholders.

Allocation policy should be on a least-cost technology basis that drives the highest population
connectivity at the lowest cost.

Funds should be spent on infrastructure that could be shared amongst multiple players (such
as towers, cabling, etc.) to achieve greater efficiency of funds.

In this regard the Strategy recommends that Government of Swaziland:

(i)

(ii)

(iii)

(iv)

v)

(Vi)

(Vi)

Enacts the new telecommunications Act directed towards liberalising the telecommunications
strategy at the earliest possible.

Appoints an independent telecommunications regulator to carry out the functions and duties
set out in the Act.

Works with the ITU and the COMNET-IT to design the Swaziland telecommunications
regulatory authority.

Maintains a controlled process of liberalisation whilst at the same securing immediate and
pervasive gains with regard to infrastructure investment and increased affordability and
accessibility to telecommunications for citizens, enterprises and education institutions.

Works with the ITU, InfoDev, World Bank, European Union (EU) and other donors to train
policy makers, parliamentarians, regulators and judges with regard to telecommunications
regulatory and compliance issues.

Design policies that address dominant operators and anti-competitive behaviour in the
telecommunications sector including the necessary powers to the authority to enforce its
decisions in this regard.

The e-Government Unit, until such time that the e-Swaziland Commission (e-SwzC -
discussed later) is set up, works with the telecommunications regulator to carry out a
consultation process with regard to the goals and objectives of a USF and to submit
recommendations with regard to the setting up of USF for Swaziland that is directed to bridge

3 bid
O bid
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the digital divide as well as support the diffusion of internet connectivity amongst education
institutions.

03.3 A Cyber Legislative Framework #m&overnment

The success of e-/m-Gover nment initiatives in Swaziland
ensuring a proper legal framework for their operation. Traditional laws alone are inadequate in the
information age. Trade over the internet will always be a risky business unless electronic transactions
have a sound legal backing. People will always be vulnerable to breaches of privacy without
legislation that regulates the processing of their personal data. And victims of theft of data or
sabotage of their information systems may find that existing criminal law offers them little remedy.
The lack of legal equivalence between the digital and paper process can impede the take up of e-
government.

The key legislative instrument in Swaziland that regulates e-/m-Government is the Electronic Records
(Evidence) Act enacted on 11" August 2009. The Act gives legal effect to:

o] Admission and authentication of electronic records.

o] Evidence of electronic records; including secure electronic records.
o] Admissibility of electronic signature.

o] Integrity of electronic record.

The Act is designed to reflect technology neutrality 7 placing technology criteria such as that relating
to the criteria of what constitutes a secure electronic signature in an Annex to the Act. Be that as it
may, the Act either needs to be strengthened or a hew complementing legislation is designed that is
direct to provide certainty in law with regard to the following important aspects:

0) A legal framework to what constitutes an electronic contract and the principles that should be
established in law with regard to the governance of an electronic contract - such as, for
example, the formation of an electronic contract, information requirements, time of dispatch
and receipt, etc. There are three important documents that the competent authorities may
consider to consult in the design of the legal framewaork for electronic contracts:

0 The EU Directive of the European Parliament and of the Council of Europe titled on
certain legal aspects of information society services in particular electronic commerce
in the Internal market.

(o] Online services, including e-commerce, in the Single Market, European Commission,
SEC(2011) 1641.

0 The UNCITRAL Model Law on Electronic Commerce.

(i) The determination and function of a competent authority that is responsible for the regulatory
framework relating to electronic commerce. This Strategy proposes that the Government of
Swaziland should not seek to create a new entity to assume the powers and functions that the
Act will establish. The creation of such a new entity would result in a fragmentation of scarce
expertise and skills and would increase costs unnecessarily so. It is to be noted, that in a
number of EU jurisdictions, the competent authority for electronic commerce and transactions
is assigned to the existing statutory regulatory authority responsible for telecommunications.
The Strategy recommends that the same approach is adopted in Swaziland.

(iii) For the Act to spur forward e-Government the purpose of the Act to be extended to embrace
not only admissibility and integrity of an electronic communication but also that it establishes
functional equivalence between electronic and traditional contracts and transactions.
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(iv) The Act establishes the necessary provisions with regard to the liability of signature
certification service providers. These include but may not be limited to the following**:

0 Signature certification service providers who issue a certificate as a qualified certificate to
the public or who guarantee such certificate shall be liable for any damage caused to any
person who reasonably relies on such certificate.

0 Signature certification service providers shall reasonably assure signature certification
service providers.

0 Signature certification service providers shall reasonably assure that at the time of the
issue of the certificate, the signatory identified in the qualified certificate held the
signature creation device corresponding to the signature verification device given.

0 Signature certification service providers shall reasonably assure that the signature
creation device and the signature verification device act together in a complementary
manner in cases where the provider generates the two.

(v) The necessary provisions with regard to offences arising from misuse or violation of electronic
signatures; advanced electronic signatures, etc. These include but may not be limited to the
following no unauthorised:

0 Access, copy, or possession of or recreation of a signature devise of another person.
0 Alteration, disclosure or use the signature creation device.

o] Creation, publication or otherwise use a signature creation device.

0 No misrepresentation of identity or authorisation.*?

(vi) Give consideration to the regulation issued by the EUon 4" June 2012 on fon ele
identification and trusted servi catieniddirecttdhice i nt er r
give legal effect and mutual recognition to trust services including enhancing current rules on
e-signatures and providing a legal framework for electronic seals, time stamping, electronic
document acceptability, electronic delivery and website authentication.*?

It is, nevertheless, important that implementation design takes into account the politics of change. In
amending the Act or in drafting a new Electronic Communications and Commerce Act, the Strategy
recommends that the Act should be leveraged to mandate where under any law in Swaziland a
person is required to give information in writing, that requirement shall be deemed to be satisfied if the
person gives such information by means of an electronic communication.

Through the introduction of such a mandatory legislative requirement, the Government will position
itself to, immediately should it wish to do so, provide basic e-services through the setting up of an
electronic communication channel (for example through the setting up of Generic Accounts within a
Ministry to which a Post Master is assigned) that will allow private individuals and enterprises to fill
forms pertaining to a particular Ministry electronically 7 even though the back end processing
continues to be carried out manually..

The leveraging of the Act as an instrument of reform and change as expressed would allow the
Government of Swaziland to reach Level 2 of the Gartner e-Government Maturity model within a very
short time and without major expense: with the sophistication required to reach Maturity Levels 4 and
5 to follow as appropriate.

4 https://secure.gov.mt/e-procurement/pdfs/chapt426.pdf
*2 |bid
e http://ec.europa.eu/information_society/policy/esignature/eu_legislation/regulation/index_en.htm
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Figure 08: Leveraging the Electronic Transactions and Commerce Retpidr Reach of Level I
of the UN-&overnment Maturity Model
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There are two legislative instruments that the Government should draft and enact to support the
implementation of e-/m-Government.

First, Swaziland does not have a legislation with regard to the protection of personal data and privacy.
Indeed, it is pertinent to underline, that the www.gov.sz portal does not have a privacy policy i which
normally establishes how personal information and cookies are used.

Personal data is defined to mean any information relating to an individual, whether it relates to his or
her private, professional or public life and which data is not placed in the public domain. Data
protection and privacy, in most, countries today is seen as a fundamental human right. Data
protection rules do not, in principle, prohibit the use of personal data but they offer a legal framework
to allow data processing T provided specific requirements are met and that special rights granted to
data subjects are complied with.

There are, principally, two models of regulation for data protection and privacy. The first is the EU
model which is based on an 6abused model . Thi s
personal data will lead to abuse i and consequently demands a rigid regulatory regime directed to
mini mise the risk of wviolation wher eiinwhiehisebasicallyh i n
moul ded with the context of Europeds recent hist

The EU data protection legislative framework is, currently, based on the Directive 45 / 46 titled
OProtection of I ndi viduals with regards to the
movement of i thoughlas sthted fiatber down in the document the EU is considering a new
legislative framework. Legislation design on the EU data protection and privacy legislation normally
tend to encompass the following i and these key matters will also be reflected in the new data
protection legislative framework:

o} Principles relating to personal data processing.

o} Lawfulness of processing.
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0 Processing of special categories of personal data.

(o] Rights of data subject.

o] Information to the data subject.

0 Right of access, rectification, etc. of the data subject.

o] Responsibilities of the controller.

(o] Responsibilities of the processor.

0 Security of processing.

o] Role of data projection officer.

o] Transfer of data to foreign countries.

o] Independence, function, duties and powers of the supervisory authority.
0 Remedies.

The second model is that which is based on the North American approach which regulates by
exception 1 that is, it assumes that use of data is reasonable and legitimate and in instances of abuse
regulates by ad hoc legislation.

It is pertinent to underline, that the bias adopted with regard to the design of the data protection act is
designed vis-a-vis the two poles discussed is likely to have a pervasive impact on all e-/m-
Government areas given that the data protection parameters selected may affect matters such as:

o] Access to public documents containing personal data.

o] Sharing of such data between different entities between one department and another.
o] Sharing of data between one country to the other.

o] Re-use of such documents.

Thus, a bias towards an abuse model of regulation could hinder the ability of Government to create
connected e-Government services which bring data relating to a data subject from different of
government entities; or the development of private sector e-Government intermediaries that would
offer information services or information products incorporating personal data.

Additionally, a bias towards an abuse model of data protection and privacy model may hinder the
establishment of a unique entry point to e-/m-Government services, given that data protection
reqguirements should be respected when there i
systems that do not interface directly with citizens and businesses but which are linked to the
development of such unique entry points.

Furthermore, a bias towards an abuse model may limit the benefits that Swaziland can enjoy through
Personal Identification Number (PIN) applicationi which, in the view of this Strategy, should become
an all-purpose standard number / identifier for all data in government entities i including authorities
and corporations 1 that relate to a particular citizen i an approach, however, which may be seen to
somewhat weaken the data protection of the individual concerned.

This Strategy strongly underlines the importance of leveraging the PIN application, in conjunction with
automatic data processing, as this will significantly increase the number of services that can be
provided through the e-/m-Government framework to the citizen as well as allow for the integration of
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data from multiple government entities via the use of his or her unique PIN identifier - which will
enable the Government to attain a Stage V maturity as identified in the UN Maturity model.

An abuse data protection and privacy model may significantly limit the sharing of personal data across
different government entities automatically unless this is allowed for either by the data protection Act
itself or by means of a specific regulation i which in turn will impact the implementation process.

The Strategy advocates that the Government of Swaziland should design a data protection and
privacy as in the event of an absence of such a framework it could result in a lack of:

(o] Trust in e-/m-Government services and confidence in their security and privacy safeguards
and controls that can hold back stakeholders from using some or all e-/m-Government
services because of a fear of an intrusi
i nappropriate édsecondary useo0rdatdbaspser sonal

0 Transparency of certain personal data processing mechanisms and with regard to cross-
border information flows containing personal data.

Additionally, it is now recognised that rapid technological developments and globalisation have
brought new challenges with regard to the protection of personal data. The scale of data collection
and sharing has increased spectacularly; further accelerated through Web2.0 media such as
Facebook, Linkedin, etc. Additionally technology allows governments as well as private entities to
make use of personal data, even that which is available in the public domain, on an unprecedented
scale in order to pursue their activities.

It is pertinent to underline, that the EU in 2012 presented a new data protection framework directed to
address the arising threats to privacy as a result of Web2.0 technologies. A communication launched
by the European Commission (EC) in January 2
World i A European Data Protection Framework for the 21% Ce n t ‘i ungélines that lack of
confidence makes consumers hesitant to buy online and accept new services i and thus, a high level
of data protection is also crucial to enhance trust in online services and to fulfil the potential of the
digital economy. The Communication presents a draft proposal for a Directive on data protection and
privacy which seeks to regulate new profiling technologies and social media 7 which should be
studied in the drafting process.

Thus, whilst the strategy, unequivocally, recommends that the Government of Swaziland should draft
a data protection and privacy legislative model it underlines that the Government should base the
under |l ying principles of such a |l egislation

vV e

012

on

fundamental principles is based on a regime that

Secondly, Swaziland, to date, does not have a legislation with regard to computer crime. The
increasing reliance on the Internet as a communications platform and a commercial marketplace
creates new risks and vulnerabilities, notably those resulting from exposure to unlawful or offensive
activity, or cyber-crime. Cybercrime includes not only crimes against computer systems (such as
hacking, denial of service attacks and the set-up of botnets) but also traditional crimes committed on
electronic networks (for example fraud through phishing or spam).

The scale of cybercrime is enormous. ldentity theft, Internet fraud, phishing and spear-phishing (there
were at least 67,677 phishing incidents in the second half of 2010 alone) is growing exponentially.
The cost to the United Kingdom (UK) economy alone is estimated to be £27billion per year.

It is pertinent to underline that the Commonwealth Secretariat has established the Commonwealth
Cybercrime Initiative which seeks to address the developing countries to build their respective
institutional capacities with respect to policy, legislation regulation as well as technical and operational

44 Safeguarding Privacy in a Connected World A European Data Protection Framework for the 21st Century, COM(2012) 10
final, Brussels, 25.1.2012

s http://issuu.com/comnetfoundation/docs/commonwealth _cybercrime_initiative __version_11.1?mode=window&background
Color=%23222222
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abilities. Additionally, it has put together the Commonwealth Model Law on Computer Crime and
Computer Related Crime which provides a foundation and basis and an 6

wh i

ch to leverage the uniqgue advantage of the

the adoption and implementation of harmonised legal regimes.

In this regard the Strategy recommends that the Government of Swaziland:

(i)

(ii)

(iii)

(iv)

v)

(vi)

Transforms the Electronic Records (Evidence) Act of 2009 into an Electronic Transactions
and Commerce Act that will introduce additional provisions to those currently presented in the
Act with regard, but not necessarily limited to:

0 Governance of an electronic contract.

0 Functions and powers of a competent authority responsible for e-commerce.

0 Liability of signature certification service providers.

(o] Offences arising from misuse or violation of electronic signatures; advanced electronic

signatures, etc.

Mandates, through the newly drafted Electronic Transactions and Commerce Act, that any
under law of Swaziland where a citizen or enterprise is required to give information in writing
that requirement will be deemed to be satisfied if the person or enterprise gives the
information by means of an electronic communication on matters that include, but not limited,
to the following:

o] Making an application.

0 Making or lodging a claim.

o] Giving, sending or serving a notification.
o] Lodging a return.

o] Making a request.

o] Making a declaration.

0 Lodging or issuing a certificate.

0 Lodging an objection.

0 Making a statement.

This would bring the Government of Swaziland to Level 2 of the e-Government Gartner
maturity level.

Assigns the powers of the competent authority for e-commerce with the telecommunications
Regulator.

Drafts a Data Protection and Privacy Act the underlying principles of which are based on the
fimi suse model &6 whi c the fandamertal pfrinciplea wil alsotestablgh a
regulatory framework where fAall data use i

Mandates that with immediate effect the www.gov.sz website and all other websites by
government entities including corporations or authorities have a privacy policy.

Establish the PIN as the standard unique number identifier for all data in governmenti
including authorities and corporations i that relate to a particular citizen.
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(Vi)

(viii)

(ix)

Whilst working with the UNDP with regard to the drafting of the cyber legislative framework
will give due consideration towards adopting the Commonwealth Model Law on Computer and
Computer Related Crime as the foundation and basis for a Swaziland legislation with regard
to computer misuse and crime.

Teams up with the Commonwealth Cybercrime Initiative to build the necessary institutional
and legislative capacity in fighting cybercrime 7 which is to include, though not be limited, to
the following:

(@) Specialised personnel and related forensic tools within the Swaziland Police Force.
(b)  Setting up of a Computer Emergency Response Team (CERT) and its governing

framework. The CERT would be constituted of key government departments, banks,
utilities and other strategic entities.

(c)  Train the judiciary with regard to cybercrime jurisprudence.

Works with employers, NGOs, schools and other stakeholders to education Swaziland
citizens against computer fraud such ident
are likely to get exposed to as e-/m-Government is rolled out.

03.4 Spill over Effects of/exGovernment on the Swaziland Economy and Society

There are a number of areas of e-/m-Gover nment t hat wi || have a
economy. These are explored briefly hereunder:

(i)

(ii)

A liberalisation of the telecommunications sector will reduce costs to the information
economy. Moreover, it should result in increased quality as well as increased customer
packages. Additionally, it should also result in increased investment in the
telecommunications backbone of Swaziland.

Apart from the direct and indirect multiplier impacts on the Swaziland economy that these
measures will have it would provide a telecommunications backbone that would allow
Swaziland to compete to attract back-office and knowledge based industries from
neighbouring SADC countries to Swaziland particularly if the country would be able to present
itself as a more competitive location from where such companies would operate.

Swa zi | andiimess antthisrregard would be spurred further once the Royal Science
and ICT Park becomes operational.

As discussed earlier in this Strategy, the introduction of e-/m-Government will have a positive
impact on the level of digital literacy in Swaziland. As articulated earlier, as Swaziland moves
from a state of play where ICT, education and development are considered as separate pillars
necessary to support the knowledge to one where education and development become
interrelated drivers for socio economic development, the drive towards ICT will in itself
generate a demand for new digital skills and competences for employment, education and
training, self-development, and participation in society.

Thus, as this process of maturisation takes place, the use of ICT in education will no longer
be constrained simply to the teaching of digital literacy but will result in the building of higher
order competencies and skills which in turn could result in the creation of higher valued added
ICT and knowledge based sectors as well as jobs.

Additionally, in the process leading to the roll-out of e-applications and government websites
the initial policy bias, at least during the term of this Strategy, should be directed towards be-
spoke development. Adopting a bias toward be-spoke development either by the CSD or by
private sector firms will spur the development of local ICT skills as well as local ICT
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(iii)

(iv)

(v)

businesses. Furthermore, contracts for major applications should stipulate the presence of a
Swaziland partner as a member of a consortium as well as place conditions with regard to the
level of customisation or development that should be carried out in Swaziland and by local
persons.

The widespread adoption of e-Commerce solutions in such activities as procurement is widely
recognised as being a major lever in firing up the widespread adoption of e-Commerce in
business. Firms that do business with the Government will be encouraged to utilise the
Internet in their transactions. It is reasonable to expect that once a process of e-procurement
is set in motion, businesses will be recognise the benefits of participating and the
disadvantages of sticking to conventional methods of doing business.

Given that the Government in Swaziland is the major player in the economy, the overall
multiplier effect of introducing e-procurement as a Government to Business (G2B) platform
could result in a significant impact on the proliferation of e-Commerce.

In this regard the Strategy recommends that Government should mandate that as from 1%
January 2015 all tenders above a certain value can only be obtained electronically from the
Www.gov.sz portal.

The presence of e-/m-Government services will provide local content which should generate
consumer demand for e-/m- usage. This will help create the necessary critical mass of users
which will make the utilisation of e-Commerce solutions an attractive proposal to an ever-
increasing number of businesses. On the supply side, this upward spiral will in turn generate
activity and value added in the Information Services Provision (ISP) and the
telecommunications sectors as well as in the setting up of a potential indigenous ICT sector
through the development of web-boutiques and e-/m-services application development.

Additionally, rich local content is a driver towards e-consumer demand. The presence of e-
/m- Government transactional services and information should certainly make a significant
contribution to enriching local content.

Although few governments explicitly establish transparency as a goal for e-/m-Government,
transparency gains are achieved through e-/m-Government. Case studies of the impact of e-
Government overseas are consistent in concluding that where e-/m-Government applications
are introduced 1 particularly with regard to e-procurement - there is the potential for significant
reduction in corruption.

Gains achieved with regard to the implementation of an e-procurement G2B platform, for
example, include:

0 Transparency in decisions / actions, rules, procedures at various stages of the
procurement cycle.

0 Automation of processes that minimise discretion from civil servants to delay and deny
a procurement process.

0 Convenient entry point for simplification of rules and reengineering processes.

(o] Traceability of all transactions 1 which is effective for preventing fraud and corruption;
provides audit trail.

0 Building accountability by providing greater access to information through web
publishing or Internet on-line monitoring of a procurement process.

0 Providing a simplified entry route for tenderers who may wish to appeal and in
monitoring an appeal process.

0 Introducing new forms of tendering through electronic channels.
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To expand on the above, an e-procurement G2B platform will, as stated in the last bullet,

allow for new forms of procurement instruments through electronic channels i such as, for

example, e-Auctions which are also referred to as Reverse Auctions. As the hame suggests,

Reverse Auctions are in many respects the opposite of traditional auctions i where multiple

suppliers are vying to sell goods and services to a single buyer. In a Reverse Auction the

potenti al suppliers responding to a Government t
other as the Government seeks to obtain the best price possible.

Moreover, contrary to traditional tender instruments, suppliers engage in a visible price battle.
Research reviewed seems to be conclusive that Reverse Auctions are an appropriate
strategic sourcing instrument for pharmaceutical and medical supplies.”® A report by the
Office of Government Procurement within the Department of Treasury and Finance of the
Government of Western Australia and the Curtin University of Technology proposes the
following as goods and services suitable for a Reverse Auction procurement framework:

0 Surgical and examination gloves.
0 Medical waste bags.

0 Needles and syringes.

o] Tapes and bandages.

o] Wound care products.

0 Continence products.

) Surgical dressings.*’

Reverse Auction is seen to drive competition between suppliers by increasing price
transparency through real-time bidding which would drive prices down and therefore create
favourable trading conditions to the contracting agencies. Apart from the transparency factor,
it is pertinent to note that Hospital Trusts in the UK see Reverse Auctioning as an opportunity
to negotiate savings on the costs of supplies they purchase in bulk. Moreover, Reverse
Auctioning is seen to be an effective tool with regard to reducing the procurement cycle by
streamlining sourcing and the rationalisation of the burden of administration associated with
traditional tendering instrument.

Research shows that cost reductions arising from Reverse Auctions across all markets tend

to range between 10% to 30% whilst tender cycle time savings tend to range between 25% to

30%.% Portsmouth Hospital NHS Trust in its first Reverse Auctioni whi ch was the UK®s
Reverse Auction 1 held in 2004 gained a saving of £640,000 or a price reduction of 12%.

During the Reverse Auction process 26 suppliers participated in a number of bids.

It is pertinent to underline that Reverse Auction tools are now a mature technology and there
are a large number of software providing their services.

One other e-procurement G2B tool is the Dynamic Purchasing System (DPS) which is seen to
be an innovative procurement system directed to address commonly used procurement of
goods, works or services. The DPS is a completely electronic system which bidders can
apply at any point during its lifetime.

4 Pg 6, Curtin University of Technology and the Office of Government Procurement, Department of Treasury and Finance,
Government of Western Australia, Reverse Auctions i A Suitable Procurement Tool for the Western Australia Public Sector?

*"pg 21, Ibid
8 pg 3, Ibid
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(vi) Over the years, the demand for tourism products and services on the Internet has been
growing, 58% of all travel is now researched, booked and sold online. 96%of travellers start
their research on the Internet i with travel sales at the end of 2012, in spite of the continued
economic turmoil, targeted to exceed US$300 billion.*

As can be seen from the Figure below, the impact of online sales and booking vis-a-vis
traditional tour operator sales is also affecting the tourism market in Africa.

During the consultation process, the tourism sector underlined that Swaziland has a high risk
of being crowded out of the tourism market if the country does not mobilise the necessary
resources to design and implement an e-tourism strategy that would transform the value chain
i linking the tourism supplier to the customer and the supply chain linking the tourism supplier
with its own supplier.

Figure 09: Tourism Booking Changing Matket
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Additionally, the e-tourism strategy would be underpinned by reduced costs for ICT and
Internet accessibility for operators in the sector that would allow them to:

0 Provide easy and user friendly and fast on-line access to information about the
destination and the facilities.

o] Provide good quality information (relevant, credible and up-to-date content) and in real
time (dynamic content) on-line and the possibility to send personalised content or to
download documents.

0 Establish one stop shop tourism portals that would link tourism operators to other
operators within and across the value chain: craft centres; game parks, restaurants,
the Government e-tourism portal.

0 Allow for the checking of availability of accommodation on line and for potential tourists
to create made-to-measure packages.

0 Make bookings on-line in real time.
0 Procure the tourism product/s electronically on-line.

(vii) e-Governance is not only challenging the way government works or how private sector
entities are being transformed so that they respectively become more efficient, effective and

9 Opening Presentation by Damian Cook from E-Tourism Frontiers at the 5th Annual E-Tourism Africa Summit in Cape Town
September 2012http://www.slideshare.net/E-TourismFrontiers/etourism-africa-opening

0 E-toursim Africa: http://www.ioeti.org/ioeticonference/Pres/Raising%20Awareness(Damian%20cook).pdf
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economic. e-Governance is also changing the relationship between governments and
citizens. The increased involvement of citizens in the political debate is evident on a far
greater scale than it was ten years ago i through social media sites such as Facebook,
Twitter, You Tube, etc.

The pervasive impact of these technol evglitiens
that occurred in Tunisia, Libya, Egypt, and Syria. The suicide of a citizen in protest against a
government action in Tunisia immediately went viral and sparked revolutions fuelled by the
Internet and mobile phones in four authoritarian countries which previously seemed
unshakeable.

The ability to access freely online news and to interact in blogs in response to newspaper
articles now means that not only are people better informed on what is happening in their
country as they can access newspapers, blogs, etc. in other countries and hence have access
to uncensored news but also means that people can react to the said news and influence

policy.

Additionally, e-Government also allows a government to place documents, statistics, policies,
etc. on line as well as carry out consultation online which renders governments increasingly
more transparent and more accountable.

Moreover, the facilitation of online voting, or e-voting, is seen to strengthen democracy
through its potential facilitation of political rights. For example, for people with disabilities, the
possibility to cast a ballot online can prove to be a major improvement of their capacity to
exercise their political rights. Thus, e-voting is often seen as a tool for making the electoral
process more efficient and for increasing trust in its management. Properly implemented, e-
voting solutions can increase the security of the ballot, speed up the processing of results and
make voting easier. In this regard, the Strategy proposes the implementing an e-voting
system which will be utilised nationwide. for elections.

In this regard the Strategy recommends that the Government of Swaziland:

(i)

(ii)

(iii)

(iv)

v)

(Vi)

(Vi)

Explores the possibility of reducing the costs of ICT hardware and software to the private
sector and citizens by means of reducing the excise duty and value added taxation in order to
incentivise up take of e-Government.

Explores the possibility to work with further and higher education institutions to create content
in the siSwati language.

Ensures that all e-/m-software that are purchased for the Government can be localised in the
siSwati language.

In the process leading to the roll-out of e-applications and government websites adopts an
initial policy bias, at least during the term of this Strategy, should be directed towards be-
spoke development to spur the development of local ICT skills as well as local ICT
businesses.

Stipulates in tenders for major applications a condition that mandates the presence of a
Swaziland partner as a member of a consortium.

Stipulates in tenders for major applications a condition that determines the % of the level of
customisation or development that should be carried out in Swaziland and by local persons.

By the end of 2013 develops an e-Procurement G2B platform that should see its full
implementation over the term of this Strategy i end of 2017. The following e-procurement
milestones should be sought - by:

0 1* January 2014 all tenders above SZL200,000 can only be obtained electronically
from the www.gov.sz portal.
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0 1% January 2015 introduce e-Reverse Auction for consumables in hospitals. The
Government should assess the adoption of a Cloud e-Procurement Software as a
Platform to enable a rapid implementation given the potential cost savings that the
Government can secure through the implementation of e-Reverse Auctioning.

(viii)  Through the e-Government Unit, until such time that the e-SwzC (discussed later) is set up,
establishes a working group between Government and the tourism sector to draw up an e-
Tourism Strategy for Swaziland by June 2013.

(ix) Explores the possibility of introducing fiscal instruments to assist the setting up of micro and
small medium enterprises (MSME) in the ICT and Web Boutique sectors in order to stimulate
a Swaziland ICT sector.

x) Through the e-Government Unit, until such time that the e-SwzC (discussed later) is set up,
draws up a strategy to provide micro enterprises in the rural areas with the necessary e-/m-
skills and basic use of ICT technology.

(xi) Through the e-Government Unit, until such time that the e-SwzC (discussed later) is set up
develops a strategy for the e-Marketing and e-Commerce of Swaziland handicrafts and crafts.

(xii)  Through the e-Government Unit, until such time that the e-SwzC (discussed later) is set up,
promotes the interoperability of business solutions for transactions and electronic payments i
and m-payment 1 within Swaziland and with international business communities.

(xiiiy  Through the e-Government Unit, until such time that the e-SwzC (discussed later) is set up
explores ICT niche business opportunities.

(xiv)  Develops a tailor made business promotion package for the acquisition of foreign direct
investment in ICT and ICT supported knowledge based sectors including that of acting as a
virtual back office to industries and enterprises in South Africa and neighbouring countries.

(xv) Continues with the e-voting project.

03.5 A National Driver to Leverage a Swazlld@odmation Society and Economy through e
/mGovernment

The Strategy underlines that the undertaking of an e-/m-Government programme provides a unique
opportunity to Swaziland to assist it meet its National Vision as well as acting as a powerful vehicle
that would pave the way towards economic growth.

Thus, in tandem with the appropriate structures that should be set up within the Government of
Swaziland to provide the political and administrative leadership with regard to the implementation of
the e-/m-Government Strategy it is proposed that an e-SwzC is constituted under the Office of the
Prime Minister that will assume the mantle of the catalyst for the development of the information
society and economy in Swaziland. The e-SwzC would bring together key private, NGO and public
sector stakeholders and through private, public, NGO and donor financing would:

o] Promote the creation and development of an information society and economy through the
appropriate training initiatives both within and outside the ambit of formal education
structures.

o] Recommend initiatives and programmes relative to training of human resources in specialised

ICT-related professions, in order to support the information society and economy as well as
build knowledge based industries.
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Develop and implement awareness programmes on its own and in conjunction with
Government entities and the private sector, that are targeted at all sectors of the community
and that will focus on the benefits and opportunities of the information society and economy.

Recommend measures to increase access to information and communications technologies
at homes, schools, businesses and public offices, including measures aimed at those in the
disadvantaged groups.

Recommend measures to Government and work with its institutions towards the attainment of
an information society and economy.

Establish working groups and task forces to highlight specific sectoral issues with respect to
information society and economy and develop and propose recommendations for action.

Work with government entities and the private sector to encourage information society and
economy initiatives in the delivery of the public services and information.

Strive to establish public private partnerships (PPP) as well as design and introduce a
Strategic Partner Alliance programme on matters relating to accessibility and affordability.

In this regard the Strategy recommends that the Government of Swaziland:

(i)

Constitute as early as possible following the adoption of this Strategy the e-SwzC. The
Commission should have a membership representation from the private sector, government
and NGO stakeholders. The mission of the e-Swaziland Commission would be of

fiCat al y s i-imgsovdrnment peogramme as a powerful vehicle that assists
Swaziland to meet its National Vision as well as to pave the way towards economic
growth through the creation of information

The e-Government Unit will act as the secretariat of the e-SwzC.

The e-SwcZ upon its constitution will:

(i)

(ii)

(iii)

Assume ownership for the actions which this Strategy has assigned to it and which until

soci

the Commi ssionéds const it uGovemmenwdnitsb thdt grognessr t ur e d

is initiated.

Will enter into discussions with the ICT private sector as well economic sectors that are
dependent on ICT to assess the viability of creating a PPP that will:

0] Synergise resources towards the development of ICT human capital.

(i)  Enter into discussions with multi-national companies to create ICT Academies that
would be managed by the PPP.

(i)  Consolidate and cluster efforts in human capital training initiatives in order to
reduce the cost of such training.

Will establish a Strategic Partnership Alliance with the private sector and where possible
with multi-national firms that will see the sponsoring of initiatives such as though not
limited to the following:

Internet kiosks in plazas.

Internet kiosks in rural villages.

Transformation of Government Libraries into free Internet Kiosks.

Development of Tikhundlas as e-Government Intermediary centres.

Reuse of hardware to be recycled for provision to rural centres, community centres,
etc.

O O O0OO0oOo
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(iv) Design and deliver specialised ICT training programmes for senior citizens, women, and
citizens living in the rural communities, underprivileged persons and persons with disabilities
to ensure that these different cohorts of publics are not casualties of the digital divide
transition.

(v) The Information Society and Economy Section in the proposed structure of the e-Government
Unit within the Office of the Prime Minister should upon the setting up of the e-SwzC be hived
off and established as the Secretariat of the e-SwzC.
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04. Maturity of émGovernment in Swaziland

04.1 Maturity Model and Level gfreGovernmenn Swaziland

During the past decades, governments have sought to take advantage of ICT to improve public
administration and services. Increasing use of ICTs leads to transformational shifts in public policy, to
their processes and how they function. e-/m-Government has, today, developed as one of the key
channels directed to provide better services to the citizens by securing change in the way back offices
processes and procedures in government operate and function. These include key thrusts such as
integration, service improvement and innovation, change, organisational re-design, knowledge
management and delivery services in terms of transparency, accountability, efficiency and
effectiveness.

Broadly defined, e-/m-Government is the delivery of government services through ICT using the
desktop as well as mobile technologies to simplify and enhance the access and delivery of
information and services from:

Government to Citizens (G2C)

Any service that is provided to citizens such as, for example, renewal of a driving license.

Government to Business (G2B)

Any service that is provided to a business entity such as, for example, on-line download of
government tenders.

Government to Intermediaries (G2I)

Any service that is provided to private sector entities or NGOs that are carrying out functions on
behalf of Government i for example private pharmacies distributing government free entitlement
medical supplies.

Government to Tourists (G2T)

Any service that is provided to tourists who visit Swaziland i for example which sites to see, how to
get there, when they are open, etc.

Government to Government (including its employees) (G2G)

Any service that is provided by one government entity to another such as the requirement for a birth
certificate for a particular application to be processed which birth certificate can be retrieved on line by

the requesting department or any service that is provided by government to its employees such as the
filling of a vacation form on line.

A number of models have been developed by various institutions as well as academics that explain
the different maturity levels that can be reached in e-Government and m-Government implementation
respectively. The Table below presents a number of often quoted models as well as models
presented in academia.

As can be seen from the Table, the range of maturity levels with regard to e-government tend to
range between 4 to 5 levels whilst the maturity levels with regard to m-government tend to range
between 5 to 6 levels. Of 7 models selected, 5 have a five stage maturity process.
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Additionally there is a high degree of consistency in the maturity models. For example, the difference
between the Gartner Maturity four step maturity model and the United Nations (UN) and EU five step
maturity model respectively is that the EU and UN categorise Maturity Level 2: Interaction in the
Gartner model over two stages. In the EU and UN maturity model a distinction is made between one
way interaction, that is where a customer can only, for example, download a form and two-way
interaction where a customer can fill the form online and send or download the form, fill it and up load
and send.

Table 03: e-Government and-@overnment Maturity Model
e-Government Maturity Level m-Government
United Nation's Model EU's Model Estevez, Fillottrani and Gartner Alijerban and Sahafi Sandy and McMillan Maranny
Janowski Model Model
Emerging Information Web Presence (Enabling) | Presence Presence and Initial Initial Phase -
Stage 1 disseminating Information Publishing
information
Enhanced One Way Interaction Content Updated Interaction Interaction Enhanced Enhanced Phase -
(Downloadable Forms) Regularly (Enhanced) Stage 2 Interaction
Interactive Two Way Interaction Interactive Transaction Transaction Interactive Reforming Phase -
(Electronic Forms) (Downloadable Forms Transaction
e Stage 3
and Submission of
Requests)
Transactional Transaction Transactional Transformation Vertical and Horizontal Transactional Enrichment Phase - Fully
(Full Electronic Case (e-Payment) Stage 4 Integration Integration
Handling)
Connected Targetisation Seamless (Integrated Portal Personalisation Fully Interactive Governance Phase -
(Pro-active Automated) | Services) Transformation and
Participation
Electronic Participation

The m-government maturity models are very consistent with the e-government maturity models 1
basically as a result of the fact that the stages to carry out an m-service are very similar to that of
carrying out an e-service. The singular difference is that a mobile telephone can also act as an
electronic purse which allows for a seamless trigger of an m-payment in a transaction between the
customer and government (that is, not only being able to fill up a form but also enables a customer to
pay electronically as part of the e-/m-service process and thereby fully completing the transaction).
With regard an e-service a customer would complete the payment aspect of a transaction through the
use, primarily, of a credit or debit card.

For the design of this Strategy the UN model for e-Government maturity is selected (and the Sandy
and McMillan Model for m-Government maturity given that this is basically a mirror reflection of the
UN maturity model.

On the basis of these models an assessment was carried out to determine the current level of e-
Government and m-Government maturity within the Government of Swaziland. The assessment to
determine the level of maturity of e- and m-government respectively in Swaziland was based on two
approaches.

First, a questionnaire was designed and circulated to Ministries in April 2012 by the e-Government
Unit. The questionnaire requested Ministries to present, amongst other information, the type of e- and
m- services provided to citizens and enterprise. The e- and m- services were categorised on the
basis of the UN Maturity model. Additionally, Ministries were asked to differentiate between services
provided through desktop Internet and services provided through mobile telephony. The
guestionnaire and an analysis of the responses are presented in Appendix lll.

Page 51



The Figure below presents a high level analysis of the e- and m- services provided by Government
ministries and departments and how these are categorised within the Maturity Model. There were in
all twelve respondents: 6 Ministries and 6 Departments / Authorities.

Of these, three have no basic presence on the Internet. Of the 9 Ministries / Department that provide
basic information on the Internet, only 4 provide downloadable forms as a service. Two, the Ministry
of Agriculture and the Ministry of Education and Training provide on-way triggered based m-services
T such for example examination results.

None of the 12 entities who responded provide on-line form application. And, only the Ministry of
Education and Training reaches Stage 4 of the Maturity Model relating to both e- and m- online
transactions including payment. This analysis shows that the level of e- / m-Government is still at
Stage | of Maturity.

Figure 10: e-Government and-@overnment Maturity of the Government of Swaziland
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This conclusion is supported by the second assessment i which consisted of a systematic review of
the www.gov.sz i the e-Government portal. Whilst Appendix IV presents a detailed segmentation of
the www.gov.sz portal the Figure below presents a high level review of the conclusions.

The services provided through the www.gov.sz portal are limited. Only two instances of
downloadable forms were found. There are few documents available for download. Information is not
updated i as when the assessment was carried out on 8™ November 2012, the two articles on the
front page were dated 21% August 2012 and 27" April 2012. Links to other websites such as the
www.voteswaziland.org.sz were broken.

Additionally the ontological aspect of the www.gov.sz is seen to be cumbersome if the portal is to
become the main entry point for a citizen-centric e-government.
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Figure 11.: Assessment of theww.gov.sPortal
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Be that as it may, it is pertinent to underline, that the Government of Swaziland whilst seeking the
assistance of the Commonwealth Secretariat for the drafting of a holistic e-Government Strategy has
embarked upon a series of initiatives leading to a focused e-Government transformation. Amongst
the activities embarked up on are the following:

0] The creation a new position titled Strategic Executive Secretary, e-Governance reporting to
the Office of the Prime Minister. The public officer appointed to the position was the previous
Principal Secretary for MICT.

(i) The creation of an e-Government Unit within the Office of the Prime Minister. The public
officer appointed to the position was the Manager responsible for Public Service Reform Unit
within the Management Services Division (MSD) in the Ministry for the Public Service (MPS).

(iii) The creation of a team of e-Government champions representing Ministries within
Government and who constitute a Transformation Team led by the Director of the CSD. The
terms of reference of the Transformation Team are shown in the Table below.
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Table 04: Terms of Reference for the Transformation Team

Terms of Reference

Reviews and submits recommendations with regards to the e-Government Strategy and sub-
strategies.

Advices and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to e-Government policy, standards and architecture.

Reviews and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to e-Government priority activity .

Reviews and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to the implemenation of the e-Government programme .

Reviews and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to the e-Government communication strategy.

Reviews and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to issues and challenges both of a general and specific nature.

Advices and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to e-Government technology components.

Reviews and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to papers, documents, reports, etc. brought to its attention

Reviews and submits recommendations to the Strategic Executive Secretary, e-Governance with
regards to the e-Government budget

Recommends appropriate action, review, scrutiny, issue resolution etc. to the Strategic Executive
Secretary, e-Governance on general and specific matters central to the design and implementation of
the e-Government strategy.

(iv) The undertaking of f ol-Govemnmenginitiatvesw hanging fruité

Type Project Project Description

G2G Remote Remand The objective of the project is to reduce the transaction costs of
Hearing for the transporting the accused and improved security and efficiencies
Accused Persons in the delivery of remands. The project has now advanced to

the stage where the installation of remote remand facility
completed for Mbabane and Manzini Magistrate Courts and
Correctional Services Institutions; supporting backbone for the
remote remand are completed.

The training of all stakeholders is completed and covers
members of the Swaziland Police Force, Office of the Director of
Public Prosecutions, Magistrates, the Judiciary, Correctional
Services and members of the law society. Integrated security
system i.e. CCTV cameras, video management, biometric
access control has been installed and fully implemented.

The Correctional Services Department is waiting for the
issuance of a directive by the Chief Justice to launch the remote
remand. The installation of equipment is continuing in the other
correctional facilities and magistrate courts and in 2013 the
target is to complete installation for Big Bend and Siteki remand
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G2B/G2C

Electronic
Collection and
Payment System

facilities.

The purpose of this project is directed to streamline collections
and payment by government and in doing so, on the one hand
reduce the cost of administration through the current manual
collection of funds and replace cheque payments by direct bank
payments and on the other hand reduce the cycle in which
suppliers and contractors of Government are paid. The project
has the following elements:

0 Point of Sale (POS) systems will lower costs to Government
and will increase security. This needs to be supported by a
strategy to increase the uptake of debit and credit cards.

0 Bank also becomes a payment channel 7 where persons
can settle government related bills there.

o Government will not accept payment transactions which are
not supported by a validation mechanism.

0 The appropriate standards to allow for e-payments will be
set and all stakeholders would have to adhere.

The Electronic Financial Transfer System (EFTS), conceptually
shown in the diagram below, has been successfully piloted at
the Treasury, Prime Ministerd
and at Correctional Services (CS). Moreover the Treasury has
updating its database of suppliers with MoF (Procurement
Department). Government wide implementation will take place
in early 2013.

Figure 12: Electronic Financial Transfer G2B System
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The Figure below demonstrates the collection concept i which
looks at three payment channels: through POS systems;
depositing at banks; and through e- and m-Government
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payments. A pilot on payments through the POS is currently
underway.

Figure 13: Collection G2B/C System
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The purpose of this project is to shorten the lead time for
processing retirement benefits.

The Business Process Reengineering (BPR) is completed. A
document management system has been introduced and the
upl oad of ci vil service of fi
completion the project will allow for rapid processing of the
personods pension upon retire
immediate.

The purpose of this project is to render the ability for persons to
apply for such a permit more accessible. The application form
has been streamed lined and has been placed online.

The purpose of this 6l ow hang
unique identifier for a person and a business entity with the legal
personality of a company. As mentioned in the previous
Chapter when discussing data protection and privacy and as will
be discussed in the forthcoming Chapter these two initiative are
strategic to the attainment of e-Government as it will allow a
person or business information across different ministries and
department to be identifiable and person to different system
information and business entity to different system information
can now be made.

The Population Register System has been integrated with the
Travel Document / Passport issuance system for ease of
verification.

The purpose of this initiative is to reduce the transaction costs.
The initiative is currently underway and following early
recognition of the arising be
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Office is, in conjunction with the MPS, extending the initiative to
incorporate all social benefits and grants.

New Where the Government invests in a new application the
Applications approach adopted is to design or purchase a system which is e-
based

In this regard the Strategy recommends that the Government of Swaziland:

() Adopts the UN e-Government Maturity model in order to assess its progress with regard to
the implementation of e-/m-Government.

04.2 Benchmarking the/exGovernment Strategy

The Strategy recommends that the Government adopts an international benchmark which will enable
it to gauge the relativity of the progress that Swaziland is achieving in e-/m-Government when
compared to other countries. The Strategy recommends that the benchmark that Swaziland should
adopt is the United Nations e-Government development index (EGDI).

The EGDI is a composite indicator that measures the willingness and capacity of national
administrations to use ICT to deliver public services. It is based on a comprehensive survey of the
online presence of all 193 member states, which assesses the technical features of national websites
as well as e-government policies and strategies applied in general and by specific sectors for delivery
of essential services. The EGDI assess the following main areas:

Online service
Telecommunications infrastructure
Human capital
e-Participation

In order to ensure that Swaziland obtains a fair assessment when values are being assigned as
countries are survey it is important that the Government tasks the Central Office of Statistics to
design, build and implement an in-country robust methodological and survey mechanisms that will
ensure that a correct picture of the progress made in each of the four areas is captured and reflected.

As stated earlier, the 2012 Survey ranks Swaziland as 144™ out of the 193 member states. The
Strategy is of the considered opinion that the Government should set the target that through the
i mpl ement ation of this strategy, by the end of

In this regard the Strategy recommends that the Government of Swaziland:

01. Adopts the United Nations e-Government development index as the benchmark against which
it will assess its progress relative to other countries.

02. Tasks the Central Office of Statistics to design, build and implement an in-country robust
methodological and survey mechanisms that will ensure that a correct picture of the progress
made in each of the four areas is captured and reflected.

03. By the end of the period of this Strategy,
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05. e/mGovernment Strategy for Swadlan

05.1 Benefits to the Kingdom of Swaziland Arising fromraiGevernment Strategy Design

The design and implementation of an e-/m-Government strategy is no longer an innovation. e-
Government, in the late 1990s referred to as Government On-line, today has over 15 years of
successful implementation in countries ranging from the United States to Seychelles, from Canada to
Malta, and from Australia to Mauritius. The experiences of successful e-Government strategy design
and implementation not only in advanced knowledge societies but also in emerging knowledge
societies such as Malta. Mauritius and Seychelles demonstrates the e-Government is achievable
resulting in direct benefits as well as spin off benefits.

Implementation of e-Government strategies in other jurisdictions shows that the following benefits can
be accrued:

o] Actual cost savings to customers i both citizens and enterprise / industry - when using e-
Government services when compared to traditional channels (for example need to travel is
eliminated) as it allows for convenience in interacting with Government.

o] Faster access to services due to the ability to fully transact electronically with Government
outside of normal business hours.

o] Faster turn-around of service requests submitted by citizens and enterprise / industry to
Government departments and agencies.

o] Significant improvement in service quality and service provision.

0 Significant improvement in the ability of Government, citizens and enterprise / industry to
make better decisions.

o] Significant improvement in participation in the design of government policy and strategy and
in influencing such policy and strategy formulation through the provision of electronic
feedback and responses.

o] Significant improvement in the access to information and a more transparent government.

o] Significant reduction in costs to Government due to improved business processes.

o Significant reduction in costs to Government due to a reduction in the costs of servicing.

o] Significant reduction in costs due to the virtual combination of service points provided by
diffe_rent government department and agencies with regard to the provision of a complete
service.

o] Reduced costs through the need for reduced physical presence.

o] Reduced processing through common standards for data processes.

o] Time savings of public servants.

o Reduced error rates, re-work and complaints.

o] Reduced need for multiple collection and transaction payments from single customers.

o] Increased resource efficiency to Government through electronic interaction amongst

government entities i (G2G).
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(o] Increase in revenue to Government from new and increased use of existing, chargeable
services or through more efficient collection of revenue.

o] Increase in the esteem of Government in the eyes of citizens and enterprise / industry as
service delivery improves.

0 Significant improvement in governance resulting in less corruption, less fraud and greater
scrutiny of public processes.

(o] Significant improvement in governance and transparency through the reduction of
opportunities for human discretion within a specific process due to improved auditing and
tracking.

o] Lower cost of doing business to enterprise as interaction with Government entities is

streamlined and speed of doing business is significantly increased.

An e-Government strategy implementation process contributes to wider economic benefits. These
include but are not limited to the following:

0 A unigue opportunity to leverage e-Government spin-offs to create a new knowledge
economic sector that includes an ICT sector and other sectors that are dependent on ICT
such as financial services or high value added manufacturing.

o] Increased labour market efficiencies by the private sector.

o] More efficient supply chain management by the private sector.
0 Reduced cost of overall programme delivery.

0 Increased efficiencies in taking products to market.

The Tables below show the benefits identified in studies of e-Government impact51.

Table 05: Examples of Economic Benefits Arising freBoeernment Strategies Implemented in
Other Government Jurisdictions

Information Projects

Project Activity Economic Benefit
Centrelink, Australia Information service for citizens, Breakeven over two years.
started in 2001. AU$8.9m benefit after four
years

District of Columbia Business Business resource centre. Sav- Saves US$1.8m a year
Resource Centre ings by rationalisation of some
services.

Information Network of Kan- State portal of more than Nine years after creation reve-

sas 215,000 pages, 90% free, 10% nue is more than US$ 7m a
(INK) have fees. year.

lowa Single Contact Delivers information to the pub- Saves US$ 264,000 a year
Repository lic. Cost US$277,000

1 The Business Case for e-Government, OECD, UNDP and the Dubai School of Government, Dubai, United Arab Emirates,
March 2007
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MyFlorida.com

New Jersey Portal

State of Kansas

US one-stop for business le-
gal information

Interactive Projects

Project
Australia: e-tax

Colorado Secretary of State
Business Centre

Hertfordshire County Council,
UK: Services Online

Kansas State online nursing
license renewal

Massachusetts Educator Li-
censure and Recruitment Ini-
tiative

Missouri e-grants

Missouri Internet Online

Claims Filing

Nebraskaodts Ul Co

Singapore: Tax e-filing

Virginia Employment Com-

mission (VEC)

Transaction Projects

Search engine that reduces the
number of call
call centre.

Virtual gateway to government
information

Online job listings, enhances
job searching, reducing benefit
payments.

Federal government initiative to
assist wi t h busine
compliance

Activity

Tax returns can be filed on line

Provides business-related in-
formation and allows online
document filing

Undertakes queries with cus-
tomers on line instead of face to
face

Delivery of services and infor-
mation to users

Streamlined the state licensing
process

Delivery of services and infor-
mation to the public

Unemployment insurance
claims can be filed on line

Delivery of services and infor-
mation to users

Tax returns can be filed on line
or over the phone.

A US$250,000 system that en-
ables claimants to key in unem-
ployment insurance information
on line

Saves US$ 1.5m a year, reduc-
es call centre calls by 1%

2.7 million hits per day

Saves nearly US$9m a year in
unemployment compensation

Businesses will save at least
US$ 275m annually

Economic Benefit

AU$ 15.5m in accrued benefits
by 2004 over a five-year period

Saves US$ 2m a year

Reduces transaction costs from
£4 per transaction to £0.10 per
transaction

Reduced phone calls by 90%
over five years

Saves US$1.6m a year

86% reduction in processing
time; 360% in technical support

Potential savings of US$ 61,250
a year

Saving US$361,000 a year to
employers and US$63,000 to
government

Saves SG$ 20m a year
US$821,000 operational sav-

ings, US$ 6.5m savings for
claimant
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CAL-Buy Online Procurement
System, US

Colorado business centre

Consip e-procurement
ject, Italy

pro-

eMaryland Marketplace

GSA Advantage! E

lowa contact

repository

single

OGC, UK: E-tendering

ServiceArizona

Transformation Projects

Idaho Paperless Online Per-
sonnel and Payroll System

The Dolphin project, Ohio

Washington State Combined
Application programme

Wo mk
Il ns @er

Wi sconsin
pensation
ports

State of Cal ief
ment project, saving US$37 per
purchase

Delivery of services and infor-
mation to businesses

Italian government procurement
project. Provides savings of up
to 30% on goods

Procurement project

Feder al govern
acquisition programme

Delivery of services and infor-
mation to the public

Allows tendering to take place
on line

Allows citizens to register vehi-
cles. Online processing is about
US$4 less than a counter trans-
action

Integrated payroll system cost-
ing US$1.65m

Automation of the Ohio Bureau
of Wor ker so
scheme, cost US$15m

Combined the benefit pro-
grammes of a few agencies,
cost US$ 400,000

Enables administrators and in-
surers to have real-time access
to compensation claims

Cost savings US$ 9.7m a year

US$ 2m a year to businesses

Savings on administrative costs
estimated to total G700 m
2001

Saves US$100 per purchase
Closed six of eight distribution
centres and forward supply
points in 2001

Saving US$132,000 a year to
employers and US$ 132,000 to
government

£13m savings over 4 years.
Reduces costs to suppliers by
£37m

Saves more than US$1m a year

Saves US$430,000 a year in
administration and  another
US$75,000 a year in printing

Saves over US$120ma year

Saves US$ 6.37m a year

Saves over US$1.5 m a year

05.2 Principles Underpinning thémGovernment Strategy Design

The design of the e-/m-Government Strategy for Swaziland will be guided by the following principles:

o] A single access citizen centric portal in order to deliver e-/m-Government services i which
portal is to become the channel of choice.

o] Access to the delivery of affordable and inexpensive public services 24*7*365 days.
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0 Delivery of public services from anywhere through any device.

(o] The setting up and use of intermediaries to deliver e-/m-services as a vehicle to bridge the
occurrence of a digital divide.

o] Improvement of services delivered in terms of quality, quantity, cost and access resulting in a
more efficient, effective and efficient government.

o] Increased citizen engagement and participation through the use of social media tools.
(o] A service delivery mechanism that is trusted and secure.
0 The design of the e-Government backbone will be based on a scalable, modular and flexible

architecture underlined by common and inter-operable standards for all government entities
with no duplication of core middleware components.

o] New back-end applications whetherinrhouse devel oped, bought o6o0ff t h

donors should allow for the provision of e-/m-services with minimal retro-fitting.

I't is important to define how the ter m-/no@&uevnmenh ment 6 v

programme. Too often this term is taken to imply the Cabinet and the ministries and departments in
the Civil Service that support the Government to deliver its programme. The corporations and
authorities as well as public enterprises are
relationship with Ministries and Departments. Such public sector entities are often seen to have more
latitude in how they operate than ministries and government departments.

The citizen or business entrepreneur, however, does not make these organisation boundary
distinctions when he or she interacts with a public service or a public sector entity. When a citizen or
business person is dealing with the appropriate section within the Ministry of Agriculture with regard to
irrigation for agriculture or the Swaziland Water Corporation in so far that the person is considered he
or she is dealing with &égovernment d. And in
transaction in the fastest time possible and i
having to trudge around from one office to the other to be able to complete a transaction.

In implementing the e-Government strategy it is important that one does not transform the

of ten t

dealing

f possi

organi sational boundaries in the current hedidualiecks and
Government set up. This implies that in so farthate-Gover nment i s concerned the t

must be defined in its broadest sense i that of incorporating not only ministries and departments but
also including corporations, authorities, public enterprises, etc.

An approach to e-Government that does not adopt such a definition will have a number of negative
impacts. First, this would mean that a citizen or business entrepreneur will only be able to get an
optimal virtually interconnected e-government service for only those service that are provided by
ministries and department. With regard to the services offered by authorities, corporations, etc. the

citizen or business person would have taherthopindge fr on

the he or she will manage to find the e-service he or she is looking for 1 if such an e-service would
have been introduced at the first instance.

A second implication is that the Government will risk losing all the advantages of a common e-
Government platform if an ever increasing number of corporations go their own way with regard to
building individual e-Government architectures. A third implication is that these entities would fall out
of the scope of the e-Government programme, which may not be desirable in several cases, and
definitely not warranted in some.

A third implication is that it is likely that, if these corporations, authorities, etc. will implement their own
e-services set-ups on separate platforms, and do not make use of the Government architecture then
they will be duplicating common services within the core architecture such as authentication, mobile
gateway, payment gateway, etc. The consequence of such an approach would mean that the
Government of Swaziland i which ultimately owns and is responsible for corporations, authorities,
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etc., will incur a far higher cost that it would have incurred if a single coordinated approach as is
proposed in this Strategy is adopted.

The strategic principles discussed will guide the achievement of the thrusts shown in the Figure below
T and in this regard, the Strategy presents a way forward in addressing the challenges identified.

Figure 14: Strategic Thrusts of@overnment Strategy

Focus of Thrusts Challenges ‘l

Needs of Citizens and
Businesses at the
centre of e-Government

Ach ieve reliable service

Achieve good service ‘

I ————— e e —
Delivered through most
appropriate channels NS

| Build skills to empower

Deliver efficiency,
effectiveness and VvValue

for Money Gains

In this regard the Strategy recommends that the Government of Swaziland:

(i) Establishes the Strategic thrusts of the e-Government strategy are directed towards:
o} Needs of citizens and business are placed at the centre of e-Government.
o} Services will be delivered through the most appropriate channels.
o} Deliver efficiency, effectiveness and value for money gains.

o] Ensure that the online channels become the most attractive channel for citizens and
businesses to interact with Government.

(ii) Adopts the definition presented in this Strategy that for the purpose of the e-Government
programme, the term dégovernmentdé includes
authorities, corporations, boards, public enterprises, etc.

05.3 Transition to a Citizedentric Paradigm

Citizen-centric governments deliver cost-effective, personalised and relevant e-services that
simultaneously enhance democratic dialogue. The delivery of citizen-centric services, therefore, is
the key to the successful provision of e-/m-government services. Citizens and industry should not be
required to understand the complex interactions and relationships between government agencies. e-
/m-Government, if well designed, allows for a citizen-centric model to be established - a model which
places citizens and industry at the centre and provides a single interface for citizens to access all (or a
range of) government Services.
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This demands a new approach to the function of www.gov.sz and its subsequent design.
Conceptually, this Strategy presents a transition from the current linear organisational interaction
model of the www.gov.sz to one that is citizen and industry centric that is based on an event life cycle
model.

The first part of the transition process will be directed to strengthen www.gov.sz. The strengthening

of the www.gov.sz wi | | constitute a OFI ag iBwhiehrwél detnonatmate thev i t y i n
strengths of an effective single e-portal interface as Swaziland makes the progressively makes the

transition to a Life Event portal model which this Strategy proposes.

05.3.1 Improving and Strengtheningwhegov.d2ortal

At the first instance, it is proposed that the governance structure for www.gov.sz portal is formalised.
In this regard, the Strategy recommends that the ownership for the www.gov.sz both in the immediate
term as during the transition to a Live Event Portal and its stabilisation thereafter will rest with the e-
Government Unit. Thereafter there would be merit in considering the transfer of the www.gov.sz
portal and supporting operational capacity to the department responsible for information in the
Government of Swaziland.

Currently, the www.gov.sz is supported by one full time staff i which is responsible for the entire
portal cycle. There is also a very loose network between the person responsible for the portal and
line ministries and departments which is supposed to act as a channel for the provision of information
for uploading onto the portal. Indeed, it is understood that ministries and departments have been
delegated the rights to up load directly onto the portal.

The assessment of the www.gov.sz indicates that this mechanism is not functioning. It is pertinent to
underline that the portal by itself will not deliver information online. For information to be delivered
online ministries and departments have to fulfil their obligations with regard to the provision of
resources.

Thus, it is recommended that the capacity for the management of the portal is strengthened as
follows:

0] The decentralised rights provided to ministries and departments are rescinded and all activity
related to the portal are centralised within the e-Government Unit.

(i) A position of a Portal Editor is created and a person with excellent writing skills and political
savyness acumen is appointed to the position. The Editor will be responsible not only for the
creation of material but also of editing the said material to ensure that this is of the highest
quality and meets the corporate standards that should be set for the portal.

(iii) A position Assistant Portal Editor is created and a person with excellent writing skills, good
communications and networking and a high level of persistence is appointed to the person.
The Assistant Portal Editor will have a formal relationship with formal information officers
across ministries, departments, authorities, corporations, boards etc. and will on a structure
basis meet them weekly to identify information sources and resources that can be uploaded
on the www.gov.sz portal.

(iv) The Office of the Prime Minister requests the formal nomination by ministries, departments,
authorities, corporations, boards of persons, not necessarily full time, who will be designated
as Portal Officers and who will report in a structured manner to the Assistant Portal Editor.
Subsequent to their appointment, a Council of Portal Officers will meet once a month under
the stewardship of the Assistant Portal Editor in order to share experiences, best practices,
lessons learnt, issues, etc.

(v) The person who is currently responsible for the Portal will be assigned the position of Portal
Content Officer and would be responsible for the content management system, maintaining
the website current and technical related matters.
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The e-Government Unit will adopt an enabling framework for the www.gov.sz portal strengthening
taking into account the following matters:

o

Carry out surveys to under what clients would like online and focus on presenting the
appropriate information and resources in this regard.

Seek to improve the way information is currently structured within the content management
system in order to render it easier for clients to find the appropriate resources and information.

Seek to improve the current | ook and feel
identity.

Design and upload a privacy policy on the www.gov.sz portal.

Design a corporate identity for the portal which flows across the navigation layers and
establish trust in the brand.

Review the metadata used to find information and resources to ensure that it is of the highest
quality.

In improving and strengthening the www.gov.sz portal it is proposed that as a minimum the following
actions are implemented:

0)

(ii)
(i)
(iv)
v)

(vi)

(vii)
(viii)
(ix)
(x)
(xi)

(xii)

(xiii)

(xiv)

Establish an eSuggestions channel to solicit citizen and business interaction.
Establish an entry point for websites of Government entities.

Establish an A to Z online directory of all government entities.

Ensure that all tenders issued are also presented on the portal.

Digitalise all forms within the Government of Swaziland (including corporations, authorities,
boards, etc.) and create an A to Z Forms directory.

Initiate a process for citizens and business to fill online forms (Excel based) and for their
submission to the portal and establish Service Level Agreements with ministries,
departments, authorities, corporations, boards, etc. for the back office processing of such
forms.

Digitalise and upload the Government Gazette.

Establish a Section on Swaziland to promote it as a country.

Establish a Section for useful links to hon-government related activity.

Render the portal accessible to persons with disabilities.

Establish a Section setting out employment opportunities at any point in time in ministries,
departments, authorities, corporations, boards, etc.

Enable the portal to be found easily via popular search engines using a variety of keyword
searches.

Introduce FAQs to guide users.

Build a resource library initially targeting major national documents and subsequently
following up with secondary documents, statistics and data, etc.
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(xv) Establish a section for on-line videos to deliver information on important occasions.

(xvi)  Will be engineered to allow for interaction with different technologies including mobile
technology and all ow f or usepwmayiwsh updatmaldrts. on ser vi c

05.3.2 Transforming thevw.gov.92ortal into a Life Event Portal

The whole effort with regard to a citizen centric approach derives from the changing of the paradigm

of how communications between the government and the citizens are designed. The processes of
services provision and delivery have to be designed
internal needs of the government. It is, therefore, about the transition from the existent authoritative

role of the government to a service role and the related redirection of the major attention from

administering the law to executing processes and their final results 7 services delivery.

It is pertinent to underline that, in general, public administration is internally focused. In the absence

of truly understanding their citizens, ministries, departments, corporations or authorities in Swaziland

as well as elsewhere have traditionally left citizens with a model of thingsbeing fidone t o t hemo r
than fAwith themo. Not 0 n {cifizengcenteics culturé bus it fendamentaltyb at e a
inhibits the achievement of outcomes for citizens which Governments exists to serve.

Figure 15: The Transition to a Citizen /usidly Centric Drivewww.gov.sz
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The problem lies in the fact that the existent organisation of government is based on a division of work
between several fields or competences. Accordingly, administrative procedures and services are
adapted and distributed over several public institutions 1 inter as well as intra the traditional public
service and the broader public sector. The problems of customers (citizens and businesses),
however, do not usually apply merely to one single competence or one single public institution.

Thus, while the customer should sit at the centre of government service delivery, the design and
delivery of a citizen centric government needs to take into account the way in which departments,
corporations or authorities are generally structured i too often hierarchical and siloed. This siloed
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structure of government creates service efficiency and effectiveness issues across all stakeholder
groups.

For the citizen or entrepreneur, the siloed structure of departments, corporations or authorities means
that he or she is often left trying to join-up between departmental silos rather than the customer
seeing a single organisation that is working for him or her. For the government organisation the
siloed structure tends to create a territorial mentality that inhibits cross-agency collaboration, inter-
agency mobility, and leads to a narrow perspective of citizen needs.

Thus, for example, if the citizen moves from one place to another, he or she has to change the
address, change their personal documents, move the telephone number, inform the Swaziland
Revenue Authority (SRA), Swaziland Electricity Company (SEC), Swaziland Posts and
Telecommunications Corporation (SPTC), social security agency and so on. If the customer wants to
solve his or her problem holistically, he or she has to apply several different processes (administrative
procedures as well as business processes) at several different departments, public corporations and
authorities.

In the interaction with each department, corporation and authority that the citizen has to interact with
in the event, say, of a change of address him or she is to fill in an application and enclose different
documents. The data on applications is often duplicated, and so are the documents. Office hours of
some organisations may complicate and delay the process even further. The situation is further
compounded if the person lives in a rural village. What is more important, however, is the fact that in
a normal process interaction with government the customer alone has to find out what processes and
in what order he or she has to apply them, at which organisations and how. At times, the applications
are often incomplete, which usually delays the start of the official handling of the case.

There is a lack of data sharing across services, agencies and customer channels due to various
structural, cultural and technology challenges which not only results in duplicated processes and
higher cost structures but ultimately leaves citizens dissatisfied with the service delivered to them.
Understanding how the community and customers see a government entity and the way it operates,
therefore, is critical to understanding a cust

In an e-Government virtual organisational environment, best practices shows that the best way to
obtain a citizen centric approach is through the introduction of services designed around possible life-
events of the customers 1 including industry and enterprise. The life-event approach considers
government operation from the perspective of the everyday life of the citizen. It is an approach that
seeks to overcome the existent rigid hierarchical, strictly fragmented structure and complexity of
public institutions.

A life-event model seeks to cluster all services as well as the corresponding processes needed to
handle a customerbés service del i andinyoing socauife svent
approach seeks to virtually network the processes across the silo based hierarchical structures. In
this way, all services needed to address a particular service delivery request, are either linked or
integrated into one single service. Accordingly, back-office processes have to be adapted and
integrated as well.

This system provides the customers a simplified access route to all the services they need in one
place, regardless of the distribution of competences between the different public institutions and
businesses.

The unified entry pointorone-st op s hop therthnoudlothedPortaleoi physically through an
intermediary, represents a kind of a virtual umbrella organisation that links all organisations within a
government as well as, if so warranted, with businesses involved in the service value chain i for
example, insurers in the event of a car road license renewal.

In the design of a life-event based portal the ontological framework of the portal should, as a
minimum, meet three objectives. The first important step is to select an adequate life-event. This can
be achieved through the hierarchical structure of service processes. This structure helps the
customer to identify the life-event that corresponds to a particular service delivery request.
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The second step is to identify the processes needed to develop this life-event. This could be
achieved through a decision-making process, which is comprised in the structure of life-event. This
process results in a list of processes. A life event approach means the seamless integration, or
joining up, of the processes within various departments within and across ministries in order to
provide services which are aligned to the complete customer journey i and not only to the service
point of a particular department across the customer service related journey.

Figure 16: Grouping and Integration of Public Services in a Life Event Model
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The third aspect is to identify an adequate variant of each process within a customer journey. This is
also a decision-making process where the answers to questions (presenting the decision-points in this
decision-making process) identify the parameters needed to define a variant of the process. It so
follows, therefore, that in line with a customer centric approach, the optimal route is to start with
understanding the customer needs.

The Strategy presents that the Life Event Portal that Swaziland should incrementally but progressively
move towards to be designed on the basis of the following eight life cycle events:

(o] Business Event Cycle: This Event Cycle will cater to the needs of the business community
T whether this is tourism, industrial, small business etc., by providing information and services
ranging from download forms relating to work permits to the various licenses applications
relating to the importation of exportation of resources such as timber, the ability to submit
taxation forms, legislation, government publications and statistics that are relevant to the
industry and enterprise.

(o] Agriculture and Rural Cycle: This Event Cycle will cater to the needs of the agricultural
economy and community by providing information and services ranging from knowledge and
best practice with regard to farming, livestock management, preventive measures with regard
to pest management, applications relating to micro-financing loans and loan payment, on line
market trading of agricultural commodities and foodstuff, environment and weather warnings,
importation or exportation of foodstuff.
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(o] Resources and Environment Cycle: This Event Cycle will cater to the needs required with
regard to the management of Swazilandés resour c
environment through the provision of on-line GIS based information, GIS based planning, etc.

(o] Education and Employment Cycle: This Event Cycle will cater to the education and training
needs of pupils, students and citizens. It will provide information services such as job
vacancies, training programmes, scholarships, on-line application to education programmes
and jobs; and interactive services such as on-line learning.

(o] Family Cycle: This Event Cycle will cater to provide comprehensive information and services
relevant to major and diverse life stages that one may experience. These include children
and parenting topics, youth matters, marriage, elderly care and care for the disabled as well
as information and services related to social security, pensions, grants, etc.

(o] Health Care Cycle: This Event Cycle provides a host of government services ranging from
healthcare information to m-health services such as health education and disease or chronic
condition management, provision of on-line pharmacies and requesting for online medical
reports.

Figure 17(a): Examples of Life Event Portals: New Zealand
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(o] Home and Residential Management Cycle: This Event Cycle provides information and

services with regard to the rental and purchase of government provided housing, payment of
electricity, telecommunications and water related bills, on line monitoring of water and
electricity, crime reporting, etc.
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Figure 17(b): Example®f Life Event Portals: Victoria (Australia)
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(o] Transport, Travel, Culture, Recreation and Sports Cycle: This Event Cycle provides

government information and services relating to local transportation and overseas travel for

the general publicaswellas cul tural and recreational needs

available include information about bus arrival time schedule and purchasing of bus tickets to
booking of sports and recreational facilities, information of arts and cultural events and
registration of recreational courses.

Figure 18: Proposed Event Life Cycle Model for Swaziland
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There are three important elements that need to be implemented for the Event Life Cycle Portal to
be fully functional.

(a) Placement of the Popul®iEgister System as a Common Data Base and the PIN as Unique Identifier
for NotBusiness ICT Applications.

As stated earlier in the Strategy, one of the low hanging fruit initiatives embarked upon by
Government is that of integrating the PIN with all the government applications so that a
unigue identity number is created for each citizen.

This is a strategic important initiative for the attainment of a Life Event Cycle Portal. The
strategic importance of this project is further accentuated by the fact that the PIN is linked with
individual biometrics data (finger prints) for over 700,000 Swaziland citizens.

The integration of the Population Register system with citizen centric ICT applications ensures

that all such applications would have a consistent person and address related data that is

based on a standard data architecture. Moreover, given that the PIN will provide a unique
non-repudiation person identification for every customer within the context of citizen centric

service delivery, once the customer is identified, that identity will persist across the entire

process which transcends organisation boundaries. As importantly, it will also eliminate
duplication of data relating to a personoés basi
processing errors.

Additionally, personalised service delivery will simplify the integration of cross organisational

boundaries given that a potential future legislative instrument with regard to data protection

and privacy may | i mit t h erossdiffarent ariganisatibn withoypthe s on ds ¢
clientds explicit consent . A personalised Port e
relating data sharing for increased integration with regard the level of services provided to

remain with the citizen.

The Strategy recommends that the project directed to connect the PIN to all application
systems in government is upgraded to a Strategic Project and is supported as appropriate so
that the necessary integration is concluded at the earliest possible.

Figurel: Placement of the PIN System as a Common Data Base for All ICT Applications

Health Department
Social Security Vehicle Registration
Department Department
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Unique Primary Key: Personal Number
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Civil Registry
;moéDepartment

Once the PIN is integrated with all Government ministries and departments it is suggested
that the PIN integration layer with the birth certificate is developed into an important G2G.
Although an audit has not been carried out, it is reasonable to assume that a large number of
departments today request a birth certificate as part of the forms requested from citizens
when applying for a particular service.
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What this implies is that for each individual request a citizen today has to inconvenience him
or herself by having to trudge from his or her home to physically pick up an official copy of the
birth certificate from the civil registration department, which is a government department, to
meet the requirements of the service deliverer i another government department.

The Strategy recommends that a BPR exercise is undertaken directed to replace the request
by a service delivery entity of government for a citizen to present an official copy of his or her
birth certificate by either (i) security authorisation through the PIN and the biometric link; or (ii)
to be able to download the birth certificate from the appropriate server.

The Strategy further adds once applications relating to government ministries and
departments are integrated with PIN a similar exercise should be embarked upon with regard
to corporations, authorities, boards, etc. in order to integrate their respective applications with
PIN.

Setting Up of a Corporate Data Repository

The delivery of 'e' services, 'm' services and other services demands that there needs to be
good quality data that can be exchanged between systems. This could be facilitated through
the development of a Common Data Repository that would maintain "shareable" or
"commonly used data" and to expose it in a read-only mode to all line of business applications
as required. The data in CDR would be non-sensitive, neutral and of a public domain nature.

The main objectives of the CDR are to provide the data required for the following services:

0 Government Organisational Structures Directory.

0 Data Architecture Policies, Directives and Standards.

o] Data Definitions / Vocabulary.

o] Registration of Data Repositories and Business Processes.
o] Data Inventory.

0 Meta-Data Repository / Systems Documentation.

0 Registration and Authentication Data.

0 Audit Trail Records and Structures.

0 Commonly Used Data.

0 Interoperability Codes.

The main functions and processes of the CDR would be based on the following:

0 Importing data from line of business databases.

0 Exporting data into line of business (local) databases.

0 Mapping / Interoperability Codes.

0 Data Protection / Data Architecture Standards enforcement framewaork.

The CDR involves a number of ownership issues. It is proposed that the CDR as well as the
arising data schemas of the CDR would be owned by the ICT Governance Unit (discussed

later) within the Office of the Strategic Executive Secretary, e-Governance. The ownership of
the content of individual records within one data entity is more complex and depends on the
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business processes affecting the data. Prior agreement will need to be sought with the owner
of the data sources, so as to allow that such data items are incorporated within the CDR.

The exchange and aggregation of information between different information systems used by
ministries, departments, corporations, authorities, boards etc. would be achieved through the
use of the Interoperability Codes i that is, numeric values that would be assigned by the CDR
system to each and every record within the Corporate Data domain. The numeric value
would thus represent a unique record identifier to all records that will be used as a point of
reference from the local databases.

The possibilities that can be opened up through the use of these agreed reference codes are
practically unlimited and do not rely on the use of protocols or standards that will be required
only when the exchange of data is done in an external environment. The locally assigned
interoperability codes can also be a convenient safety valve that isolates internally stored data
owned by ministries, departments, corporations, authorities, boards from changes imposed
from the external environment. When such changes are inevitable, through the use of the
interoperability codes they could be implemented quite easily and without causing serious
disruptions to the existing data.

Implementation of applications such as the proposed CDR in other jurisdictions show that
they can result in reductions of up to 40% on the development effort required in each
information system, reasonably assuming that an object library is developed for re-use of
code.

Establishing a Business Entity Dataciuchlitédodel

As stated earlier one of the low hanging fruits the Government is seeking to achieve is that of
setting the Business Identification Number (BIN) as the unique identifier for business entities.
This is strategic initiative particularly with regard to successfully meeting the
recommendations presented in the Swaziland Investor Road Map. The Business Event Cycle
presented earlier should ideally be desig
business entity.

It is currently not possible to provide an accurate and complete business register of business
entities operating in Swaziland. The business entity information knowledge is fragmented
across different departments: Swaziland Investment Promotion Authority (SIPA), Swaziland
Tourism Authority (SITA), Department of Immigration (work permits), Commercial Department
(trading licences), etc.

Given that a business entity can operate as a company, partnership, sole trader, etc. it
queries whether the selection of the BIN as the unique identify for business entities is the
most appropriate choice. Whilst the Company number is assigned to those entities that
register as a limited liability company this means that entities with different legal personalities
will not be integrated within the Business Live Event cycle.

Thus, in order to establish a Business Life Cycle View that provides a single point of contact
relationship between a business entity and government related business administration it is
argued that such a concept should be underpinned by an unique business identifier that
represent the highest possible identification of entities. In this regard, it is proposed that the
most appropriate business number in use today is adopted as the BIN be adopted as the
universal identifier by all institutions i.e. Companies, Public Enterprises, NGO, etc. [because it
has the capability of categorising them appropriately].

ned

Such an approach wil/l enable the Government

Cycle in the proposed Live Event Portal into an e-Business Portal which would meet the
following objectives:

0 Establish a One-Stop-Shop for new start-ups and aggregation of business related
government e-services.
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o] Secure customer and service centric resources.

0 Provide on-line guidance, consultancy and support.
o] Automate customer and service notification.

0 Provide for full lifecycle customer monitoring.

0 Provide for a collaborative environment for clients.

Figure 20: Examples of a Business Portal: Singafittp://www.enterpriseone.gov.sg/)
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The Strategy recommends that the Government of Swaziland:

(@ A new approach to the function of www.gov.sz by undergoing a transition from the current
linear organisational interaction model of the www.gov.sz to one that is citizen and industry
centric that is based on an event life cycle model.

(i) The first part of the transition process will be directed to strengthen www.gov.sz i which
strengthening of the www.gov.szwi | | constitute a 6Fl ag Bearer 6 ac:
in this regard include

0 Formalisation of the governance structure by means of establishing a Portal Section
within the e-Government Unit.

0 Strengthening the capacity of the Portal Section by a Portal Editor and an Assistant
Portal Editor.
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(iii)

(iv)

(v)

(Vi)

(Vi)

(viii)

054

0 The setting up of a Council of Portal Officers who will be formal appointed (not
necessarily full time) by ministries, departments, authorities, corporations, boards etc.

0 The drawing up of a plan of how the portal will be strengthened by the e-Government
Unit giving consideration to the what clients want; structure of content management
system; look and feel; privacy policy; corporate identity; metadata, etc.

(o] Immediately embarking on the following improvements resulting in the setting up on
the www.gov.sz of the following: (i) e-Suggestions channel to solicit citizen and
business interaction; (ii) entry point for websites of Government entities; (iii) A to Z
online directory of all government entities; (iv) all tenders issued are also presented on
the portal (v) digitalising of all forms within the Government of Swaziland (including
corporations, authorities, boards, etc.) and create an A to Z Forms directory; (vi) a
process for citizens and business to fill online forms (Excel based) and for their
submission to the portal and establish Service Level Agreements with ministries,
departments, authorities, corporations, boards, etc. for the back office processing of
such forms; (vii) digitalising and uploading the Government Gazette; (viii) a section on
Swaziland to promote it as a country; (ix) a section for useful links to non-government
related activity; (x) portal is accessible to persons with disabilities; (xi) a section setting
out employment opportunities at any point in time in ministries, departments,
authorities, corporations, boards, etc.; (xii) Enable the portal to be found easily via
popular search engines using a variety of keyword searches; (xiii) Introduce FAQs to
guide users; (xiv) Build a resource library initially targeting major national documents
and subsequently following up with secondary documents, statistics and data, etc.; (xv)
a section for on-line videos to deliver information on important occasions; (xvi) allow for

interaction with different technol ogies includ
i nformati on s eavhowagwesh @pdatealerts.s er s
The placement of the Population Register system as a Common Data Base and the PIN as a
Unique ldentifier for all non-business ICT applications.
Following the linking of the Population Register N system to all other non-business ICT
applications and initiative toi nt egrate PI N | ayer with a personods

into an important G2G service that will eliminate the current burden placed on a citizen to
produce his or her birth certificate for interacting with Government.

The setting up of a Corporate Data Repository that will be owned and managed by the ICT
Governance Unit (discussed later) within the Office of the Strategic Executive Secretary, e-
Governance

The establishment of a business entity Data Architectural model on the basis of the unique
BIN.

The rollout of a process that integrates the BIN with business ICT applications (VAT, Inland
Revenue, etc).

A transition to an life event cycle portal that would have the following live events: (i)
Business; (ii) Agriculture and Rural; (iii) Resources and Environment; (iv) Education and
Employment; (v) Family; (vi) Health Care; (viij Home and Residential Management; (viii)
Transport, Travel, Culture, Recreation and Sport.

Enabling a Mul€hannel Delivery Framework{o€overnment Services

Ensuring that citizens have a number of channels via which to access public services is perhaps one
of the most common principles or goals that determine the development of e-Government services in
most countries that have already implemented an e-Government framework.
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The Strategy proposes that the adoption of a multi-channel delivery framework via which e- services
are conveyed constitutes a kernel of this Strategy. Direct access by PC to e-services over the
Internet is the channel that is synonymous with e-Government. As discussed earlier in this Strategy,
an important channel which is now becoming mainstreamed for interactive electronic interaction and
which is well suited for Swaziland is mobile computing.

The issues previously discussed with regard to social inclusion and accessibility, point to the
utilisation of alternative channels such as Kiosks and locality-based over-the-counter services.
Notwithstanding any future improvement in Internet and mobile computing penetration - as is likely the
case - there will inevitably be a component of the population that will not have the opportunity to
access the Internet or mobile access 7 whether this is due to illiteracy; digital illiteracy; remoteness
and limitation to telecommunications accessibility; and affordability.

It is pertinent to underline, that particularly in the short and medium term of the implementation and
with particular regard to the elderly cohorts of the Swaziland population, there will be a considerable
part of the population that would continue to have a preference for face-to-face interaction i and a
multi-channel approach to e-Government imply the desire not to deny users the options to use
traditional means of interaction with their public service provider (telephone, face-to-face), whilst at
the same time encouraging people towards the online option 7 which would translate in considerable
efficiency savings.

In this regard, the Strategy proposes a multi-channel delivery. This is discussed hereunder.

@ Tinkhundl ads and Posovertniefiti ces as 1| n

The strategy identifies two key multi-channel routes to ensure accessibility to e-Government services
by rural and remote areas as wells as by persons who may not be literate or technology literate. The
first G2l route is a logical one is it derives from the devolution process that the Government of
Swaziland has embarked upon i that of empowering regions through Tinkhundlas (and chiefdoms) to:

o] Facilitate the coordination and implementation of government priorities as outlined in the
National Development Strategy, PRSPs, MDGs and other national priorities within the
portfolio of the Ministry for Tinkhundlas Administration (MTA).

0 Provide financial and technical support to the Regional and Tinkhundla Centres and
Committees to help address and reduce the impact of poverty.

0 Improve the capacity of Regional, Tinkhundla and Chiefdoms to plan, implement, manage and
monitor development programmes and the delivery of services for their constituencies.

o] Coordinate and facilitate an integrated approach of all developmental programmes, projects,
activities and other initiatives by Development Agencies, Government Departments and Non-
Governmental organisations at Regional, Sub-Regional, and Tinkhundla and chiefdom levels.

o] Facilitate and implement the decentralisation of all basic services from the Central
Government to the grassroots level.

o] Build and strengthen community capacities and skills to participat e i n the ¢
economic development for the attainment of sustainable development and poverty alleviation.

o Efficiently disburse and monitor development funds aimed at poverty reduction (Regional
Development Fund, Empowerment Fund and Community Poverty Reduction Fund).

o] Coordinate the implementation of the regional multi-sectoral HIV / AIDS response and
strategies.
o] Establish mechanisms to develop coordinate and disseminate information on regional and

Tinkhundla activities and programmes.
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0 Undertake research that will inform local economic development planning.

The major national development goal to modernize Swaziland - the electrification of villages and
remote areas is now quasi completed. The Strategy underlines that presence of 55 Tinkhundla
Centres across Swaziland together with the fact that all Tinkhundlas have access to electricity means
that Tinkhundla Centres can power computer and related hardware.

As importantly, SPTC underlines that it can bring ADSL connectivity to any of the 55 Tinkhundla
Centres. Of particular note is the fact that the electricity cables across the electricity grid that is
managed by the SEC have dark fibre capacity i which, given that this is a government asset, could
be used to provide dark fibre connectivity to the Tinkhundla: which is far more effective than ADSL in
terms of bandwidth capacity.. In essence, therefore, all the necessary infrastructural elements to
enable a Tinkhundla Cent r e t o b elcrotmreer ma&m i drey 6 bet ween

Government of Swaziland are in place. Establishing the Tinkhundla as the G2l between central
government and the broader public sector and the citizen or business operator in the rural areas will:

0) Allow the Tinkhundla administration to access online e-Government information, services, etc.
I and in doing so speeding up the process of devolution and decentralisation.

(ii) See the Tinkhundlaact as a Obrokerd between an indi
not ICT or otherwise literate to carry out a transaction with central government ministries,
departments, corporations, authorities, boards, etc. and in doing so avoid the person having
to commute to the administration centre in to be served.

(i) Allow the Tinkhundla to act as a kiosk that allows a person to access the technology i in the
advent he or she cannot afford it or cannot have access to it i to interact directly with
government entities.

(iv) During non office hours transform the equipment in the Tinkhundla a s a I|atérmetekaéok
that allows members of the community to access the internet for study, fun, and social
networking purposes.

(v) Through the roping in of, for example, elderly retired teachers from the community, the
Tinkhundla can be converted into a classroom to skill community members in ICT literacy.
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Figure 21:

The Role of th&inkhundlgor Post Office) as an Intermediary in the Implementation of

e-Government
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Offices. The Figure below shows where the post offices are located in Swaziland.
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Figure 22: Geographical Distributionést Office Outlets and Agencies

SWAZI POST
Post Offices

As can be seen from the above map, there are 33 major outlets and 69 agencies i with SPTC serving
remote and rural parts of Swaziland. SPTC declares that all postal transactions are now
computerised which seems to indicate that the 102 post offices have connectivity. Given the fact that
Post Office are already set up and not only have access to connectivity but also have trained people
and in the major outlets considerable capacity in place an approach to adopt the Post Office as a G2I
means that this should result in a far faster realisation of rural delivery channel to e-/m-Government.

The role of the Post Office as a G2l for e-/m-Government service delivery channel will be similar to
that of a Tinkhhundla discussed above i though it is assumed that it would be difficult for a Post
Office to provide community related ICT services after office hours as proposed with regard to a
Tinkhundla Centre.

In seeking to establish the Tinkhundla Centre and the Post Office as G2Is for e-/m-Government
services the e-Government Unit should work with the MoF to design a commission structure which will
be paid to a Tinkhundla Centre or SPTC for every service activated. The design of the commission
should be based on real and identifiable savings that will arise through the increased on-line
interaction that will take place through the G2l in lieu of the normal traditional service. The
establishment of a commission structure would incentivise both the Tinkhundla Centre and the Post
Office to encourage community members or customers as the case may be in using them as the
channel of choice when interacting with Government i which would result in a more rapid uptake
which would translate in increased cost efficiencies.
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(b) mGovernment as a Delivery Channel to Citizen Centric Services

As can be seen from the table below there are some fundamental similarities between e- and m-
government service delivery i which will render m-Government, as a minimum, another multi-delivery
channel to citizen centric services.

Table 06: Overview of Traditional, Electronic and Mobile Government Céncepts
Item C-Government E-Government M-Government
« Bureaucratic Process - Process reengineering using [T - Seamiless integration and linkage
Principles ; . 0 y
{phone, fax) (PC, Intemet) wireless devices
Sarvice time + 8 hours a day, 5 days awesk - 24 hours a day, - 24 hours a day, 365 days non-stop
7 days a week
- In-person visit, fax, phone - Customer’s home and office « Customer’s location and physical
Service space
usimg the Intemset place
- Several visits 1o offices » Multi-clicks to web - (One time access 1o needed service
Service form portals

The use of mobile computing does, however, differentiate m-Government from e-Government in a
number of ways in particular with regard to better precision and personalisation in targeting users and
in delivering content, more personal convenient accessibility and availability, and a larger and wider
user base®3

0] More convenient accessibility and availability (power of pull):

2 m-Government enhances the adoption of online governmental services by citizens
through the improved convenience it offers. Citizens can use the online governmental

services not only fianytimeodo but also Aanywhere

3 Mobile computing devices may be always on. This is different from personal
computers. Usually, these devices stay
up o evice THis is very different from desktop based e-Government services.

3 Mobile computing devices are designed to be carried around. As mobile computing
devices are always carried around by the user, applications can be designed to provide
instant information to the users. An example is the sending out of warnings during
emergencies.

(i) Better precision and personalisation in targeting users and delivering content (power of push):
3 A computer can be shared among different users, but mobile computing devices are
designed to be used by a single user. This means that personalised information can
reach the same user at any time through that one device.
3 m-Government increases the acceptance, adoption and the usage of online
governmental services by reaching the citizens through a more personal, familiar and
friendly device.

(iii) Larger and wider user base (power of reach):

3 m-Government reaches a larger number of people through mobile computing devices,
which often far exceeds the wired internet user community.

52 Oui-Suk, Uhm (2010), Introduction of m.Government and IT Convergence Technology, KAIST Institute for IT Convergence
53, .
ibid
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This is of significant importance given that the majority of the population lives in the
rural areas. The adoption of m-Government, therefore, is an important vehicle to the
attainment of the principles and objectives presented in this Strategy.

It should also influence how services are designed or procured i with m-government
service provision to be integral to the software architecture.

3 m-Government reaches a variety of audiences, including people who have no training
or experience with computers and the Internet, but are active users of mobile
communications.

Whilst there is a debate underway on the expectation that m-Government will constitute a shift that is
beyond the technology applied but rather a transition towards it and away from e-government, what is
important with regard to this Strategy is that the e-Government architecture and inter-operable
framework is designed in a manner that allow for scalable and modular growth and evolution of m-
government technology as well as new technologies that will emerge in the future.

As discussed earlier, mobile computing is significantly expanding the capacity of government to
deliver G2C and G2B services and this Strategy underlines that mobile computing as the technology
delivery channel that will render the most pervasive impact which will likely result in notable progress
with regard to the roll out and up of e-/m-Government services in Swaziland 1 given the constraints
related to current connectivity outreach, communications infrastructure, geographical terrain, technical
literacy amongst others.

m-Government, therefore, presents a powerful and transformational capacity to both extend access to
existing services, as well as to expand the delivery of new services 1 and in doing so enable the
principles and objectives set in this Strategy to be met. m-Government will act as a delivery channel
with regard to the following service categories:

Informational and educational services (Push services): This type of service involves distributing
Gtaticb i nformation to citizens or entrepreneurs
pushing information through SMS, for example, or making it available on a Web or Web Access
Protocol (WAP) site. Much of the information is static and there is little, if any, interaction with
citizens. Most inquiries to government from citizens are for basic service information, and providing
push services both enables real-time communications to citizens, and creates cost savings for
government.

Interactive Services: Citizens engage in communication with the Government and send inquiries,
problems, comments, or service requests to specific entities. Citizens also can access forms,
applications, and databases. In this service delivery level the interaction is more personalised,
detailed and targeted to specific citizen interests and service needs, and specific agency divisions and
service areas. The focus is on citizen convenience and increased participation, with citizens choosing
to receive specific notifications.

Transactional Services: In this stage, citizens can complete their transactions with government
electronically and at their convenience. This includes self-service options with the ability to carry out
an electronic payment through m-banking or an electronic purse Mobile App on the mobile computing
device.

Citizen Engagement: Mobile computing increases the ease of access and participation. Texting
directly on a government social medial Mobile App has become a powerful and prevalent
communication channel for government and citizens, and a fundamental foundation of effective m-
government strategies, positively impacting the democratic process.
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(c) Desktop InterneGevernment as a Delivery Channel to@tinen Services

Desktop Internet based e-Government services will mirror m-Government service delivery i though
through a different technology medium: information, interaction, transactional and connected services
as well as Web 2.0 G2C engagement.

Desktop Internet e-Government based services, as discussed earlier in the Strategy, should also be
used as a channel to bridge the digital divide by means of:

0] Government teaming up with private enterprise to setup free o6l nternet Caf e
established in strategically sited schools and public libraries.

(i) Government teaming up with private enterprise to set up free Public Access Points through
the use of Internet based kiosks in remote or high-cost areas that would otherwise be
unconnected to a digital world.

The Strategy recommends that the Government makes use of the dark fibre cables assets of the SEC
as a national infrastructure to bring free accessibility in order to bridge digital divide issues until such
time that the liberalisation of the telecommunications sector takes place and the transitional process
relating to the incumbent monopoly 7 SPTC i is phased out and an effective working liberalised
telecommunications sector is in place.

(d)  Private Sector Intermediaries as a Deliganel to Citizen Centric Services

In all of the delivery channels discussed above it is essential that existing service provision processes
are reviewed and re-engineered as and where appropriate. It is pertinent to underline that by creating
the right conditions through the re-design of processes e-/m-Government provides the opportunity to
leverage the private sector and NGOs to act as e-enabled intermediaries 7 similar in a way to the
previous discussion on the role of the Tinkhundla Centre and Post Office as G2l to central
government.

Intermediaries are described here as organisations from the private or voluntary sectors offering
services targeted at and tailored to chosen groups of customers, these may be citizens or businesses.
Such intermediaries would offer access to ministries, departments, corporations, authorities, etc.
services on behalf of their customers. Intermediaries, as outlined here, are clearly different from
those delivering services on behalf of government. They would be acting as agents of their
customers.

Involving e-enabled intermediaries in the delivery of public services will allow government to expand
the overall number of delivery channels over time (demand driven) 7 at least with regard to specific
customer service journey. An example of how an intermediary can increase delivery channels to
citizens is that of utilising the Banks and their ATMS as channels through which citizens and industry
can pay for the use of services such as electricity, water, rent, etc. The Government by establishing
Banks and other financial institutions as payment processors for government related services is in
effect transforming the said intermediary as a front-end delivery channel for the client.

Another example of how process re-engineering may bring in intermediaries in the service delivery
journey is the service relating to the transfer of ownership of a vehicle. The transfer of car ownership
could, for example, be carried out in two ways: a vehicle can be purchased from a car dealer or from
a private individual. For changing the ownership of a car, the records containing car registration
numbers are linked with the Vehicle Registration database.

The Department for Vehicle Licenses has the mandate to do this, but in order to provide increase
delivery channel choice for the transaction of this service it engages insurance firms to carry out this
activity on its behalf. Thus a car buyer and seller (private individual or a car dealer) could go to the
insurance firm to change the registration of ownership. The Insurance firm will ensure that person
carrying out the transaction is identified and authenticated. The notification of change is carried out
on line by the insurance firm and the related documentation printed and handed out to the client by
the said insurance firm. .
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Figure 23: Example of a Private Sector Entity astnabled Intermediary
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The Strategy recommends that the Government of Swaziland:

(i)

(ii)

Adopts a multi-channel delivery approach with regard to the provision of citizen centric
services through e-Government that is based on the following channels:

(o]

The equipping of Tinkhundl ads to become
and Government.

The reaching of an agreement with SPTC for the establishment of Post Offices as an
Intermediary channel between citizens and Government.

m-Government, through mobile computing, presents a powerful and transformational
capacity to both extend access to existing services, as well as to expand the delivery of
new services i and in doing so enable the principles and objectives set in this Strategy
to be met. It is imperative that the software architecture of applications that are
developed in-house or are purchased off the shelf have m-Government as one of the
core kernels.

The Desktop (and laptop) Internet channel will continue to be a pervasive medium and
as recommended earlier in this Strategy, the e-SwzC should strive to secure
partnerships and alliances to leverage this as a 1 : M e-Government service 1 through,
for, example setting up of free Internet Cafes in libraries, schools, etc.

Interconnect with the private sector 1 banks, insurance firms, etc. i to utilise them as
Intermediaries acting as a front end delivery channel for government services.

Leverages the dark fibre infrastructure that is on the electricity grid i which is an underutilised
important investment 1 to promulgate e-/m-Government in the rural areas.
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Figure 24: Proposed MuKChannel Deliver Framework for Citizen Centric Services
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05.5 Establishing the Enterprise Architecture for the Provision-&a@/arnment Services

The transition towards citizen centricity by means of e-Government requires a holistic and coherent
framework, which cannot be achieved by piecemeal approaches and mechanisms. The Government
of Swaziland, like in most other countries, is the largest organisation. The Government is
characterised by complex federated structures where individual government departments,
corporations and authorities work in their respective silos. As previously discussed, this often leads to
fragmented business processes and duplicated systems and technologies, creating obstacles in cross
department, corporation and authority interoperability.

The design and adoption of a Governmenttwide Enterprise Architecture is key to the success of the e-
Government strategy as it allows for a framework that will allow for a structure, consistent and
coherent approach with regard to endntorend business processes, standard technologies, rationalised
data structure and modularised etservices that can be assembled as required to deliver e-
Government.

This Strategy proposes that architecture that will underpin the e-Government platform of Swaziland
will be guided by a number of important principles i which are presented hereunder.

Functional There will be free movement of data between departments.
Architecture
Principles Data is entered only once by a citizen and such data will be reusable within

parameters established by legislation.

The e-Government platform will be designed to ensure ease of use by the
citizen.

The e-Government platform will cope with the multiple delivery channels
identified earlier in the Strategy.

All services delivered through the e-Government platform will be as a
minimum cost neutral vis-a-vis their continued provision without e-
Government

The e-Government platform will allow for the delivery of any service by either
English or siSwati and will be accessible to persons with disabilities.
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The e-Government platform will work through existing back-office application
through the use of Application Programming Interfaces (API) and there may
be the need for extension of existing applications.

Data will always be persisted in the back office applications and will be
accessed by the Portal only through the Demilitarised Zone (DMZ)
environment.

Audit will be carried out at each system within the e-Government platform.

The design of e- and m- services should be simple in order to allow for
intuitive use by a citizen.

The e-Government Portal and all e-/lm-s er vi ces wi | | hav
feel d with respect to all delivery
citizens with the e-Government service.

The architecture for the e-Government platform will be scalable, modular and
flexible and in doing so giving it longevity with regard to technological
changes.

Each e-Government service and the underlying business processes will have
an owner.

Partially filled forms and e-/ m-applications can be saved and stored by the
citizen for later use.

The citizen can personalise O6hisd c
service profile.

The e-/ m-applications will provide the user with status information on the
progress of the service triggered.

Technical The e-Government platform will be based on modular hardware, software and
Principles API components i where-in modules are upgradeable, scalable and inter-
operable within defined standards.

The hardware, software and API components may be subject to evolution and
customisation and subject to periodic review

The DWSA adapter interface should be generic to allow for the change of any
component that is external to the e-Government platform without the re-
engineering of any part of the e-Government platform.

The e-Government platform is secure 1 preferably certified to ISO 27,001.

The functionality of the e-Government platform is to be designed in manner
that it is not locked in to one platform (neither hardware nor software).

Due consideration should be given to the use of open source for the e-
Government platform.

Open standards should be used in the design of the e-Government to the
extent possible.

The e-Government platform will be designed to reflect a Swaziland e-
Government Interoperability Framework that should identify the standards on
which it will be designed.
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All software and API comply with pre-defined audit standards.

User interfaces will be based on a standard.

There will be a standard for message exchange patterns.

There will be a standard data model for the e-Government platform.
All standards will be based on international standards.

All hardware and software components will be designed in a manner that they
can rendered scalable without signification disruption.

Services to the citizen will continue to be delivered during maintenance and
upgrading of the e-Government platform.

The e-Government platform would enable load balancing to an acceptable
level for the applications.

The e-Government platform will be sufficiently robust to withstand excessive
loads.

All transactional service requests will be time-stamped at their initial entry into
the framework unless explicitly not required.

There is guaranteed delivery mechanism within the system.

There will be a calibrated clock traceable to a primary source.

The e-Government platform, therefore, should to the extent possible be based on open standards to

ensure a vendor neutral approach to the software, hardware and services provision component that

constitute the platform. The departmental back-end systems that are integrated within the e-

Government platform will be the existing Government line-of-business applications. The distributed

nature o f the Government of Swazilandbdés computing syster
delivery whilst delivering a 24 by 7 service to the user means that asynchronous messaging between

the citizen and e-Government is required.

The e-Government platform will allow for department-to-department (communications at the
application level, which allows the development of new citizen services, as well as making
improvements in efficiency within Government possible by enabling departments to share processes,
data and infrastructures.

The conceptual architecture model for the e-Government platform is based on five layers. These are
the:

Portal: The medium through which citizens will interact with the e-/m-Government Services using
different delivery channels. The portal would allow for Internet, mobile technology as well as
intermediary interaction.

Gateway: This establishes the boundary between the public and the Government domains. The
gateway allows for connections from the Portal and from business applications.

Web Services Middleware Layer: This connects the gateway, departments and common services
together to form the platform for the provision of the e-Government services.

Common Services: This will bring together the common functionality to multiple services and will
also provide the necessary services to the support the e-Government web services middleware layer.
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Integration Components: The adapters will integrate into
as well as into the Common Services applications.
Figure 25: Conceptual Architecture Model for the-&overnment Platform for Swaziland
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Functionality

Portal

Gateway

Departmental Web Service
Adaptor (DWSA)

Common Services

Authentication

Authorisation

The citizen will be required to
provide an  authentication
credential that can be validated
by the e-Government platform.
The Authentication credential is
persisted within the message,
which is forwarded on to the
Gateway and DWSA, so that
the Gateway and DWSA can
perform further Authentication
as required.

The Portal uses the
authentication service of the e-
Government platform (access
via the Gateway as a web
service) to perform  the
authentication of the Citizen.
For Level 2 authentication, this

will be linked to the PIN
biometric authentication
engine.

The portal will perform a level
of service authorisation against
the citizen by reference to the
authorisation key data sent
back from the Gateway to the
Portal during the authentication
processes. The authorisation
reference data would be linked
to the citizens
as established in the PIN
system. A similar process
could be in place for business

Same as portal.

The Gateway will query

the Authorisation
Common Service to
ensure that the

authenticated citizen is
entitled to perform the
Service requested, as
well as checking that

the authentication
credential is adequate
for the requested

service

The DWSA performs authentication
of the G2C/B//I/G user requesting
the Web Service. This will either be
performed by validation on the
basis of the authentication
protocols.

The DWSA may also perform
aut hentication C
requesting the Service on behalf of
the  Service to allow for
authorisation of the Service only to

certain o6entities
of Government Departments.
Once t he citizen

authenticated correctly then the
Web  Service can perform
Authorisation

As the DWSA will receive Service
requests from both the other
departments as well as from the
Gateway on behalf of the citizen,
the DWSA will perform User
request authentication at the Data
Level.

A credential will be requested. This would
depend on the level of security assigned to
different service accessibility layers which
would be commensurate to the risk as shown

hereunder:
- Level 0: No authentication credential.
This level includes downloads of

information publicly available and email
based transactions, through which a
citizen inquires for general information.

- Level 1. This level includes the provision
of low cost Government services, such as
a request for a birth certificate, the carrying
out of transaction activities such renewing
a driving license. This would require a
strong password and potentially supported
by a unique four digit Pin number as an
authentication mechanism.

- Level 2: This level includes complex
transactions such as submission of income
tax returns or access to health information
records. This would require a biometric
authentication mechanism that is linked to
the PIN system.

The e-Government Common Services Layer
provides Service Authorisation management;
that allows another Service to query if the
Citizen has the right to perform a Service. The
data held includes the users PIN number and a
list of the Services the Citizen can perform.
This may require for Level 2 applications
authentication, through the PIN application,
with the biometric system. This service is used
by the:

- Portal: Checks that the Citizen credential
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entities as discussed earlier.

Registration
and Enrolment
Service

Citizen Data
Vault Service

Universal
Description,
Discovery and
Integration

supplied is acceptable and the services the
Citizen is authorised to use with this type
of credential.

- Gateway: Checks that a Business
Application Message contains a credential
that is acceptable for the service required.

- DWSA: Checks that a credential is
authorised for a particular service.

A number of e-Government Services will
require the user to register and enrol for a
service - to allow for personalisation of the
Portal based upon the Users permissions.
Part of the Registration and Enrolment service
will allow a user to nhominate a Proxy or Agent
to perform a service on their behalf i important
with regard to B2G interaction where a
business firm, for example, will assign an
accountancy firm to submit a tax return on its
behalf of their clients.

The Registration and Enrolment Service will
verify the identity of the citizen as well as
confirm the Agent. By requiring the users to
register for a service the portal can provide
personalisation for the user so simplifying the
use of the portal.

The Citizen Data Vaul
service for the Citizen to hold their personal
data in a repository. The information that may
be stored in the Data Vault is defined by the
Data Vault service owner. The Citizen Data
Vault will be linked to the PIN system.

The e-Government Common Services Layer
hosts the Governments private UDDI directory.
The UDDI directory publishes all the Web
Services that are exposed into the e-
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Service Government Integration Infrastructure from the
Departments, Common Services from the e-
Government Common Services Layer as well
as Web Services exposed internally by the e-
Government Gateway. The operation of the
UDDI is defined by an e-Government UDDI
Operations Policy to ensure that the web
services described are still active. The UDDI
directory should also be linked to the Common
Data Repository if this is introduced.

Common Each e-Government Common Service is
Services exposed as a Web Service within the e-
Government Integration Infrastructure.

e-Payment The Common Services Layer provides a
Engine centralised e-Payment Engine for use by all
government. If the provision of a Service
results in a charge against the Citizen or
Business, then the department may access the
centralised e-Payment Engine functionality to
effect the payment from the Citizen to the
Department. This results in a single Payment
Engine for the whole of the Government of

Swaziland.
Centralised The Common Services Layer holds the
Message message response store; this is used to store
Response the XML responses from the departments to
Service citizen or interdepartmental transactions.

Once the message is received into the
message response service an event is
triggered which results in the citizen being
notified that a response has been received as
a result of a citizen request.

The notification to the citizen will depend on
t he citizenos prefere
notification by email, Mobile Phone SMS
message or a telephone call from a call centre.
If email or SMS messages are required then

Page 90



Centralised e-
Mail Engine

Centralised
SMS Engine

Common Data
Repository

Personal
Identification
Number

Business
Identification
Number

the Centralised email Engine or Centralised
SMS engine is used. The notification message
should not contain information concerning the
content of the response message for
confidentiality reasons, only a unique message
id as appropriate.

The Common Services Layer provides the
functionality to generate send emails from
Government entities to citizens of the Services
both internal and external. The email engine
sends the emails from a generic central
Government account so not identify which
department 6s services
using, as well as creating the appearance of a
single entity of Government to the citizen.

The centralised SMS Engine is used to send
SMS messages to the e-Government Services
users. The Engine exposes a Web Services
interface that can be used by appropriate
systems complying with the normal
Authentication and Authorisation rules.

As described earlier, will be responsible for
the Government Organisational Structures
Directory., data  Architecture  Policies,
Directives and Standards, Data Definitions /
Vocabulary, etc. and will provided functions
such as importing data from line of business
databases; exporting data into line of business
(local) databases; mapping / Interoperability
Codes; etc.

Will contain the unique personal identifier of a
person.  Will be linked to the biometric
authentication application.

Will contain the unique business identifier
number.
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Time-stamp

Service Level
Agreement
Monitor

Personalisation

Content
Management

Message
Correlation

The personalisation of the
presentation to the citizen is
based upon a L
rights.  The portal will only
perform  personalisation  of
content for a citizen if the portal
already owns a relationship
with the citizen.

The Portal is responsible for
the management of the
relationship between the e-
Government platform and the
citizen. The Portal will consist
of static content used as well
as definitions of transactional
services. The portal will be
supported by a content
management system.

All transactional service
requests are time-
stamped at their initial
entry into the gateway.
The time-stamp process
checks its clock is
correct through a Time
Common Service.

The Gateway may
provide a SLA Monitor
to ensure that any SLA
between the Gateway,
Common Services and
DWSAs are adhered to.

DWSA may provide a SLA Monitor
to ensure that any SLA between
departments and between the
Gateway and Departments are
being adhered to.

The DWSA performs Message
Correlation between the request
and response messages of an
instance of a Service. This may be
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Message
Creation

Message
Persistence

Message
Transformation

Message

The Portal provides
functionality to generate the
correctly formatted Service
messages based upon the
information entered into the
portal system by the citizen.

The Portal provides Message
Persistence before
acknowledging the receipt of
the Message. This is to ensure
that Reliable Messaging is
implemented.

Same

The Gateway will:

decompose a single
message body into
a number of sub
messages, which
may need to be
integrated into
different systems.
compose data from
a number of sub
messages from
different systems
and web services
into a single
message body.
enrich a message
body by extracting
data from an
existing system for
inclusion with the
message.

via message identifiers embedded
into the message envelope

The DWSA provide Message
Persistence before acknowledging
the receipt of the Message. This is
to ensure that Reliable Messaging
can be implemented.

The DWSA will (i) map the
incoming Web Service Message
from the agreed central Message
Encoding Standard to  the
Departmental System Encoding
Standard; (i) map the outgoing
message from the Departmental
System Encoding Standard to the
central Message Encoding
Standard; and (i) decompose,
compose and enrich a message.

The DWSA may provide message
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Encryption
and
Decryption

Message
Validation

Data Store

Business
Rules Engine

Business
Process
Engine

The Portal manages un-
submitted Service Request
Documents; this allows the
citizen to enter details for a
Service over time and submit
the actual request only once all
the data is known.

The Portal can perform very
basic Rules Engine
functionality to ensure that the
message is vald on a
message-by-message basis

The Portal contains a Business
Process Engine to provide
application functionality to be

Once the Gateway has
received the message
and before the
Message Body can be
routed to the correct
departmental or
common services the
Gateway performs a
basic level of message
validation through the (i)
XML Schema
Validation; and (i)
Rules Engine is carried
out.

The Gateway must
contain a Business
Process Definition
Store. The Business
Process Engine  will
process these
definitions.

The Gateway could
perform Rules Engine
functionality to ensure
that the message is
valid on a message-by-
message basis

The Gateway must
contain a Business
Process Engine to allow

encryption and decryption for a
number of Web Services that are
provided by the Department. This
will ensure that messages cannot
be interpreted if they are
intercepted between two secure
environments.

Once the Gateway has received the
message and before the Message
Body can be routed to the correct
departmental or common services
the Gateway performs a basic level
of message validation through the
(i) XML Schema Validation; and (ii)
Rules Engine.

The DWSA contains a Business
Process Definition Store. The
Business Process Engine
processes these definitions.

The DWSA could perform Rules
Engine functionality to ensure that
the message is vald on a
message-by-message basis.

The DWSA contains a Business
Process Engine to (i) allow for long
running business processes and
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Messaging
Routing
Engine

Integration

executed on the Portal by the
citizen.

The Portal contains a Message
Routing Engine to route
messages to the Gateway;
browsers; mobile telephones,
tablets, kiosks, etc.

for ease of configuration
of running short
business processes.
This may manage
processes spanning a
number of different
systems  within  the
Department.

The Gateway contains
a Message Routing

Engine; to route
messages to
departments, common
services, business

applications, etc.

orchestration of a number of
different Business Logic
Components to create a single
Departmental process; and (i)
allow for ease of configuration of
short running business processes
which may span a number of
different systems in a Department.

The DWSA contains a Message
Routing Engine to route messages
to Internal Systems, including
applications or application
adaptors, and other Government
Departments.

The DWSA provides integration
adaptors into Departmental
Applications and Infrastructure.
The integration adaptors may be for
(i) integration into existing systems;
and (ii) integration into Middleware
technologies. The integration
adaptors  will receive and/or
respond to requests from the
Business Process Engine, and can
initiate Business Processes within
the Business Process Engine which
are actioned within the DWSA, the
result of the Business Process may
result in the DWSA using the
Services exposed by other DWSA.

The DWSA layer, therefore,
provides the underlying standards
and inter-operable development
techniques, data access methods
and the Systemds
interface. Component-based
development is the most
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Traffic Control

The Gateway provides
a parameterised traffic
control that manages
traffic to the DWSA to
ensure that it is not
flooded.

appropriate mechanism to
encapsulate logic with a web-
enabled interface. Such a method
provides a powerful mechanism for
re-use via black boxes - where-in,
a proper implementation of a
component, properly transacted
with full state information results in
a good sandbox approach.

The DWSA provides a
parameterised traffic control that
manages traffic to the Departmental
Server, specifically to (i) limit the
number of outstanding messages to
not exceed a maximum; (ii) time out
messages when no response is
received; and (iii) retrying
messages.
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The functional elements of the e-Government Architecture discussed above are presented below.

Figure 26: Functional Elements of Conceptual Architecture Model for-/th&oxernment
Platform for Swaziland
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The above Figure,int he subsection titled Standar dSdvermimemi cts th
architecture across which inter-operability is to be secured through the identification and application of
appropriate standards.

The Figure below provides a high level overview of standards applied by the majority of e-
Government Interoperability Frameworks in use today. As can be seen, given that a number of these
standards, such as XML, SSL, XMI, have been in place since the first generation of e-Government
platform implementations in the late 1990s and early 2000s the identification and use of such
standards is, very largely, obvious. In this regard, the Strategy underlines that in establishing the e-
GIF for Swaziland the task is not to create a unique set of government technology requirements which
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are different from those wused i n ot h@IF staadardstwithr s ,
industry best practice i with particular attention to the adoption of open and not proprietary standards.

Figure 27: Standards Listed in the Majority eBevernment Interoperability Framewidrks

The value of adopting an approach that is aligned to industry best practice as against the creation of a
be-spoke set of standards just for the Government of Swaziland is threefold:

0] It ensures that the Government of Swaziland can benefit from a competitive and well
supported market place.

(ii) It facilities interoperability and service integration between private sector solution providers
and the Government of Swaziland.

(i) It ensures that the Government of Swaziland uses technology that is widely adopted by
business and citizens.

The following are potential standards that can be studied for adoption by the Government of
Swaziland.

Component Architecture

COM An open architecture for cross-platform the development of
client/server applications. It is based on object-oriented
technology as agreed upon by Digital Equipment Corporation
and Microsoft Corporation. A popular implementation of the
COM specification is ActiveX.

DCOM Enables COM based components, to communicate directly with
each other across a network. DCOM is language neutral, so any
language that produces ActiveX components can also produce
DCOM applications.

BEAN Java Beans is a component architecture is the platform-neutral
architecture for the Java application environment.
ORB Short for Object Request Broker, a component in the CORBA

programming model that acts as the Middle-Ware between
clients and servers. In the CORBA model, a client can request a
service without knowing anything about what servers are

4 Pg 5, e-Government Interoperability: A comparative Analysis of 30 Countries, CS Transform White Paper, February 2011
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Network Access
RPC

SOAP

HTTP

HTTPS

Back-End Connectivity
ODBC

ADO

OLE/DB

JDBC

attached to the network. The various OR
requests, forward them to the appropriate servers, and then
hand the results back to the client.

A message-passing facility that is independent of the underlying
network and allows a distributed application to call services
available on various computers in a network.

Simple Object Access Protocol provides a way for applications to
communicate with each other over the Internet, independent of
platform. Unlike DCOM 's IIOP, SOAP piggybacks a DOM onto
HTTP (port 80) in order to penetrate server firewalls, which are
usually configured to accept port 80 and port 21 (FTP) requests.
SOAP relies on XML to define the format of the information and
then adds the necessary HTTP headers to send it. SOAP was
developed by Microsoft, DevelopMentor, and Userland Software
and has been proposed to the Internet Engineering Task Force
(IETF) as a standard

Short for HyperText Transfer Protocol, the underlying protocol
used by the World Wide Web. HTTP defines how messages are
formatted and transmitted, and what action Web servers and
browsers should take in response to various commands. For
example, when you enter a URL in your browser, this actually
sends an HTTP command to the Web server directing it to fetch
and transmit the requested Web page.

S-HTTP is designed to transmit individual messages securely
based on SSL.

Open Database Connectivity (ODBC) is an open standard
Afapplication pr og rAPhor nmgcessing &
database. By using ODBC statements in a program, you can
access files in a number of different databases, including
Access, dBase, DB2, Excel, and Text. In addition to the ODBC
software, a separate module or driver is needed for each
database to be accessed.

ActiveX Data Objects (ADO) is an application program interface
that lets programmers writing Windows applications get access
to a relational or non-relational database from both Microsoft and
other database providers. For example, if one wants to write a
program that will provide users of your Web site with data from
an IBM DB2 database or an Oracle database, one could include
ADO program statements in an HTML file that you then identified
as an Active Server Page. When a user requested the page
from the Web site, the page sent back could include appropriate
data from a database, obtained using ADO code.

Is an API designed by Microsoft, allows accessing data from a
variety of sources in a uniform manner. The API provides a set
of interfaces implemented using the Component Object Model
(COM); it is otherwise unrelated to OLE. Microsoft originally
intended OLE DB as a higher-level replacement for, and
successor to, ODBC, extending its feature set to support a wider
variety of non-relational databases, such as object databases
and spreadsheets that do not necessarily implement SQL.

A Java-based data access technology (Java Standard Edition
platform). It is an acronym as it is unofficially referred to as Java
Database Connectivity, with DB being universally recognised as
the abbreviation for database. This technology is an API for the
Java programming language that defines how a client may
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ASP.Net

CGl

NSAPI / ISAP

Java Servlet

.NET

access a database. It provides methods for querying and
updating data in a database. JDBC is oriented towards relational
databases. A JDBC-to-ODBC bridge enables connections to
any ODBC-accessible data source in the JVM host environment.
ASP.NET is a Web application framework developed and
marketed by Microsoft to allow programmers to build dynamic
web sites, web applications and web services. ASP.NET is built
on the Common Language Runtime (CLR), allowing
programmers to write ASP.NET code using any supported .NET
language. The ASP.NET SOAP extension framework allows
ASP.NET components to process SOAP messages.

The common gateway interface (CGI) is a standard way for a
Web server to pass a Web user's request to an application
program and to receive data back to forward to the user. When
the user requests a Web page (for example, by clicking on a
highlighted word or entering a Web site address), the server
sends back the requested page. However, when a user fills out
a form on a Web page and sends it in, it usually needs to be
processed by an application program. The Web server typically
passes the form information to a small application program that
processes the data and may send back a confirmation message.
This method or convention for passing data back and forth
between the server and the application is called the common
gateway interface (CGI). It is part of the Web's Hypertext
Transfer Protocol (HTTP).

Like CGI, NSAPI provides a means of interfacing application
software with a web server. Unlike CGI programs, NSAPI plug-
ins runs inside the server process. Because CGI programs run
outside of the server process, CGIl programs are generally
slower than NSAPI plug-ins. However, running outside of the
server process can improve server reliability by isolating
potentially buggy applications from the server software and from
each other. In contrast to CGI programs, NSAPI SAFs can be
configured to run at different stages of request processing. For
example, while processing a single HTTP request, different
NSAPI SAFs can be used to authenticate and authorise the
remote user, map the requested URI to a local file system path,
generate the web page, and log the request. Allows applications
to run inside the server process. Further, allows applications to
participate in the different stages of request processing.

A Servlet is a Java programming language class used to extend
the capabilities of a server. Although servlets can respond to any
types of requests, they are commonly used to extend the
applications hosted by web servers, so they can be thought of as
Java Applets that run on servers instead of in web browsers.
These kinds of servlets are the Java counterpart to non-Java
dynamic Web content technologies such as PHP and ASP.NET.
The .NET Framework (pronounced dot net) is a software
framework developed by Microsoft that runs primarily on
Microsoft Windows. It includes a large library and provides
language interoperability (each language can use code written in
other languages) across several programming languages.
Programs written for the .NET Framework execute in a software
environment (as contrasted to hardware environment), known as
the Common Language Runtime (CLR), an application virtual
machine that provides services such as security, memory
management, and exception handling. The class library and the
CLR together constitute the .NET Framework.
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The Standard Generalised Markup Language (ISO 8879:1986
SGML) is an ISO-standard technology for defining generalised
markup languages for documents. HTML, XHTML, and XML are
all examples of SGML-based languages.

Extensible Markup Language (XML) is a markup language that
defines a set of rules for encoding documents in a format that is
both human-readable and machine-readable. It is defined in the
XML 1.0 Specification ! produced by the W3C, and several other
related specifications, all gratis open standards. It is a textual
data format with strong support via Unicode for the languages of
the world. Although the design of XML focuses on documents, it
is widely used for the representation of arbitrary data structures,
for example in web services. XML has also been employed as
the base language for communication protocols, such as XMPP.
Extensible Style Language is a specification for separating style
from content when creating HTML or XML pages. The
specification work much like templates, allowing designers to
apply single style documents to multiple pages.

Hyper Text Mark-up Language is the authoring language used to
create documents on the World Wide Web. HTML defines the
structure and layout of a Web document by using a variety of
tags and attributes.

Cascading Style Sheets (CSS) is a style sheet language used
for describing the presentation semantics (the look and
formatting) of a document written in a markup language. Its most
common application is to style web pages written in HTML and
XHTML, but the language can also be applied to any kind of
XML document, including plain XML, SVG and XUL.

The Internet protocol suite is the set of communications
protocols used for the Internet and similar networks, and
generally the most popular protocol stack for wide area
networks. TCP/IP provides end-to-end connectivity specifying
how data should be formatted, addressed, transmitted, routed
and received at the destination. It has four abstraction layers,
each with its own protocols.[

File Transfer Protocol (FTP) is a standard network protocol used
to transfer files from one host or to another host over a TCP-
based network, such as the Internet. TP is built on a client-
server architecture and uses separate control and data
connections between the client and the server.

Simple Mail Transfer Protocol (SMTP) is an Internet standard for
electronic mail (e-mail) transmission across Internet Protocol (IP)
networks. SMTP uses TCP port 25. The protocol for new
submissions (MSA) is effectively the same as SMTP, but it uses
port 587 instead. SMTP connections secured by SSL are known
by the shorthand SMTPS.

A technical specification that defines how Windows network
software should access network services, especially TCP/IP. It
defines a standard interface between a Windows TCP/IP client
application (such as an FTP client or a web browser) and the
underlying TCP/IP protocol stack.

MTS is a runtime framework for COM that provides common
services to the components such as easier transaction
management across process and machine boundaries, pooling
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of common resources, and consistent state management.

With Windows 2000, the significant extension to COM was
incorporated into the operating system (as opposed to the series
of external tools provided by MTS) and renamed COM+.

The Common Object Request Broker Architecture (CORBA) is a
standard defined by the Object Management Group (OMG) that
enables software components written in multiple computer
languages and running on multiple computers to work together
(i.e., it supports multiple platforms).

BizTalk is an Enterprise Service Bus. Through the use of
"adapters" which are tailored to communicate with different
software systems used in an enterprise, it enables integration
and automation of business processes by exchanging business
documents such as purchase orders and invoices between
disparate applications, within or across organisational
boundaries.

Business Process Execution Language (BPEL), short for Web
Services Business Process Execution Language (WS-BPEL) is
an OASIS standard executable language for specifying actions
within business processes with web services. Processes in
BPEL export and import information by using web service
interfaces exclusively.

Message queues and mailboxes are software-engineering
components used for inter-process communication, or for inter-
thread communication within the same process. They use a
queue for messaging 1 the passing of control or of content.
Group communication systems provide similar kinds of
functionality. There are a number of open source choices of
messaging middleware systems, including JBoss Messaging,
JORAM, Apache ActiveMQ, Sun Open Message Queue, Apache
Qpid, RabbitMQ, Beanstalk'd, Tarantool and HTTPSQS.

The Lightweight Remote Procedure Call mechanism is used to
invoke and execute component methods that reside on the same
machine as the client component.

The Internet Inter-ORB Protocol is an RPC protocol for CORBA
developed by the OMG.

Remote Method Invocation is a set of protocols developed by
Sun that enables Java objects to communicate remotely with
other Java objects. RMI is a simple protocol, but unlike more
complex protocols such as IIOP and DCOM, it works only with
Java objects.

A PKI (public key infrastructure) enables users of a basically
unsecured public network such as the Internet to securely and
privately exchange data and money through the use of a public
and a private cryptographic key pair that is obtained and shared
through a trusted authority. The public key infrastructure
provides for a digital certificate that can identify an individual or
an organisation and the directory services that can store and,
when necessary revoke certificates.

SSL is a commonly used protocol for managing the security of a
message transmission on the Internet. It is an application based
transport security mechanism. SSL is included as part of most
Internet web browser products. IPSEC is a developing standard
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for security at the network or packet-processing layer of network
communication.

Directory A directory service defines the namespace for the network. A

Service namespace in this context is the term that is used to hold one or
more objects as named entries. The directory design process
normally has a set of rules that determine how network
resources are named and identified. The rules specify that the
names be unique and unambiguous. In X.500 (the directory
service standards) and LDAP the name is called the
Distinguished name (DN) and is used to refer to a collection of
attributes (relative distinguished names) which make up the
name of a directory entry. Directory service is a shared
information infrastructure for locating, managing, administering,
and organising common items and network resources, which can
include volumes, folders, files, printers, users, groups, devices,
telephone numbers and other objects. A directory service is an
important component of Network Operating System. In the more
complex cases a directory service is the central information
repository for a Service Delivery Platform. There are also plenty
of open-source tools to create directory services, including
OpenLDAP and the Kerberos protocol, and Samba software
which can act as a Windows Domain Controller with Kerberos
and LDAP backends.

The Strategy recommends that the Government of Swaziland:

(i)

(ii)

(iii)

(iv)

In the design of the architecture of the e-Government platform for the Government of
Swaziland adopts the functional architecture and the technical principles presented.

Adopts a conceptual architecture model for the e-Government platform that is based on five
layers: (a) Portal; (b) Gateway; (c) Web Services Middleware Layer; (d) Common Services;
(e) Department Web Services Adopters.

That the common services such as the e-Payment Engine, the SMS Engine, etc. are
established only within the middleware tier for common services within the e-Government
platform and that ministries, departments, corporations and authorities are refrained from
creating their individual solutions.

Designs the e-Government Interoperability Framework that will underpin the e-Government
architectural model on standards that reflect industry best practice - with particular attention
to the adoption of open and not proprietary standards.

05.6 The mGovernment Infrastructural Backbon

The Figure below presents the current infrastructure set-up as managed by the Department of
Computer Services within the Ministry of ICT.

Although the Technical Audit that was to complement the e-Government Strategy for Swaziland was
not carried out at the time of the drafting, the Strategy identifies a number of limitations that need to
be addressed in order to achieve the strategic objectives with regard to e-Government.
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Figure 28: Government of Swaziland Network
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Of particular concern are the following:

(i)

(ii)

e-Government is based on the concept of 24*7 delivery, 365 days a year. In essence, this
means that spare infrastructural capacity is required to allow Government to manage both
scheduled and unscheduled down time whilst at the same time providing seamless e-
Government service provision.

In essence, this means that other than the primary data centre, a second data centre is
required i potentially scaled down to reflect the e-Government platform only i to mirror the
primary data centre so that as outage occurs, scheduled or otherwise, e-Government service
provision continues uninterruptedly.

Be that as it may, it is proposed that a second Active-Active data centre is not an immediate
priority given the current stage of e-Government evolution and should be considered either at
the end of the implementation cycle period of this Strategy or during a post 2017 environment.

In making the decision on investing in an Active-Active data centre to maintain 24*7*356
service provision the Government should analyse whether it would be more cost effective to
invest in Cloud Infrastructure as a Platform (laaP) Services or the setting up of a new Data
Centre by the Government. Both options have their strengths and negative aspects.

The current Government of Swaziland Network is limited in terms of its connectivity reach.
The core of the network services, through radio, dark fibre, VLANs, and ADSL, are primarily in
the Government office campus in Mbabane and other large urban areas.
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Figure 29: Telecommunications Architecture of Government of Swaziland Network
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The network has very limited outreach in the periphery through mobile telecommunications or ADSL
connectivity. The result of such limited outreach means that there are no sector subnets that
connects together all the entities within that particular sector: for example, rural, regional and central
health service providers (clinics, hospitals, pharmacies, etc.) with the Ministry of Health and the
departments within it which in turn are inter-connected with other government departments,
corporations and authorities.

Thus, the ability to design integrated customer journeys that lead to a citizen centric approach is
considerably constrained due to the limited interconnectivity within and amongst ministries across the
Government of Swaziland.

In the consultation and discussions leading to the design of this Strategy the impression reached is
that a number of Ministries have embarked on infrastructure connectivity projects outside of the
Government of Swaziland network. A particular example is the design of a broadband mobile network
by the Ministry responsible for corrections to support online tribunals and courts.

This Strategy, underlines, unequivocally that the current disjointed and ad hoc approach towards the
building of distinct infrastructure connectivity projects should be stopped forthwith. This approach is
wasteful as it does not leverage scarce resources in an optimal manner directed to ensure that the
Governme nt 6 s net wor k i s connected and directed
infrastructure network that penetrates across all departments, corporations and authorities and their
various regional and sub-regional and rural offices across Swaziland.

This Strategy, as articulated earlier, is strongly of the view that the underlying corporate strategic ICT
principles upon which the success of the e-Government programme depends apply to the broader
public sector (corporations, statutory boards, etc.) as we | | as the oO6traditio
and Departments) as well as the. The Strategy recommends that the underpinning corporate
strategic ICT framework for the Government of Swaziland should be based on the following principles:

(o] A single Government of Swaziland Electronic Network (SWAZe-NET) infrastructure backbone
that integrates within the current available backbone infrastructure managed by the CSD
including the consolidation of discrete or local infrastructure built and introduced by separate
Ministries as well as the grafting of future infrastructural core components including those
relating to e-Government.

(o] The Government will mandate that all public service and public sector entities use the
SWAZe-NET infrastructure rather than develop new independent highways and / or
consolidate / decommission where and as appropriate, thereby avoiding duplication of efforts
and more effective use of public funds.

o] SWAZe-NET will be architecturally designed for the use and integration of different
technologies (satellite, micro-wave, fibre, ADSL, broadband, etc) as well as voice and data
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convergence technologies and will also act as the backbone for the enablement of e-
Government.

SWAZe-NET will be architecturally designed to be scalable, inter-operable, and flexible in
terms of adapting and adopting future technologies.

Controlled access to SWAZe-NET should be actively pursued by the creation of sectoral
networks for the enablement of e-Government as well as virtual private networks for external,
third party and home access to back office applications. To this effect appropriate gateway
interfaces and new services should be architecturally designed, developed and installed on
SWAZe-NET to enable information sharing principles among all future parties.

The infrastructure and applications using SWAZe-NET are to be built to a consistent
architectural standard. All systems, either built by the Government or third party suppliers or
acquired 60ff the Shel f 6, shis®pdsgble)dotimefarchitaoturé t o t he
which is designed for the inter-operability of all systems.

Information systems will be designed or acquired on the basis of a shared infrastructure which

will continue to be designed to be stable, requiring only changes which are necessary for the
extension of t he net wor kos capability. Thi s i
accommodate new technology as appropriate but it should not, as a complete entity, require

replacement.

SWAZe-NET is to be a high level end-to-end secure government network that ensures full
integrity, confidence and trust in government electronic communications and use of
information by both government and e-government service users and thus any use that may
compromise such integrity, confidence and trust is to be negated at source.

The security infrstructure of SWAZe-NET should be such that it meets the requirements of the
security agencies and therefore negate any lobbying from their end for them to build, own,
and manage separate independent but expensive infrastructure backbones.

Common services such as e-mail services; Internet service provision; security services such
as Anti-Virus, SPAM, etc.; collaborative services; office automation; and shared systems
should be consolidated and centralised and hosted within the existing data centre managed
by the DCS.

Strategic applications should, in accordance to the risk priority and cost benefit assessment,
be provided with real-time; warm; or cold disaster recovery contingency.

Systems which are to be built should be designed to allow for the incremental implementation
of change. Thus, systems should be designed on a modular basis to permit flexibility and
adaptability

Applications which are green-field designed and developed should be done only on the basis
that the business process is re-engineered.

Applications, built or acquired, should be, to the extent possible, based on Open Standards
and acquirement of proprietary applications should be limited to the extent possible.

The user interface for applications, built or acquired, should, where it is so possible, be based

on the principle of a standard 6l ook and feeld f
allow for ease of use as public officers are transferred from one departmental entity to

another.

There is to be only a single workstation on a desk and that workstation is to provide a window

into all the capabilities the user requires and is authorised to use. This signifies that the

decision of whether the standard workstat i on i s a &6client servero6 or
determined according to appropriate needs and cost assessment.
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Strategic assessment should be carried out with regard to the use and application of Open
Source solutions with regards to specific business solutions, operating systems, as well as
office solutions in order to reduce the cost of ownership subject, however, to the introduction
of a robust change management and maintenance framework.

The articulation of ICT policy, strategy, standards, architecture and related compliance should
be centrally owned with line Ministries and Departments mandated to comply T with sanctions
to be affected where compliance fails to occur. Authority will rest with the Office of the
Executive Secretary, e-Governance within the Office of the Prime Minister.

Procurement of new ICT and telecommunications services are to be centrally driven to ensure
that the purchasing power of the Government is leveraged and optimised to the extent
possible.

The design of ICT contracts with third party suppliers should be centrally driven to ensure that
the Government has corporate consistency in such contracts which if wrongly designed can
have expensive negative outcomes.

All knowledge workers and appropriate computer users in Government should have access to
SWAZe-NET common facilities such as e-mail and Internet.

The Strategy presents that the SWAZe-Net is designed on the basis of three layers. These are:

(@)
(b)

(©)

Layer 1. The Wide Area Network (WAN) core backbone of SWAZe-Net.

Layer 2: This will include the nodes of other ministries or designated major entities which will
be integrated with Layer 1 to allow for cross Ministry (sectoral) interconnectivity. During the
term of this Strategy, the DCS embarks on a project to roll out infrastructure connectivity to

create sectoral s ubn e ttose ntdhEoternwentsérvice pravibidnavithhor 6 end

each sectoral subnet as well inter-ministry connectivity across the subnets. The Strategy
suggests that initial priority should be given to the following subnets:

()  Regional Councils and Tinkundhla subnet: Will connect all 55 centres with the WAN
backbone and the e-Government platform. This will ensure that the Tinkundhla centres
are in a position to act as e-gateway intermediary to e-Government services.

(i)  Agriculture subnet: Will connect all agriculture central, regional and rural offices with
the WAN. This will ensure that agriculture economy and agriculture community are
connected with the WAN backbone and the e-Government platform. The creation of

the Agriculture subnet will facilitate t

MDG goals for Swaziland.

(iii)  Health subnet: Will connect all health central, regional and rural offices with the WAN.
This will ensure that e-health and m-health services have the highest level of outreach
possible. The creation of the Health
National Vision and the MDG goals for Swaziland.

(iv) Education subnet: Will connect all education upper secondary, secondary and
primary schools and other education facilities within urban and rural villages. The
creation of the Health subnet wil!/ facil
the MDG goals for Swaziland.

Layer 3: The establishment of Local Area Network (LAN) connectivity within entities.

The proposed topographical architecture of SWAZe-Net is presented in the Figure below.

Page 107

he mee

subnet

itate



Figure 30: Proposed SWAAET Infrastructure
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In implementing SWAZe-Net the following minimum activity is required:
€)) The design of the architecture that allows for the seamless integration of different

communication mediums implemented by the DCS as well as other departments, corporations
and authorities.

(b) Following the design of the SWAZe-Net architecture the:

0] Take-over of the ownership of the disparate interconnectivity infrastructure
implemented by ministries, departments, corporations, and authorities.

(i)  Integration of such discrete infrastructure within the SWAZe-Net.

(i)  The consolidation of the management, operations, maintenance of resources across
ministries, departments, corporations, and authorities with particular regard to Layers 1
and 2 respectively onto SWAZe-Net i including the transfer of technical staff.

(iv)  Transfers the financial allocation assigned to departments, corporations, and authorities
for the management, operations and maintenance of such infrastructure to the DCS.

In moving forward with regard to re-inforcing and extending SWAZe-Net, the Government has three
options. These are:

01. Managed Solution: The Government would contract a service provider to build, operate and
manage a multi-telecommunications network: although in reality it would be both parties who
will actually manage the network.
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02. Ownership Solution: The Government would extend the current multi-telecommunications
network environment and would then manage and operate it.

03. Leasing Solution: The Government would enter into an agreement with telecommunication
providers (and potentially also the Swaziland Electricity Corporation as discussed hereunder)
to lease telecommunications connectivity and multi-telecommunications networking
equipment over a period of years.

This Strategy argues that the adoption of Option 02 may not be the most cost effective solution for the
Government. This would mean that the Government would build, overtime, across the breadth of
Swaziland a private network. The investment to achieve this is considerable i particularly when one
notes that that the Government as the owner SPTC has a dark fibre and ADSL based network which
is complemented by the mobile broadband network operated by MTN within which SPTC is the
majority shareholder.

Additionally, it is pertinent to re-emphasise, that SEC has a dark fibre network that parallels the
electricity grid i which covers more than 85% of Swaziland. All overhead electricity cables managed
by SEC are coupled with a 12 pair strand dark fibre cable 7 of which SEC is using only one pair
strand. This is a strategic national infrastructure resource and a sunken investment which is not being
optimised at all by the Government of Swaziland.

The Strategy, therefore, recommends that the Government enters into direct negotiations with SPTC,
MTN and SEC to leverage their respective existing technological and telecommunication
infrastructure strengthens to secure the most cost effective infrastructure connectivity and network
architecture and equipment on the basis of a managed solution. Theoretically, the Government could
consider issuing a tender to engender competition between the parties though this is seen to be
unnecessary and costly as both organisations are owned by the Government and there is not
telecommunications competitive market in place).

A process of negotiation that could result in a managed network by the current telecommunication
providers should be based on the following high level principles:

o] The SWAZe-Net would be an all enabled network. This means that the Consortium managed
service (SPTC, MTN and SEC; or SPTC and MTN or SEC), will in no way and at no stage
dictate what data, of whatever shape or form which is passed over the Layer 2 dark fibre,
ADSL and mobile broadband connectivity service provided. This is of fundamental
importance if the Government is to gain the value added benefits of multimedia integration
that current, let alone future, technology renders possible. Examples today include Voice
over IP (VoIP, Video Streaming etc.). It is pertinent to underline that this principle must be
applied in a manner that allows the Government to benefit from future technologies.

o] Layer 2 which will be operated by the Consortium, is to be considered as an integral part of
SWAZe-Net and thus, is to be used as determined by SWAZe-Net to leverage government
business. Consequently, the core is to serve as a backbone not just for SWAZe-Net transit
traffic but to potentially, directly connect to SWAZe-Net traffic to 3" party public and private
networks (local or international) that would provide services to Government exclusively for
government business.

o The DCS will manage the Consortium to ensure that performance metrics and Service Level
Agreements (SLA) are being met by the Consortium thereby ensuring that contractual
commitments are addressed. In this regard, DCS will be provided with all facilities to conduct
active and passive monitoring (SNMP (RO), SNMP-Traps, Syslog, configuration access (RO),
etc.). The DCS should also request monitoring data and statistical reports (still to be defined),
on a monthly or quarterly basis using data
Centre (NOC).
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0 The contract should incl ude widefiméddn Thistmeamsithad up gr a d e
once the DCS decides that a connection or number of connections require an upgrade in
bandwidth and therefore a change in equipment a predefined mechanism / formula is applied.

0 The contract should be for a minimum of 10 years with, at least, one revision date. In this
regard a revision date after 5 could be considered. This revision date will enable the DCS to
calibrate connectivity and equipment costs to costs prevailing in the market at the time.

o] The managed contract would be based on a five year replacement obsolescence cycle. This
is consistent with professional advice on such an internal investment presented in similar
projects in other jurisdictions. This principle demands that the Consortium carries out an
equipment technology refresh in the sixth year of the life cycle of an equipment that meets as
a minimum the original estimations and at no cost to MITTS Ltd.

o] MAGNET Il must be managed in a manner that will enable MITTS Ltd to consolidate current
communications infrastructure and move visibility of services from access to core. This
demands a high degree of scalability and flexibility inherent in the network design and
enabled by the service level contract, which is crucial to the success of MAGNET IlI.

o] The decommissioning of current government network and the commissioning of SWAZe-Net
would be conditional subject to the latter undergoing a three month, minimum, pilot
implementation process. This will ensure that the DCS assures itself that the requirements
set in terms of design and configuration are in place, and that performance is studied over a
sufficiently long period that enables a determination of SWAZe-N e t stakility and resiliency.

o] Payment would be on the basis of an annual fee which would be adjusted as appropriate to
reflect penalties with regard to SLAs.

This Strategy argues that Government is in a position of strength vis-a-vis the potential negotiation of
reaching agreement with regard to a managed solution for SWAZe-Net. With the Government in the
throes of liberalising the telecommunications sector, the negotiation of a long term contract at this
stage could be attractive to the current telecommunication service providers as it provides them the
opportunity to consolidate their market position prior to the emergence of new entrants.

This is a leverage that the Government must apply in the event that it considers this route to obtain
attractive prices from a Consortium. Whilst a 10 year period is considered to render a ROI to a
Consortium that would render this project of interest to them, it is imperative that the period of contract
is no longer than 12 years. A contractor for a period that is longer than 12 years would mean that for
every additional year the Government will not be able to secure advantages that will arise from a
liberalised environment.

The Strategy recommends that the Government of Swaziland:

(@ Builds a single Government of Swaziland Electronic Network (SWAZe-NET) infrastructure
backbone that integrates within the current available backbone infrastructure managed by the
Computer Services Department including the consolidation of discrete or local infrastructure
built and introduced by separate ministries, departments, corporations, authorities, etc. as well
as the grafting of future infrastructural core components including those relating to e-
Government. This will be built on the basis of principles presented in the Strategy.

(i) Establishes SWAZe-NET on the basis of a three tiered network topology: Layer 1. will
consist of the Wide Area Network (WAN) core backbone of SWAZe-Net; Layer 2: will consist
of the nodes of other ministries or designated major entities which will be integrated with
Layer 1 to allow for cross Ministry (sectoral) interconnectivity Layer 3: The establishment of
Local Area Network (LAN) connectivity within entities.

(iii) That within the context of Layer 2 of SWAZe-NET priority is given to the setting up of the
following sub-nets: (i) Regional Councils and Tinkundhla; (ii) Agriculture; (iii) Health; (iv)
Education.
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(iv)

v)

(vi)

Whilst recognising the importance of an Active-Active SWAZe-NET infrastructure (which is
important for the provision of a 24*7*365 e-Government service) assigns the Active aspect at
the current stage of ICT and e-Government evolution as a secondary priority and should
follow only once the core components of SWAZe-Net are in place. This phase of the SWAZe-
NET infrastructure should be embarked upon in a post-2017 e-Government strategy.

Establishes that the positioning of SWAZe-NET on an Infrastructure as a Platform (laaP)
Cloud environment would only follow a focused and dedicated study that ensures that any
approach to the use of cloud computing is risk-based. The ICT Governance Unit within the
Office of the Executive Secretary, Governance should be tasked to design a Protective
SecurityPol i cy Framework on the basis of which
undertaken.

Enters into direct negotiations with SPTC, MTN and SEC to bring into play their respective
technological and telecommunication infrastructure strengthens as a Consortium to secure
the most cost effective network architecture on the basis of a managed solution. A process of
negotiation that could result in a managed network by the SPTC, MTN and SEC should be on
the principles presented in the Strategy.
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06. Implementation of the/lmGovernment Strategy for Swaziland

06.1 Responsibility Framework for the Implementation of/th€&evernment Strategy

Over the past twelve months, the Government has taken a number of strategic measures directed to
position important imperatives that are necessary to be in place with regard to the implementation of
the e-/m-Government strategy.

The most important of these are the following:

0) The setting up of a strong ownership and responsibility framework that sees:
0 Ministerial responsibility for the e-/m-Government portfolio assumed by the Prime
Minister.
o] Administrative responsibility and leadership for e-/m-Government assumed by the Head

of the Civil Service.

0 The appointment of a Strategic Executive Secretary within the Office of the Prime
Minister responsible for e-Governance.

(ii) The establishment of an inter-ministerial Transformation Team led by the Director of CSD
directed to lead a number of e-/m-Gover nment projects t h
implementaton 6 hanging fruitso.

(i) The establishment of an e-/m-Government Unit within the Office of the Prime Minister that is
led by an Assistant Director and a team that is directed to inter-ministry implementation and
intra-ministry coordination.

Whilst these are positive and important steps, the Strategy presents that further measures need to be
adopted directed to strengthen the power of executing the implementation of the e-/m-Government
Strategy once this is approved by means of re-defining the roles and responsibilities of the relevant
institutional entities, strengthening existing organisations, task management, budget allocation, etc.

The Framework establishes that political ownership should continue to rest with the Prime Minister i
who will champion the implementation of the e-/m-Government at a national level as well as within the
Cabinet and public administration.

Given that the three strategic objectives presented in the e-/m-Government Strategy require multiple
policy actions from most ministerial portfolios, the Strategy reinforces the recommendation presented
in the Scoping Exercise report presented to the Office of the Prime Minister in January 2012 that an e-
Government Steering Committee (e-GSC) is constituted to direct e-Government strategy design and
implementation as well as ICT governance i the latter being, as identified in the matrix below, a
critical success factor with particular regard to the technological layer on which e-Government
depends for it to be successful.

It is thus recommended that the e-GSC is constituted by a Cabinet decree and is assigned the
authority presented below.
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Table 07: Proposed Terms of Reference for t®eernment Steering Committee

‘ Role ‘ ‘ Lead Organisation ‘ ‘ Critical Success Factors ‘
‘ Political Stewardship ‘ ‘ Prime Minister ‘
‘ Strategy ‘ Owns e-/m-Government Strategy Provides administrative stewardship and leadership
Annually reviews time frames set in the e-Government Steering Ensures that ministries, departments, corporations, and authorities
e-/m-Government Strategy Committee embrace e-/m-Government programme
Re-prioritises as appropriate Proposes budget and priorities

Whilst departments, corporations and authorities maintain their [CT
authority they have to operate within the e-/m-Government strategic

‘ Planning and Control
framework

monitoring and evaluation of

N N Secretary, e-Governance
implementation

‘ ‘ Sets-up concrete action plans and ‘ ‘ Office of the Executive ‘ ‘

‘ Single e-/m-Government budget

Coordinates with donor and other stakeholders to ensure projects are
integrated within the e-/m-Government strategy

Sets-up concrete action plans and
monitoring and evaluation of actual e-Swaziland Commission
activities

Works with the Private Sector, Multi-national ICT providers, Global ICT
Funds and NGOs and local NGOs

Sets-up technical support for
implementation of e-/m-Government

Whilst departments, corporations and authorities maintain their authority
they have to operate within the e-Government Platform and Swaze-NET
and standards

ICT Support

Sets-up technical standards and
guidelines

Coordinates, extends and operates e-/m-
Government infrastructure

Budget for inter-connectivity infrastructures should reside centrally

Departments, corporations and authorities will not have authority to
pursue inter-connectivity infrastructure projects unless these are
approved cantrally

BPRs BRP Unit All e-/m-Government services will go through a BPR gateway review

Implements e-Government infrastructure SICTA
Implementation ‘

All e-/m-Government services will be hosted on the central e-
Government Infrastructure

Ensures consolidation of all discrete infrastructure and expands

ICT Governance Unit i
connectivity

Establishes Swaz-Net

Designs and implements the e-/m-

e-Government Unit
Government strategy

transformation

Establishes brand and communications strategy and implements as

‘ Legislation is to be applied as an instrument for e-Government
‘ appropriate

expectation

Strengthens current www.gov.sz and manages transition to Life Event

e-Government Unit Cycle Portal

Manages the www.gov.sz portal

Identifies and leads Flag Bearers
Prioritises e-/m-services
Coordinates implementation

Leads e-/m-services development and

implementation

‘ Mobilises support and manages ‘ ‘
‘ ‘ ‘ e-Government Unit

e-Government Unit ‘

Implements Digital Divide Initiatifives e-Swaziland Commission Wi & i 2 Pmﬁ}s dSSe:r:zrNhéuQIt;—l;ztéo:;zglﬁ}‘(LTéggVnders, Gzt iEr
Designs surveys
‘ Benchmarking ‘ ‘ Monitoring ‘ ‘ Office of Statistics ‘ Collects data

Publishes data

Provide administrative stewardship and leadership to e-/m-Government and the e-/m-Government
architecture technical and functional principles established within the Government of Swaziland; and
to escalate politically to the Prime Minister as appropriate.

Assess and approve e-Government and the e-Government architecture and technical and functional
principles.

Ensure that ministries, departments, corporations and authorities embrace the e-/m-Government
strategy, the SWAZe-NET infrastructure and the e-/m-Government Architecture and technical and
functional principles and to apply sanction where and as appropriate.

Determine and recommend to Cabinet the programme priorities for e-Government in the Government
of Swaziland i defined to include ministries, departments, corporations, authorities, etc.

Maintain focus amongst all the stakeholders and ensure that issues are resolved immediately and that
an aggressive pace for implementation of e-/m-Government in the Government of Swaziland is
sustained.

Propose the budget and priorities of the e-/m-Government budget.
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It is proposed that the e-GSC is chaired by the Cabinet Secretary and the Head of the Civil Service
and should have senior members representing the Ministries for ICT, Health, Education and Training,
Agriculture, Finance, Economic Development, Public Service and Tinkhundla Administration. The
Strategic Executive Secretary responsible for e-Governance will be both a full member of the e-GSC
as well as its Strategic Executive Secretary.

The Strategy underlines that the recently set up e-Government Unit should be further strengthened in
terms of resource capacity to allow it to assume the tasks and functions shown below.

Table 08: Functional Responsibilities of th&eaevernment Unit

Sections Responsibilities

e-Government Designs the e-Government Transformation sub-strategy and related reform
Transformation initiatives and recommends as appropriate. Acts as the prime vehicle for the
design and project management of electronic services directed to achieve a
Stage 4 of the EU e-Government maturity model by the end of the term of this
Strategy (2017) for a minimum 70% of the e-service application that are
designated as 6étransactional
Works with ministries, departments, corporations and authorities with regard to
the re-engineering of front and back offices and arising organisational
transformation.
Teams up with the Management Services Department (MSD) within the MPS on
business process re-engineering initiatives.
Undertakes a series of short-term tactical initiatives designed to deliver tangible
benefits in the near term.
Secures joined-up policy with regard to e-Government public service and sector
transformation.
Undertakes appropriate action, review, scrutiny, issue resolution etc. on general
and specific matters central to the design and implementation of the e-/m-
Government strategy.
Reforms and manages the www.gov.sz portal until such time that this can be
handed over to the department responsible for information.
Works with the Ministry of Justice and other stakeholders to design the e-
Government legislative framework.

Branding and Brands the e-/m-Government strategy.

Communications Designs and markets the e-/m-Government Communications Strategy.
Develops and implements strategies to increase adaptation and demand for e-
/m-Government services.
Works with donors and recipient agencies to ensure coordination with the e-/m-
Government strategy.
Works to attract additional funding for various projects from donor agencies.

Programme Identifies and adverts e-/m-Government priorities and recommends as
Management appropriate.
Monitors progress against time frames and takes corrective action.
Manages the conflicting priorities and schedules for people and projects.
Manages the implemenation of the e-Government programme.
Manages the e-Government budget.

As discussed earlier in the Strategy, the e-Government Unit will be responsible for the following
information society and economy responsibilities until such time that time that the eSwzC is set up.
Once the e-SwzC section established within the e-Government Unit for the carrying out of such
responsibilities will be hived off the e-Government Unit and will be established as the Secretariat to
the SwcZ.
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Table 09: Functional Responsibilities Placed Initially with {Bevernment Unit but will be Hived

Off to the &waziland Commission

Information Designs, develops and delivers electronic services via a number of access
Society and channels, including:
Economy

- conventional telephony, including call centres

- mobile telephony, including text messaging

- internet access from personal computers, smart phones or other mobile
devices

- Internet access from public access kiosks or public service locations such
as libraries.

Works with the Ministries of Finance, Economic Planning, Commerce,
Agriculture as well as other internal and external stakeholders to establish a
governing framework, policies and projects to spur an information economy.
Works with the e-Swaziland Commission to assist in establishing a governing
framework, policies and projects to spur an information society.

Additionally, as also stated earlier, the e-Government Unit will be responsible for the Portal Section
both in the immediate term where the focus will be directed to improving the current www.gov.sz
portal as well as during the transition to a Live Event Portal and its consolidation thereafter.
Subsequently, there could be merit in considering the transfer of the www.gov.sz portal and
supporting operational capacity to the department responsible for information in the Government of
Swaziland.

The Strategy emphasises that the design and implementation of the e-/m-Government Strategy on
the basis of premises presented demand a very strong governance function that on the one hand
ensures that the CSD is adhering to the architecture, standards, inter-operability, etc. and on the other
hand secures that ministries, departments, corporations, authorities, boards, etc. comply with the
holistic and corporate approach and that play a strong role in achieving e-Swaziland as against
safeguarding their particular respective O6turf

The Strategy, therefore, is of the considered opinion that an ICT Governance Unit is set up as entity
that is independent from the e-Government Unit and which will report to the Strategic Executive
Secretary responsible for e-Governance. The ICT Governance Unit will be responsible for the
responsibilities shown below.

Table 10: Functional Responsibilities of the ICT Governance Unit

Sections Responsibilities

ICT Planning Leads the ICT strategic planning process for e-/m-Government and the Public
and Service.

Investment Prepares and up-dates, on a rolling basis, the e-/m-Government Strategy and
Management t he Public Servicebds | CT Pl an.

Develops, coordinates, guides and maintains e-/m-Government and ICT
strategic and operational plans in support of the business strategy of
Government.

Develops and maintains corporate policies and standards directed at reducing
the cost of ownership of the ICT framework.

Ensures that all new investment is supported by a cost benefit justification.
Secures joined-up policy with regard to e-Government public service and sector
transformation.

Undertakes appropriate action, review, scrutiny, issue resolution etc. on general
and specific matters central to the design and implementation of the e-/m-
Government strategy.
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Information Develops an integrated information and data architecture and life cycle.
Sharing and Maintains and develops data management standards with regard to PIN, BIN
Data and the CDR.
Maintains and develops data management standards with regard to third party
and off the shelf applications.
Establishes policy with regard to data interchange within the Government as well
as with external organisations to support e-/m-Government.
In the event of an introduction of a legislative instrument with regard to data
prot ection and privacy b e-bhoosmeompeterit auth@ity\
in this regard.
Designs and implements a framework for data as a shared service and
undertakes a process of rationalising duplicated data across the Government.
Maintains and develops spatial data set and management standards with regard
to ensuring that Geographical Information Systems become a corporate tool.

Architecture, Articulates and maintains the e-/m-Government Inter-operability Framework (e-
Policy, and /m-GIF).

Stan_dard Articulates and maintains an enterprise architecture for the Government.
Settings Articulates and maintains policies and standards with regard to Open Standards

and Open Source.

Articulates and maintains policies and standards with regard to applications,
infrastructure, cloud computing, project management, and other systems and
technology domains.

Articulates and maintains a protective security policy framework.

Articulates and maintains the policy framework that corporations, authorities,
boards and other government entities outside of the public service are to adhere
to with regard the e-/m-GIF and the enterprise architecture.

Articulates and maintains a corporate knowledge management framework.
Articulates and maintains corporate frameworks relating to e-/m-Government as
appropriate.

Develops and applies a governance framework including sanctions.

Audits all tender documents for all ICT acquisitions to ensure standards
compatibility.

Participates in discussions with donor and related organisations on matters
within projects which relate to ICT to secure standards compatibility to the extent
that this is possible.

The Strategy notes that the Scoping Exercise concluded that the Government had no central ICT
strategy and policy framework that governs the application of ICT within government. It further
identified it identified two major issues. The first relates to the investment cycle for ICT. The Scoping
Exercise underlines that there is a no mechanism that correlates ICT budget to Ministries with ICT
priorities as well as with national development priorities. There is no structured financing process for
ICT within the Government. It is up to Ministries to determine the extent of investment that is to be
allocated in a financial year and how that investment is to be apportioned with regard to capital
investment and recurrent expenditure.

Indeed, there is no chart of accounts for ICT that establishes capital and recurrent expenditure at a
departmental level and aggregated on a ministry basis and subsequently consolidated on a
government basis. As a consequence of the current approach, there is no readily available data of
the % of investment by the Government with regard to GDP as well as the Total Government
Expenditure.

The financing of ICT, therefore, competes against other capital and operational programmes and
expenditure within a ministry and / or department. Consequently, this means that the size of the
budget for ICT related initiatives within a ministry and / or department is directly correlated to the
importance assigned by a Minister and / or Principal Secretary to ICT vis-a-vis delivering the required
ministry or departmental outputs and outcomes. Thus, the absence of a formal framework that links
the financing of ICT with the Government national and strategic business outcomes and outputs
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explains why the vision and pace of the application of ICT is advanced in one ministry or department
and practically non-existent, other than basic office use, in another.

Thus, ICT financing is a line vote item that is assigned to each ministry and department as part of the
budgetary process. This primarily means that ICT is not recognised as a corporate i horizontal i
programme that transcends the Government of Swaziland which thus requires dedicated financing
with regards to the implementation of centrally core ICT building blocks as well as Ministry specific
ICT initiatives.

This Strategy re-affirms the conclusion presented in the Scoping Exercise that absence of a
governance function which establishes architecture, policies and standards for a single Government
of Swaziland ICT framework means that the Government will:

(o] Fail to leverage economies of scale as ministries, departments, corporations and authorities
catnundert ake 06 p e, twih impnity, gvan df jthese tam be supported by shared
services.

(o] Results in misallocation of scarce financing as ministries, departments, corporations and

authorities embark on duplicate projects which could easily be supported by a SWAZe-NET
managed by the CSD.

(o] Increase the total cost of ownership of the ICT infrastructure unnecessarily so as multiple and
discreet ICT initiatives would require maintenance and support financing over time 7 and in
this regard it is pertinent to underline that in a normal ICT technology cost of ownership
financing curve, maintenance and support constitutes 70% of the total cost structure of a
projectés |ife time

(o] Starve financing of critical key projects such as extending the ICT in Education network, or the
ICT in Health network i and hence limiting the potential outreach of e-/m-Government i when
planning and governance can result in a far more effective and efficient use of ICT investment
across the Government of Swaziland.

The Strategy is, unequivocal, in arguing for a reform of how ICT financing is allocated and managed
on the basis of the following principles:

€) There is a single vote for ICT in the Civil Service which vote will be managed and allocated to
ministries by the proposed ICT Governance Unit.

(b) The allocation of the ICT vote to Ministries will be on the basis of prioritisation that will reflect
(i) national priorities; (ii) national strategic priorities and strategies; and (iii) ministry specific
priorities which would be back by the presentation of a Ministry specific Information Systems
Strategic Plan.

(c) The Ministry of Finance introduces a chart of accounts for ICT capital and recurrent
expenditure to allow for proper governance, monitoring and accountability for the financial
allocations in this regard.

(d) That a separate single vote is set for e-/m-Government which vote will be managed by the
proposed ICT Governance Unit on the basis of priorites set by the e-GEC on
recommendations from the e-Government Unit.

(e) That the e-/m-Government will in part also be constituted through the ring fencing of pre-
defined funds from authorities, corporations, boards and other public entities which are

outside of the Civil Ser vi ce iteature@lenteets of thece-/ni- i

Government platform as discussed in the previous Chapter.

Whilst the Strategy argues for a strong centrally driven leadership that is responsible for driving
integrated and inter-operable infrastructure and business solutions as well as maximising shared
services to ensure increased utilisation of scarce resources by means of reducing the total cost of
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ownership it is pertinent to underline that this does not mean that ministries should be devoid of
responsibilities and ICT resources.

The Strategy is of the considered view that ministries should be empowered with the responsibility to
draw up their respective ICT vision and strategy and to drive their respective implementation. Such
decentralised responsibility, however, would b e & c oi nwheresirl theesdid vision and strategy
and its implementation are consistent with the corporate strategic ICT principles which will be
promulgated by the ICT Governance Unit within the Office of the Strategic Executive Secretary, e-
Governance.

To achieve such O6controlledé decentralisation
that, which in overseas jurisdictions is normally termed as the Office of the Chief Information Officer
(ClO). The Strategy recommends the following as the roles and responsibilities for a Ministry CIO:

o] Articulating the Information Systems Strategic Plan (ISSP) for the ministry cluster portfolio
(which is to include e-Government action pertaining to the ministry cluster portfolio) i and in
doing so aligning such a Plan with the GoS ICT vision and strategy as well as the corporate
strategic ICT principles.

o] Aligning donor projects and programmes not only within the ministry cluster portfolio ISSP but
with the GoS ISSP and e-Government strategy respectively and in doing so ensuring synergy,
inter-operability, cohesion, et al.

0 Establishing performance benchmarks for the ICT and e-Government programmes and
projects and monitoring progress against the respective Plans (strategy).

o] Driving the implementation of the ministry cluster portfolio ISSP.

o] Carrying out investment analysis prior to the initiation of any major ICT investment.

o] Articulating and managing the ICT budget vis a vis the priorities of the ministry cluster portfolio
ISSP.

o] Developing performance indicators for information systems / technology and undertaking

post-implementation IT / IS project reviews and assessment.

o] Undertaking ICT training needs analysis and drawing up of training plans for ministry cluster
portfolio staff.

o] Developing key information deliverables to support management in decision making and
policy analysis.

o] Carrying out management information analysis services.
o] Contributing to the development of policies and standards designed by the OGCIO.
o] Ensuring familiarisation and diffusion of policies and standards amongst the different users

within a Ministry portfolio.

o] Administering and prioritising requests from ministry staff for computer hardware and
software.
o] Managing e-Government and IS projects, in liaison with the OGCIO or third party suppliers,

within the ministry cluster portfolio.

o] Managing third party suppliers and service level contracts and agreements.
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A CIO will have a dual reporting relation as follows:

(o] Will report to the proposed ICT Governance Unit on matters relatihgto 6 cor por at ed act i
such NICI and other ICT strategies; e-/m-Government; architecture, polices and standards;
prioritisation; governance; etc.

(o] Will report to his or her Principal Secretary on matters relating to:

- all ministry specific ICT and e-Government issues relating to the ministries within the
designated portfolio.

- design of ministry specific ICT and e-Government plans within the confines of corporate
strategy and policies as established by the ICT Governance Unit.

- implementation of ministry specific ICT and e-Government projects within corporate
policies and standards as established by the ICT Governance Unit.

- implementation of all ICT and e-Government directives and instructions within
ministries stemming from the ICT Governance Unit.

It is pertinent to underline that in a number of overseas jurisdictions the CIO should sit on the
Ministry6 &xecutive Committee in order to ensure that ICT and e-Government are placed at the core
of the strategic orientation of each Ministry.

Ideally, a position of CIO should be set up within each Ministry. Given the financial and economic
constraints facing the Government of Swaziland at this point in time it is believed that a
recommendation in this regard would not be realistic. The Strategy proposes an incremental
approach where-in as and where appropriate ministries are clustered in portfolios for which a CIO is
assigned responsibility. Portfolio clustering design can be achieved on the basis of different drivers:
for example clustering Ministries on a thematic basis: (i) strategic and security; (i) economic; (iii)
social development and health; (iv) infrastructure and disaster managerment; or on the basis of size,
scale and complexity of different Ministries.

Be that as it may, the Strategy emphasises the potential identification of bright persons already
employed within Government to the position of CIO in the respective portfolio areas of Education;
Health and Agriculture; would constitute an important critical success factor in the taking forward of
the e-/m-Government Strategy. Other CIO Offices with either ministry clustered portfolio responsibility
or with a single ministerial portfolio responsibility can follow as and when the economic state of play in
the Swaziland improves.

There are two other important stakeholders who are pivotal to the successful implementation of the e-
/m-Government Strategy. The firsti s t he CSD, which as stated earlier,
service with particular regard to ministries and departments. The CSD will be the main actor with

regard to the setting up, management and operations of an e-Government Framework; the
consolidation, stabilisation and subsequent expansion of the SWAZe-NET, the development of

DWSAs and the APl to e-/m-enable legacy applications, the e-/m-development of the new

applications, etc.

In discussions held with the Office of the Strategic Executive Secretary, e-Governance three specific
issues were raised. The first issue relates to the ability of the CSD to attract, and as importantly retain
technical staff employed with it. Too often, the CSD loses staff to non-Civil Service government
entities which given that they are not bound by civil service regulations are often better placed to offer
an improved remuneration package. It is pertinent to underline that this is an issue that other
jurisdictions have faced and to which solutions have been found.

One potenti al mechani sm is that of inttydutciinggehawh,i
would introduced within the existing civil service regulatory pay and compensation framework. The
principle behind a O6market correctivityoé trigger i s
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demand of ICT talent and skills and that the Government, within the parameters of its classification
and grading structure, is not in a position to attract and retain staff. It is pertinent to underline that too
often Governments have avoided selecting this policy option given that this could result in industrial
relations issues as other career streams in the Civil Service may start militating for similar recognition
with regard to the application of a Omarket correctiv

The approach that is often selected, and which the Strategy supports, is that of pulling out the ICT
function from the Civil Service departmental structure and establishing it as separate public entity with
its own legal personality. In Malta, for example, what was previously called the Government Services
Department absorbed within a new public enterprise i Malta Information Technology and Training
Services Ltd (MITTS Ltd). MITTS Ltd was a 100% owned public enterprise established under a
limited liability company personality as at the time there was no legal instrument for the setting up of a
Government Agency.

The relationship between MITTS Ltd and the public service was governed not only by the
Memorandum of Association but also by an Agency Framework Agreement. Additionally, MITTS Ltd
generated its revenue through a framework where-in it charged ministries and departments for its
services. In 2009, MITTS Ltd was transformed into the Malta Information Technology Agency
following the enactment of the Public Administration Act which introduced the Government Agency as
a new organisational concept within the Maltese public service.

An alternative model is that of setting up a new authority i for example the Swaziland ICT Authority
(SICTA). This is the model which Singapore adopted. The Infocomm Development Authority of
Singapore (IDA) was formed on 1% December 1999 when the government merged the National
Computer Board (NCB) and Telecommunication Authority of Singapore (TAS), through the passing of
the Info-Communications Development Authority Act of Singapore as a result of a growing
convergence of information technology and telephony.

The second issue related to the up-skilling and re-skilling staff within the CSD in order to ensure that it

assumes a pro-active and leading role in the implementation of e-/m-Government. Whilst no training

needs assessment was carried out during the drafting of this document, the Strategy underlines that

the skills that are should be designated as critical
of the e-/m-Government strategy include, but are not limited, to the following:

o] Systems integration.

0 Data warehousing.

0 Middleware.

o] Security.

o] Data engineering.

o] Internet troubleshooting and management.
o] Web development tools.

o] Web application platforms.

o] Systems engineering

o Configuration management.

The third issue related to the organisational design and the resource capacity within the CSD. During
the course of the design of the Strategy it was not possible to carry out an organisational design and
development exercise of CSD. The Strategy, however, emphasises the importance of the
Government carrying out an operations review of CSD, even if it decides to retain the organisation as
a department within the Civil Service, to ensure that CSD has the appropriate organisational
alignment and staff to be able to drive the implementation of the technical aspects of the e-/m-
Government Strategy.
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With regard to both the strategic human resources development framework and the organisational
design and development of the CSD, including its potential transformation to SICTA, the Government
may consider approaching the Commonwealth Secretariat to assign it with consultancy support.

It is pertinent to re-emphasise that one of the key benefits of adopting an e-/m-Government Strategy
is the ability it provides to Government to virtualise services which today are scattered across a
myriad of ministries, departments, corporations and authorities into an one-stop rationalised service
gateway with both citizens and enterprise. This e-Government architecture presented earlier in this
Strategy will allow for the virtual amalgamation of the back-end services into a virtual representation
of an end-to-end one stop service provision that truly places the citizen and enterprise first. The end
result is that the citizen or the enterprise will interact with a one-stop service provision that brings
together not only different back room service provision and systems from ministries and departments
but also from corporations, authorities, Tikhundhla and other government entities which are today
seen to be at length from central government.

Although the ability to virtualise services allows for the transformation towards a citizen centric
government, it continues to be imperative that in the design of an e-/m-service i irrespective of what
level of service delivery it seeks to achieve (basic information to complex on-line application
processing and payment) - the right questions have to be asked relative to whether the organisation
concerned and its relative functions and services need to be reviewed. Whilst, in the push to achieve
a rapid roll-out of e-/m-services a BPR process approach to the design of e-/m-service applications
may be seen as a somewhat delaying progress, this Strategy underlines that short cuts taken in this
regard, particularly where it concerns more complex transactions that require substantial back-office
process re-engineering and possibly ICT development, will be very limiting.

The undertaking of BPR, however, needs to be coordinated, driven in tandem with the priorities of the
e-/m-Government services roll-out, potentially standardised, and integrated with the application
process work that would be carried out by the CSD. This raises the second stakeholder issue: who
will carry out the BPR activity? It is to be noted that the MSD within MPS is responsible for the
undertaking of BPR activities across the civil service. Whilst there is no doubt that the BPR aspect of
the e-/m-Gover nment programme sc driven cdy theee-Govermnmeet dUdit aa n
determination is required on whether:

0] The BPR competency within MSD is fully re-positioned to reflect the e-/m-Government
priorities.
(i) In the event that the BPR competency within MSD is aligned with the e-/m-Government

priorities whether it would be far more effective for this competency to be established as a
BPR Unit under the Office of the Strategic Executive Secretary, e-Governance in order to
consolidate reporting relationships and ensure that focus is not hijacked by other potential
pressing BPR projects that MSD may be tasked to carry out.

The Strategy argues that re-aligning BPR exercises with the implementation of the e-/m-Government

programmes is consistent with the public service reform agenda of the Government. Whilst the Office

of the Strategic Executive Secretary, e-Gover nance can -ddmttreamtad |  hes ulB
competencies and skills from MSD, reality too often shows that cross-ministry and organisational co-

ordination within government can prove a considerable challenge that may lead to delays and lost

opportunities.

The Strategy, therefore, is of the considered opinion that the BPR competency within the MSD is
hived off and established as a new BPR Unit within the Office of the Strategic Executive Secretary to
enable coordination, synchronisation, focus and a sustainable critical mass to achieve the
fundamental reforms in G2C, G2B, G2l, G2G relationships as well as delivering on efficiency,
effectiveness and value for money gains which are a direct strategic thrusts for the e-/m-Government
programme.

The Strategy posits that the undertaking of BPR exercise as part of the e-/m-Government
implementation process should be based on a standard methodological framework on which all staff
involved not only in the BPR exercises but also in systems design and development are skilled in.
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The Government may consider approaching the Commonwealth Secretariat to assign it with
consultancy support to identify an appropriate BPR methodology and to carry out the necessary
capacity building.

Figure 31: Organisation Framework feGevernment

Office of the Prime
Minister

{ A

Ministry for ICT

v

4

e-Swaziland Commission
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e-Governance

Secretariat of the ﬂ \

e-Swaziland Commission / / \
e-Government Unit BPR Unit ICT Governance Unit P Swaziland Government Department of
— ICT Agency Information

Information Society

| and Economy Section ~.«‘°\

Department Corporation Authority Boards Tinkhundla

The Strategy recommends that the Government of Swaziland:

(@ Maintains the current state of play where political ownership for e-/m-Government rest with
the Prime Minister.

(i) Establishes a e-Government Steering Committee (e-GSC) that is constituted to direct e-
Government strategy design and implementation as well as ICT governance and which will be
chaired by the Cabinet Secretary and Head of the Public Service and senior representatives
from the Ministries for ICT, Health, Education and Training, Agriculture, Finance, Economic
Development, Public Service and Tinkhundla Administration. The Strategic Executive
Secretary responsible for e-Governance will be both a full member of the e-GSC as well as its
Executive Secretary.

(iii) Strengthens, with immediate effect, the e-Government Unit so that it assumes functions
relating to e-Government Transformation; Branding and Communications, Programme
Management and Information Society and Economy.

(iv) Hives of the function relating to Information Society and Economy within the e-Government
Unit once the e-Swaziland Commission is constituted and re-establishes this as the
Secretariat of the Commission.
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v)

(Vi)

(vii)

(viii)

(ix)

)

(xi)

Hives off the Portal Section from the e-Government Unit once the current www.gov.sz portal
is transformed into a Live Event Portal and is thereafter stabilised to the department
responsible for information in the Government of Swaziland.

Establishes an ICT Governance Unit that is set within the Office of the Strategic Executive
Secretary, e-Governance in order to secure a strong governance function that on the one
hand ensures that the CSD is adhering to the architecture, standards, inter-operability, etc.
and on the other hand secures that ministries, departments, corporations, authorities, boards,
etc. comply with the holistic and corporate approach and that play a strong role in achieving e-
Swaziland asagai nst safeguarding their particul
Unit will assume responsibility for functions relating to ICT Planning and Investment
Management; Information Sharing and Data; and Architecture, Policy and Standards Setting.

Reforms how ICT financing is allocated and managed on the basis of the following principles:

0 There is a single vote for ICT in the Civil Service which vote will be managed and
allocated to ministries by the proposed ICT Governance Unit.

0 The allocation of the ICT vote to Ministries will be on the basis of prioritisation that will
reflect (i) national priorities; (i) national strategic priorities and strategies; and (iii)
ministry specific priorities which would be back by the presentation of a Ministry specific
Information Systems Strategic Plan.

o] The Ministry of Finance introduces a chart of accounts for ICT capital and recurrent
expenditure to allow for proper governance, monitoring and accountability for the
financial allocations in this regard.

0 That a separate single vote is set for e-/m-Government which vote will be managed by
the proposed ICT Governance Unit on the basis of priorities set by the e-GEC on
recommendations from the e-Government Unit.

o] That the e-/m-Government will in part also be constituted through the ring fencing of
pre-defined funds from authorities, corporations, boards and other public entities which

ar

are outside of the Civil Service in order

of the e-/m-Government platform as discussed in the previous Chapter.

The setting up of an Office of t he Chi-onf
Government implementation in line ministries is, if so possible, set up with immediate effect by
appointing bright officers to such a position within the respective ministries responsible for
Education, Agriculture and Health.

Establishes further Offices of the Chief Information Officer with either ministry clustered
portfolio responsibility or with a single ministerial portfolio responsibility as and when the
economic state of play in the Swaziland improves.

Transforms the Department for Computer Services within the Ministry for ICT into the
Swaziland ICT Authority in order to enable it to compete and retain the right technical
resources.

A strategic human resources development framework is designed, on the basis of a training
skills assessment, that establishes the up-skilling and re-skilling that needs to be carried out
within the Department for Computer Services within the Ministry for ICT to allow it to assume
a pro-active and leading role in the implementation of e-/m-Government. Technical up-skilling
and re-skilling should be directed towards, at least, the following:

0 Systems integration.

0 Data warehousing.
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(xi)

(xiii)

(xiv)

(xv)

(xvi)

(xvii)

06.2

o] Middleware.

o] Security.

o] Data engineering.

0 Internet troubleshooting and management.
0 Web development tools.

0 Web application platforms.

0 Systems engineering.

0 Configuration management.

Undertakes an operations review of the Department for Computer Services to ensure that it
has the appropriate organisational alignment and staff to be able to drive the implementation
of the technical aspects of the e-/m-Government Strategy.

Approaches the Commonwealth Secretariat to assign it with consultancy support with regard
to both the undertaking of the strategic human resources development framework and the
organisational design and development of the Department for Computer Services, including
its potential transformation to Swaziland ICT Authority.

Hives off the Business Process Re-engineering competencies within the Management
Services Division in the Ministry for the Public Service and establish it as a new Business
Process Re-engineering Unit within the Office of the Executive Secretary to enable
coordination, synchronisation, focus and a sustainable critical mass to achieve the
fundamental reforms in G2C, G2B, G2I, G2G relationships as well as delivering on efficiency,
effectiveness and value for money gains which are a direct strategic thrusts for the e-/m-
Government programme.

Identifies a standard methodological framework on which all staff involved not only in the
Business Process Re-engineering exercises but also in systems design and development are
skilled in.

Approaches the Commonwealth Secretariat to assign it with consultancy support to identify an
appropriate Business Process Re-engineering methodology and to carry out the necessary
capacity building.

Approaches the Commonwealth Secretariat to assign it with implementation consultancy

support to work with the local implementation team in order to leverage implementation
experience and thereby minimise re-inventing the wheel and learning by trial and error.

Financing the-entGovernment Strategy

During the term of the Strategy, it is argued that financing should be centralised within the Office of
the Strategic Executive Secretary, e-Governance with regard to:

(i)

(ii)

(iii)

Capacity building of the key entities that will be responsible for the implementation of the e-
/m-Government initiatives.

Core infrastructural requirements that are required for the setting up of the e-Government
platform and the consolidation and extension of SWAZe-NET.

The development of e-/m-Government services for ministries and departments.
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With regard to entities in the broader sector the Strategy underlines that individual entities such as
corporations and authorities should be responsible for their respective capacity building as well as for
the development of their respective e-/m-Government services. With regard to the latter these are to
be consistent with corporate standards or brought in line with such corporate standards over time.

All such entities, as with ministries and departments, will over time be brought into and consolidated
on the SWAZe-NET including the e-Government infrastructure platform. As this process of
consolidation is undertaken, such corporations and authorities will migrate from their respective ISP
and inter-connectivity providers onto the SWAZe-NET.

Once such corporations, authorities, etc. migrate onto SWAZe-NET they will pay for the use of the
infrastructural and connectivity services provided by the proposed SICTA on the basis of a pre-
defined charge-out mechanism.

The identification of the actual costs that will be required cannot be realistically carried out at this
stage. The initiative is widespread and the number of variables, that at this stage are unknown, is
large. Be that as it may it is believed that a crude approximation of the core potential costs involved
can be estimated on the basis of experiences in other jurisdictions i primarily the e-Government
programme initiative carried out in Malta.

It is, however, strongly underlined that these are crude high level estimates presented only to provide
a potential understanding of the scope and scale of embarking on the e-/m-Government programme.
The Strategy, therefore, emphasises that the e-Government Unit should during the process of
implementation undertake more detailed cost benefit assessments on the various prongs that
constitute the e-/m-Government implementation programme.

06.2.1 Capacity Building

The following presents costs with regard to capacity building. These costs are assumed that they will
be incurred in 2013.

Initiative Capacity FTEs Costs
Building
Building the e- Head 1 Transferred from existing SZL396,190
Government personnel within the Government Cost  already
Unit of Swaziland. incurred
e-Government 3 Transferred from existing SZL1,016,172
Transformation personnel within the Government Cost already
of Swaziland. incurred
Programme 2 Will be recruited by means of an SZL677,448
Management external call for applications. New cost
BPR Executives 3 Will be recruited by means of an SZL1,016,172
external call for applications. New cost
Branding and 1 Transferred from existing SZL396,190
Communications personnel within the Government New cost
of Swaziland.
Information 3 Will be recruited by means of an SZL1,016,172
Society and external call for applications. New cost
Economy Unit
Portal 3 Two of the designated positions SZL1,016,172
Management Unit will be recruited by means of an New cost for 2
external call for applications. of the positions
Building the Head 1 Will be recruited by means of an SZL.396,190
ICT external call for applications. New cost
Governance
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Unit

ClIOs

BPR Unit

Swaziland
Authority

ICT

ICT Planning and
Investment
Management
Information
Sharing and Data
Architecture,
Policy, and
Standard Settings

Health, Education
and Agriculture

Training in BPR

Undertaking of
organisational
design
development
initiative.

and

Design of a
human resource
development
framework and
undertaking of a
training and skills
assessment.
Immediate
upgrading in:

- Web
development
languages (for
example Java,
HTML).

- Middleware (for
example XML).

- Software
Integration

12

12

Will be recruited by means of an
external call for applications.

Will be recruited by means of an
external call for applications.
Will be recruited by means of an
external call for applications.

Will be identified from existing
personnel within the Government
of Swaziland and accordingly be
capacitated.

6 Sigma Funding should
online Black be sought from
Belt the

Commonwealth

Secretariat or
other donors for
the carrying out
of 6on

training in
Swaziland.

certification is
estimated at
SZ1.16,800.

Funding should be sought from
the Commonwealth Secretariat or
other donors to assign expertise
with regard to the undertaking of
such an initiative.

10 week work is estimated i
including Terms of Reference
relating to skills and competencies
assessment

Should constitute a Terms of
Reference of the proposed OD
study. Will be incorporated within
the donor initiative above.

Online
comprehensive
courses for Web
development
start from
approximately
SZ716,600 per
person. Similarly

All developers
in SICTA

with regard to
middleware
All developers online
in SICTA comprehensive
All  software courses.
engineers in
SICTA Software
integration is

S7ZL.396,190
New cost

S71.1,690,870
New cost
S71.1,690,870
New cost

SZ11,016,172
Cost  already
incurred

SZ1.100,000

SZL170,000

Included in

above

SZL.200,000

SZ1L.200,000

SZ1.300,000
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Design of
Cyber-
legislative
framework

Implementation
Support

Estimated cost

A legal drafter
should be
assigned with the
e-Government
Unit for duration of
drafting exercise

On-going
assistance  over
first 12" months of
implementation
process

likely to be more

expensive i
though no
guotations were
found.

Funding should
be sought from
the
Commonwealth

Secretariat or
other donors for
the carrying out

of 6on

training in

Swaziland.
Transferred from existing

personnel within the Government
of Swaziland.

To seek funding from donors with
regard to the drafting of the cyber-
legislative framework.
Programme of activity is estimated
at 400 hours. Cost estimated at
SWL200,000.

To seek funding from donors with
regard to:

- Build capacity amongst the
judiciary, police etc. with regard
to cybercrime. Minimum 4
weeks training and awareness
estimated. Cost estimated at

- Build capacity amongst
assigned persons on data
protection and privacy;

including a campaign to build
awareness. As above.

To seek funding from donors.
Activity is estimated at 1 week
every quarter over the 18 month
period.

None

SZL350,000

SZL350,000

SZ1L.350,000

SZL350,000

SZ133,386,172
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06.2.2 e/mGovernment Platform afrd-8ervices

The following are estimates with regard to capacity building which should take place as follows.

2013

2014

2015

2016

2017

e-/m-

Government

Web

development

framework

- m-
Government
Gateway

- e-Payment
Gateway

- Integration
with PIN

- Registration
and
Authentication

New Modules

Technology

Refresh

e_ -
Governmen
t Platform

Portal Strengthen
existing
WWW.QOV.SZ
Create
Cycle
Portal

Life
Based

e-/m-
Services

Flag Bearers

12 e-/m-
services roll out

Annual Cost

Total

SZL
700,000

500,000

1,000,000

2,200,000

SZL
4,000,000

900,000

4,000,000

8,900,000

SZL

4,000,000

1,300,000

2,000,000

4,000,000

11,300,000

SZL

2,600,000

1,000,000

4,000,000

7,600,000

SZL

2,600,000
2,600,000

1,000,000

4,000,000

10,200,000

40,200,000

06.2.3 Consolidating and Expanding SWAFe

2013

2014

2015

2016

2017

SWAZe-NET Entering into a
manage contract

with a
Consortium  for
giga-ethernet

provision at

Layer 1; 100mbs
provision on 40
dual fibre links
and 526K for 59
single dual fibre
links.

SZL

SZL
6,000,000

SZL
6,000,000

SZL
6,000,000

SZL
6,000,000
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Annual
Total

6,000,000

6,000,000

6,000,000

6,000,000
24,000,000

The table below presents the estimated investment required over the term of the e-/m-Government

Strategy.
Table 11: High Level Projections for the Financing of fhe@overnment Strategy
Annual 2013 2014 2015 2016 2017
Cost
SZL SZL SZL SZL SZL

Capacity SICTA Review 170,000
Building and HR Skills

Development

New Staff to 1,016,172 7,600,979 7,600,979 7,600,979 7,600,979

be recruited

for

Implementatio

n Agencies

BPR training 100,000

Web 350,000 700,000 350,000 200,000 200,000

development,

middleware

and integration

training

Cyber 350,000

legislation

design

Training in 350,000

Cyber crime

Training in 350,000

data protection

Implementatio 350,000

n Support
e-/'m- Web 2,200,000 8,900,000 11,300,000 7,600,000 10,200,000
Governm  framework,
ent portal and e-
Platform  /m-services
and
Services
SWAZe- 6,000,000 6,000,000 6,000,000 6,000,000
NET
Annual 5,236,172 23,200,979 25,250,979 21,400,979 24,000,979
Total: 99,090,088
SLZ
Eur os® | 8,295,225
US Dollars 10,842,230

($)56

® http://www.xe.com/currencyconverter/convert/?Amount=71960&From=SZL&T0=/260313

%% bid
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The high level estimates presented above are based on the following assumptions:

(i)

(ii)

(i)

(iv)

v)

(Vi)

(vii)

(viii)

Cost relating to the attachment of consultants on activity identified with regard to capacity
building is based on a per diem consultancy rate of £400. The cost of subsistence and flights
is not factored.

Similar training for web development languages and systems integration carried out in
another jurisdiction in 2002 cost SZL1,175,000. This is discounted given that such training is
now mainstreamed. A budget of SZL350,000 is identified for 2013 directed to get re-skilling
programme underway.

The resourcing of the proposed implementing agencies will, in the main, be carried out
through external calls for applications as it is believed that the necessary competencies and
skills are not present within the Government. The positions are those relating to programme
management, business process re-engineering, branding, information society, ICT investment
management, information management and architecture. This will result in a new annual
salary cost of SZL7,600,979. A budget of SZL1,016,172 is identified for 2013 directed to get
the capacity building initiative underway. This equates to three Full Time Equivalent
positions.

The development of an e-/m-Government Platform in another jurisdiction between 2001 and
2005 cost SZL19,500,000 7 including a technology refresh in 5" Year of operation (2005).
For the purpose of this strategy, the investment is discounted to SZL16,500,000 to take into
account a lower cost of technology in place today i though this is offset by increased cost of
labour and licenses.

The cost of maintenance and support on the e-/m-Government platform is not taken into
account. Normally this constitutes 12.5% of the capital investment.

The cost of licenses on the e-/m-Government platform (such as CALs) for example is not
costed. This will depend on the choice of technology and operating system chosen. If an
open source environment is adopted, if well managed, costs should be on the low end. On
the other hand if a proprietary technology is adopted the cost of licenses can be relatively
high.

With regard to the Portal, Flag bearers and e-/m-services it is assumed that development will
be carried out both in-house by the software development team within SGICTA and by means
of outsourcing. The estimates presented are primarily directed to cover potential license
costs, outsourcing as and where appropriate, etc. In another jurisdiction an annual budget of
U7.6m was assigned between 2001 and 20085m-
government services. This is discounted to account for potential economies of scale and use
of tools in developing integration components.

The estimates with regard to the consolidation and expansion of SWAZe-NET are based on a
managed service agreement entered into by an entity similar to the proposed SICTA and a
consortium constituted of two telecommunication service providers i including the ex-
incumbent monopoly. The agreement was over a period of 12 years with regard to giga-
ethernet provision at Layer 1; 100mbs provision on 40 dual fibre links and 526K for 59 single
dual fibre links. The total cost, over the 12 year period and without technology refresh, was
SZL.78,800,000 7 with the agreement entered into in 2003.

For the purpose of this estimation, assuming like with like, the cost of the management
agreement over a twelve year period is SZL 72m. This is slightly reduced to account for the
reduction in the cost of networking technology and connectivity over the past years.

It is pertinent to underline, that once SGICTA moves onto a managed service connectivity
provision this will be offset by savings incurred in the winding down of the existing connectivity
infrastructure.
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It is to be noted that the estimate presented above is limited to only the provision of giga-
ethernet at Layer 1; 100mbs provision on 40 dual fibre links and 526K for 59 single dual fibre
links. This does not reflect the existing and desired connectivity infrastructure that the
Government of Swaziland needs to introduce.

The Strategy recommends that the Government of Swaziland:

(i)

(ii)

(iii)

(iv)

v)

(vi)

(Vi)

06.3

Undertakes discussions with donors in order to integrate work underway, planned as well as
future work relating to Education, Agriculture and Health with the e-/m-Government Strategy i
whether such work relates to applications, infrastructure, connectivity, etc. This will allow the
Government to ensure a coordinated approach through which the e-Government programme
becomes a vehicle directed to meet goals of poverty reduction and the Millennium
Development Goals.

Invites the Commonwealth Secretariat, as the sponsor of this e-Government Strategy, to
convene all donor and influential NGOs working in Swaziland and in the region to work with
the Government to identify how best a coordinated programme of assistance and support can
be converged through the e-Government Strategy; through which other important
developmental goals are met.

Invites donor agencies who are located in Swaziland to work with the Government to identify
how best to coordinate programme of assistance and support can be converged through the
e-Government Strategy; through which other important developmental goals are met.

Works with the Commonwealth Secretariat to assist it obtain the necessary assistance and
support to build the capacity required to successfully implement the Strategy.

The high level estimate costs for the implementation of capacity building; portal and e-/m-

Services; and consolidation and rollout of SWAZle-NET is SZL99, 090, 088 (08, 295

US$10,842,236). The estimates are qualified. It is strongly proposed that a detailed cost
estimation is carried out by the Office of the Executive Secretary, e-Governance within the
Office of the Prime Minister. Additionally these estimates do not include the SZL 9,708,636
financial allocation currently spent vis-a-vis staff that will be transferred from their current
positions to the proposed implementing agencies.

Establishes a supplementary budget in the 2013 financial year of SLZ5,236,172 in order to
maintain momentum of the initiative and to demonstrate commitment and ownership of the
initiative.

Assigns an appropriate budget in the 2014 financial year directed to sustain the

implementation process as well as to demonstrate to partners and donors the Government of
Swazilandbés strong s u-{s@uermmentianplenertation progeammep o f

Directing Change as a Process-Giozernment Implementation

06.3.1 The Management of Change

Cai

den states that i mpl emen thargée matess’s It is peeinedt ohd-1 | e s &

emphasise that a decision to endorse this e-Government Strategy and implement it constitutes a
major change or reform undertaking. e-Government will not only demand public service reform as
traditional ways of performing business will now be replaced or potentially phased out by business
process re-engineering and rationalisation that the exploitation of the virtual power of e-Government
brings with it.

57 Caiden, E, G., Administrative Reform Comes of Age, Studies in Organisation, Walter de De Gruyter & Co, Berlin, 1991
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Rather, as underlined in this Strategy, the proposed e-Government programme is constituted of
multiple prongs, competing pressures, numerous stakeholders, simultaneous activity and sub-
initiatives, et al. The level and degree of the complexity of an e-Government implementation
programme, even when phased and incrementally managed, has to address considerable risks and
challenges.

Government, like any other major change programme, however, is not about technology but rather
about changing norms, behaviour, attitudes, culture. At the heart of the e-Government implementation
programme are people i whether these are government employees providing a counter service or
whether these are citizens who interact with government for service transactions.

Thus, change is not about reviewing and reforming processes and designing e-/m-Government
services. Change is about winning the hearts and minds of the people who will be affected by the
change process: public officers as well as the end beneficiary, the citizen and entrepreneur. It is
pertinent to underline, that the natural first reaction to change would most likely be fear, scepticism,
concern, cynicism, anger; or potential acceptance and willingness for change which if mishandled can
easily, and rapidly, turn into disgruntlement resulting in a lost opportunity.

This response arises for different reasons. First, the implementation process may not be the first
attempt to achieve change i which change may not have materialised for reasons that can range
from the inability to sustain the change process and the creeping in of change fatigue to a lack of
sincerity in the change programme itself. Thus, public officers and citizens and entrepreneurs may
not believe that the change will actually occur as their mind set towards change is moulded by past
experiences.

Second, the actual people who are being asked to change may be the very people who contributed to

the existing institution or organisationinthe f i r st i nstance. Thus, public of
the 6éstatus quoébdé is suddenly portrayed as unaccepta
l nevitably the O6status quod is demonised and any pu

status quo are seen as an enemy of change.

Resistance to an implementation of an e-Government strategy from within the public service,
irrespective of whether it is intentionally obstructionist or as a natural reaction to change itself, and,
potentially, from citizens and entrepreneurs is to be expected. The key is that such resistance should
strategically be anticipated, planned for and subsequently managed.

The decision to implement e-Government must be backed by the decision to provide the necessary
change management structure, full time resources, and financing. This strategy will not be met
without this fundamental elements being put into place. The change management framework which,
as discussed earlier, is constituted of the e-Government Steering Committee; the Office of the

Strategic Executive Secretary, e-Governance; the proposed ClOs within the policy domains of Health,
Agriculture and Education will continue to be supported by the e-Government Champions.

The e-Government Champions will act as the change zealots that will:

o0 Cascade the government process re-engineering and related changes down.

o0 Conduct the flow of change stemming from the e-/m-Government implementation process within
the organisations they operate in.

o  Visibly support the e-/m-Government vision within the organisations they operate in.
0 Isolate pockets of blockers and cynics.
o Spread the word of Aearly winso.

The e-Government Steering Committee will secure the following overall approach with regard to the
change management process underpinning implementation of the e-/m-Government Strategy:
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o Clear vision i the destination must be clearly defined with a road map that charts the course to
be taken.

0 Compelling reason 1 there has to be urgency in government process re-engineering initiatives
with significant consequences for inaction.

o Commitment from the top i a strong coalition with influential leaders is required to set the right
example and drive change within the organisation as well as to break down barrier.

O Quickwinsiidenti fication of o6l ow hanging fruitd or o6fl a
successes quickly to build momentum, credibility and demonstrate tangible progress.

0 Continuous communication i constant communication with staff and key stakeholders is neces-
sary to obtain buy-in and address concerns.

0 Institutionalise change 1 to sustain change it must be inculcated into the entire organisation pro-
cesses.

0 Creating a sense of urgency and avoiding stagnation i necessary in order to enable the over-
coming of institutionalised roadblocks.

06.3.2 The Need for Prioritisation

The e-/m-Government Strategy presents a comprehensive programme of parallel prongs and projects
as well as sub-tasks. The implementation process, therefore, must be managed over the five year
period. This demands a sequencing process based on prioritisation is required.

In determining the prioritisation process the Strategy presents the following criteria:

€)) An incremental approach with regard to the roll-out of the e-Government Platform and the
SWAZe-NET infrastructure i initiating a reach that targets greatest impact and thereafter
scaling up as appropriate.

(b) Identify a number of Flag Bearers that are directed to achieve visible quick wins in terms of
service delivery, cost rationalisation, efficiency etc. so that the politicians as well as the public
and enterprise are brought on board as early as possible with regard to the value of the e-/m-
Government programme to Swazilandds devel opment .

(© Complement the identification of the Flag Bearers with a programme of e-/m-services
implementation over the five year period strategy. AppendixVpr esents a oO0first cut
identification of over 80 e-/m-Government services that can be introduced. The prioritisation
vis-a-vis the actual roll out of the e-/m-Government services (that is independent of the Flag
Bearers) should be based on the following criterion:

0] Volume of transactions being handled by the service and the number of clients. The
higher the volume the more ideal it would be to roll out the service as it would have a
far broader impact on society.

(i)  Potential backroom cost-savings in implementing on-line services. The higher the
savings the more attractive the early roll-out. It is likely that the bigger the service the
higher will be the savings on backroom activities.

(i)  Complexity of the service. The higher the complexity of the service the more difficult it
is to achieve roll-out and hence the higher the risk of potential failure 7 which in the
early stages of the e-Government process may serve to dent credibility in it.

(iv)  Whether the service-providing department is computerised and, if the application is in a
state of development, the likely target date when it will be completed. If the department
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is not computerised, it will be difficult to achieve early roll-out unless the service is
simple and does not require back-room computerisation.

(v) Level of robustness of the current ICT applications within the service providing
department.

(vi) Level of security that the service requires. The higher the level of security the more
likely that the service will be delayed in roll-out or that the service will only be supplied
in a more limited manner.

(vii) Level of business process re-engineering and / or changes in legislation that may be
required in the service-providing department prior to roll out. The bigger the
requirement the more likely that roll-out will be delayed. As discussed earlier in the
strategy, in the initial wave of e-/m-gover n me nt s e routiit mayé politicall td
focus on the G2C, G2B, G2l interfacing whilst retaining a manual back end process.

(viii) Level of complexity in integrating the Internet front-end to the back-office system given
that the high the complexity the bigger is the technical risk which may impact
implementation schedules.

Additionally, an assessment of the e-/m-services to be rolled out should be iterative as it has to be
based on various exercises at different stages of the e-Government process.

01. The first exercise will be relatively high level and will serve to identify those Government
services which should ideally go on-line. This exercise will also serve to provide a broad
outline as to what the service will entail by way of deliverables and back-office linkages. This
initial exercise will also serve to establish the positioning of the individual e-/m-Government
services in the related service clusters.

02. The second exercise will be more detailed in that it will entail a prioritisation exercise resulting
in a multi-year rollout plan of the e-/m-Government services over the period 2013 and 2017.
The rollout plan will be established not only following the analysis of each and every service
on the basis of the criteria discussed above but also on the basis of the level of development
of the e-Government platform.

Thus if, for example, the e-Payment Gateway discussed earlier within the Common Services
layer of the e-Government platform is targeted to be complete within 24 months from the
acceptance of the Strategy, then it would not be cost effective to concentrate on the roll out of
transactional based services in the first 12 to 18 months as the necessary architectural
components to allow this e-/m-service to function will not be in place.

An alternate way forward is that a select number of e-Government services, ideally those

designated within the Flag Bearer programmes, would be designed with an e-payment

transaction service where-i n an O0ad hocd onl isaeivee fahewvorkis guni ¢ payr
into place. The advantage of adopting such an approach is that it would present the

opportunity to demonstrate to citizens and business the way such e-/m-services function.

Once the e-Payment Gateway within the Common Services layer is in place, then the e-

payment aspect of such an e-services application when launched would be collapsed within

the Gateway.

03. Detailed requirement specification of the individual e-/m-Government Services and any
possible BPR requirements of related back-office systems will be mapped out at the
implementation stage of each service.

Additionally, the e-Government Strategy identifies the following priority initiatives 7 which should be
embarked upon following formal approval by Government of the Strategy and which should be
implemented within the first 12 months of the five year Strategy.

Page 134



Table 12: High Priority Initiatives Stemming from the Strategy which should be targeted for
Implementation within 12 months from Approval
Component Task Impact
06.1 Establish the e-Government Steering High.
Committee
Provides high level leadership.
Strengthen e-Government Unit High
Impacts implementation
Establish ICT Governance Unit High
Leads to convergence and reduces
cost of implementation
Establish a BPR Unit within the Office High
of the Strategic Executive Secretary, e-
Governance Leads to savings arising from e-
Government implementation
Implementation Consultancy Support High
for first 18 month implementation
period Optimises learning curve, reduces
costs from trial and error, and
leverages knowledge from other
jurisdictions
Establish CIO in Health, Agriculture High
and Education
Establishes line ministry ownership in
three important streams that are also
linked to the MDGs,
Organisational design and High
development initiative and a strategic
human resources development This is the ICT implementation arm. It
framework review of the Computer is pivotal to successful implementation.
Services Department
Transform  the Department  of High
Computer Services into the Swaziland
Government ICT Authority Mitigates risk against high staff
turnover which will impact pace and
success of implementation.
Skills upgrading in web development, High
middleware and integration within the
Department of Computer Services Skills  required for e-Government
component integration with legacy
applications.
06.2 Constitute an e-Swaziland High
Commission

Brings in the private sector and allows
for potential private sector financing of
initiatives.

Page 135



03.3

06.3.2

06.2

05.4

05.4

05.5

05.5

05.2

06.3.1

Design cyber-legislative framework.

Mobilising Support and Managing
Expectations for e-/m-Government
Implementation

Holding of high level conference with
donors and partners to determine
financial assistance

Design e-/m-GIF based on open (to
the extent) possible

Implement Phase | of the e-/m-
Government Platform encompassing
base architecture, payment gateway
and mobile gateway

Technology audit on current
Government network

Enter into direct negotiations with
SPTC, MTN and SEC re potential of
setting up a Consortium for a managed
solution for SWAZe-NET

Strengthening the www.gov.sz

Identify 8 Flag Bearer Applications

High

Provides certainty, confidence and
trust. Implementation can, however,
start even though legislation is not in
place.

High

This is an important stream that must
be initiated in order to engage citizens
and industry in the take up of e-
Government services as these are
rolled out.

High

This is key in order to engage donors
and partners in part financing the e-
Government programme.

High

Imperative for Government to ensure
coordinated way forward.

High

e-Government strategy cannot be
implemented without underlying
infrastructure.

High

Implementation of recommendations
imperative to assure underlying robust
infrastructure upon which the e-/m-
Government platform can be designed
and implemented.

High

Roll-out of infrastructure is key vis-a-
vis securing access to citizens and
enterprise in the rural communities.

High

Constitut es -Gohvee rfnar
and can be a relatively quick win with
little investment.

High

This will be the first batch of e-/m-
Services that will be launched. These
e-/m-Services should be high impact
yet low risk.
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05.3

05.2

Undertake a BPR review for each
service represented by the Flag Bearer
Application

Equip Tinkhundl ads
interfface  between citizens and
Government

Enter into agreement with Swaziland
Posts and Telecommunications
Corporation for Post Offices to become
a G2l interface between citizens and
Government

Issue policy to all ministries,
departments, corporations, authorities,
etc. re the integration of PIN to all
applications.

Undertake a process of integrating PIN
with all information system applications

Establish a business entity Data
Architectural model on the basis of the
unique BIN

Undertake a process of integrating BIN
with all information system applications

High

Business  process  re-engineering
should follow once the first batch of e-
/m-Services are identified.

High

A select number of
be identified and equipped with
facilitators trained so that access in
rural community can be made
available in select areas immediately
at the outset of the roll out of the e-/m-
Services.

High

As above.

High

Once in place will provide a

fundamental basis of e-Government
implementation.

High

Once in place will provide a
fundamental basis of e-Government
implementation.

High

Once in place will provide a
fundamental basis of e-Government
implementation.

High

Once in place wil provide a
fundamental basis of e-Government
implementation.

06.3.3 Mobilising Support and Man&gimectations

A communications strategy is necessary throughout the various stages of the e-/m-Government

implementation process.
embarked upon in April 2012, the Strategy supports the Gover nment 6s

Similar to the pre-drafting consultation process that the Government

readi

document for public consultation in early 2013. The purpose of the post drafting consultation process
would be to continue to:

(0]

Engender public awareness as to the existence of e-/m-services and electronic channels as
the means to access such services, including Government services.
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0 Further understand public perceptions and expectations relative to e-/m-Government service
delivery.

o] Build the propensity by the public to use e-/m-services once these would be on-line and
related reasons.

o] Understand the preferences relative to eventual delivery channels that could be provided.

(o] Understand the conditions under which usage of electronic delivery channels would be taken
up by the public.

During the implementation stage, that is when the e-/m-Government services will start to be rolled out,
it will become necessary for the public to be made aware of their existence and of the potential
benefits that can be obtained from the utilisation of such services. Research should be carried out in
order to ascertain the most appropriate communications strategies to be designed and embarked
upon relative to target audiences.

Additionally, citizens and enterprise should continuously be made aware of the advantages in utilising
e-/m-services as against traditional modes of service. The communication strategy should emphasise
those aspects that are likely to influence the public and determine whether or not e-/m- services will
be utilised. Such aspects as the respect of privacy and the security level afforded by the e-/m-
Government platform in effecting on-line transactions, especially those involving money transfers,
need to be emphasised.

A mix of direct marketing and poster, audio-visual, electronic and print media as well as on-line
advertising should be used for promoting the new e-/m- services that will be made available. It is
strongly recommended that the communication strategy should allow for different marketing
approaches to different clients mainly on such parameters as age, ICT literacy and level of education.

The communications strategy campaign should not raise expectations unduly and should maintain a
constant tempo over an appreciable period of time. It should intensify when a critical mass of e-
Government services will have gone on-line. The campaign should also factor:

o] Promoting the use of the Internet and mobile telephones and other established service
delivery channels.

o] Sensitisation of the public to the fact that these new service delivery options are available.

0 Promoting a customer-focused service by the Government, thereby enhancing its image.

(o] Raising public awareness as to the training facilities that will be provided in terms of Internet
usage.

Additionally, the e-/m-Government services should fall under one single corporate identity that is
distinct from that of the organisations providing the individual back-office services. The ultimate aim is
to provide the image of Government e-/m-services as one homogeneous product. This will reinforce
the image of the front-end 'retail' service that is distinct from the back office 'wholesale' providers.

Individual ministries, departments, corporations, authorise, etc. should not be prominent on the e-
Government Services site, and should only be visible when an individual transaction is accessed.

Whilst it is understood that that individual entities need to establish their own corporate identity to be
easily distinguishable from each other, the creation of an individual departmental identity should not,
however, detract from the creation of a common 'look and feel' for all services that are provided
electronically.

If any e-services are to be carried out through Intermediaries, as proposed in this Strategy, then the
necessary measures to ensure the integrity of the e/m--Government Services brand should be
adopted.
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The Strategy recommends that the Government of Swaziland:
0] Establishes a corporate identity for the e-/m-Government brand.

(ii) Designs and implements a communications strategy to manage expectations and mobilises
support for the e-/m-Government implementation programme.

(i) Carries out workshops, focus groups, surveys to obtain intelligence of type of e-/m-services
citizens and industry seek, quality of e-/m- experience, etc.

(iv) Undertakes a continuous campaign promulgating and promoting e-/m-services, carrying out of
public awareness, carrying out of training sessions in communities and villages, etc.

Figure 32: e-Government Transformation Roadmap

e-Governance

Citizen-Centric Customer Citizen-Centric Channel
Management Management

Desktop Internet

Mobile Phone

Key —
Services Citizen
Processes Engagement

Channel

Affordability J| Accessibility Smart Phone LELER T A Transformed
Strategy Customer
Experience

Mobile Computing

b 4
Intermediaries Social Media
o I I

I Web Services
Middleware

Common
Services

Department Web
Services Adapters

Gateway

06.3.4 Risks and Mitigatttnategies with the Regard to the Implementatieimgb tvemment Strategy

The part of the document highlights the major risks that are likely to impact the success of the e-/m-
Government Strategy and highlights the mitigation measures introduced to manage these risks.

Table 13: Major Risks and Proposed Mitigation Measures
Risks Mitigation Measures
Political Support Recommends that the political loci for the e-Government

programme continues to rest with the Prime Minister.

Administrative Support A change management framework is set up that includes:

0 The Cabinet Secretary and Head of the Civil Service as the
administrative owner of the e-Government programme.

0 An e-Government Steering Committee, chaired by the Cabinet
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Secretary, and constituted by key Principal Secretaries to
provide direction as appropriate.

0 The setting up of an Office of the Strategic Executive Secretary,
e-Governance with the appropriate resource capacity as
identified earlier in this document.

0 The appointment of CIOs in the strategic policy sectors of
Health, Education and Agriculture.

0 The strengthening of the e-Government Champions as change
zealots within their respective area of responsibility.

Obstacles to
Implementation

A change management framework that will be based on the
following principles:

0 Clear vision.

0 Compelling reason.

o Commitment.

0 Quick wins.

o0 Continuous communication.
o Institutionalising change.

0 Creating a sense of urgency and avoiding stagnation.

Sustainability of the
Department of Computer
Services

ICT plays a pivotal role in the successful attainment of this Strategy.
The building and retention of skills is of critical importance. For
example, currently, the DCS has only two technical staff with the
skills to administer the IBM mainframe infrastructure. The Strategy
recommends that the DCS: in the:

Option 1: in the short term a retention scheme is introduced

Option 2: in the mid-term the DCS is reformed into an Authority in
order to enable it to design a classification and compensation
framework that limits attrition of experienced and skilled staff by
offering them a more competitive compensation package

Securing Uptake of e-/m-
Government Services

The design of a branding and communications strategy supporting
by carefully design initiatives targeting different population cohorts.

Minimising the Impact of the
Digital Divide

The integration within the Str
interfaces® with wdommunities intéractzwatm
such as Tikundhla Centres and post offices which would act as

0 gat e wa-imsGbvelnrenteervices.

The leveraging of m-government as a primary channel for the
delivery of e-/m-services. The mobile phone is a technology with
which over 70% of the Swaziland population is familiar with.

Securing affordability and
accessibility

The enactment of the telecommunications liberalisation process in
order to allow for competition.

As stated above, t he use TikHundl@®
Centres, post offices, computer libraries in schools as access point.
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Working with the private sector through the setting up of the e-
Swaziland Commission in order to attract private sector investment
in setting up access channels.

Securing trust, confidence
and legal certainty

Whilst the implementation of the e-Government Strategy can be
initiated without the appropriate cyber legislative framework (data
protection; electronic commerce and transactions; and computer
crime) experience in other jurisdictions shows that the absence of
such legislation limits the take up and use of e-Government. The
Strategy establishes the design and enactment, together with the
necessary capacity building of the regulatory competent authorities,
as a key priority.

Securing congruency in the
further rollout of the e-
Government Infrastructure

The Strategy underlines the importance to undertake a
convergence of legacy ICT infrastructure and thereafter to proceed
with a single SWAZle-NET infrastructure so that economies of scale
are maximised and cost of ownership is reduced.

Securing an inter-operability
framework  for the e-
Government Platform

The Strategy underlines the importance related to the design of an
e-Government Interoperability Framework (e-GIF) that is based on
common standards to enable systems and infrastructure to
interoperate with the least costs possible.

Co-financing by the

Government of Swaziland

The e-Government programme constitutes a  strategic

transformation not only of government but also of Swaziland as a

nation and a society. The goals and objectives as well as the

implementation process should be such that it reflects the

Government 6s vision. For the
considerable importance that it co-finances the implementation

process as against being completely dependent on donor and

partner financing. A conference that brings the Government

together with donors and partners is important so that areas of co-

financing by such donors and partners are identified.

Continuing to Build an ICT
Literate Society

An ICT literate society will on the one hand ensure that e-
Government becomes the service channel of choice whilst on the
other it will provide the human capital that will allow the Kingdom of
Swaziland to optimise spin-offs from the e-Government programme
which may result, if harnessed well, in the development of an ICT
Sector.

The alignment of the ICT in Education draft policy prepared by MET
with this Strategy is key to ensure complementarity.

Securing credibility

The Strategy is design in a manner that seeks to achieve immediate
results through the i mpl dnmeEmwites t
Securing immediate results will attain increased buy-in from the
political executive as well as from within the public service and
Swaziland community at large. Successful implementation will
demonstrate thatthee-Gover nment i nitiative

Integrated Data

Management Approach

e-Government is about joining up different data relating to a
particular citizen or enterprise that is resident on the many back-end
applications of government. This demands the creation of a unique
identifier that will always assure a non-repudiation environment
where Mr o0X06 i s Balswayes sMro Y®XE si
6Y6 no matter where the data is
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to implement the PIN and BIN primary numbers will address this
risk.

Capacity Building The Strategy underlines the importance of assigning the necessary
resource capacity at the centre (Office of the Prime Minister), the
implementing authorities and within the line Ministries. The
identification of resources alone will not suffice. This needs to be
complemented by up-skilling in competencies such as change
management and business process re-engi neeri ng
aspects of the e-Government programme and in technical skills
such as XML, SOAP, and other standards as established in the e-
GIF.

06.3.5 High Level Implementation Plan feinti@ogernment Implementation Programme

The plan presents the implementation streams necessary to secure a state of play where sustained
roll-out of e-/m-Government Services will thereafter is possible.

This Plan should be considered as the start-up phase of the e-/m-Government implementation
programme: that is the attainment of the necessary critical mass on all identified fronts up to the point
where the e-/m-Government services will start being developed and go 'live’. As may be envisaged,
there is considerable activity that is to be embarked upon to achieve this stage. The complexity of
this phase, as well as its importance for the subsequent success of the programme, should not be
underestimated given that this preliminary part of the implementation process entails the building of
the foundations on which the e-/m-Government framework will be built.

This high level Plan is, therefore, to be seen for what it is. It is likely that when the actual
implementation programme is kicked off there will have to be adjustments and there will definitely be
refinements. Further level of detail can only be attained once the programme starts off in earnest.
The current Plan is based on the information that is available at this point in time. It is, however,
directed to reflect the main the tasks that have to be achieved within the envisaged timeframe.
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06.1

(i1); (iii); (vi), (viii),
(ix), (x), (xi), (xii),
(xiii), (xiv), (x),
(xvi), (xvii)

Action

Establish the e-Government Steering
Committee
Strengthen e-Government Unit

Transfer www.gov.sz capacity to the
e-Government Unit
Establish ICT Governance Unit

Hive off the Business Process Re-
engineering competency in the
Management Services Department
and establish as a BPR Unit within the
Office of the Strategic Executive
Secretary, e-Governance

Establish CIO in Health, Agriculture
and Education

Seek Implementation Consultancy
Support  for  first 18 month
implementation period

Establish CIOs in other ministries or
cluster of ministries

Carry out an organisational design
and development initiative and a

Implementation
Lead Agency /
Responsibility

Office of the
Minister
Office of the
Minister

Prime

Prime

Office of the
Minister
Office of the
Minister

Prime

Prime

Office of the
Minister

Prime

Office of the
Minister

Prime

Office of the Strategic
Executive Secretary,
e-Governance

Office of the Strategic
Executive Secretary,
e-Governance
Ministry for ICT

Implementation framework for the e-/m-Government Strategy

Time frame
Start

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2013

As appropriate

Q2, 2013

Time Frame
Finish

Q3, 2013

Q2, 2014

Q2, 2013

Q3, 2013

Q3, 2013

Q4, 2013

Q4, 2014

Q4, 2013

Required Resource

As identified in
Strategy document
To be appointed as
appropriate from
within Government
Discussed in 05.2(ii)

To be appointed as
appropriate from
within Government
To be hived off from
the Ministry of Public
Service

To be appointed as
appropriate from
within Government
Obtain external /
donor financing

To be appointed as
appropriate from
within Government
Obtain  external /
donor financing

Monitoring

Office of the Cabinet
Secretary
Office of the Cabinet
Secretary

Office of the Cabinet
Secretary
Office of the Cabinet
Secretary

Office of the Cabinet
Secretary

Office of the Cabinet
Secretary

Office of the Cabinet
Secretary

Office of the Cabinet
Secretary

Office of the
Strategic Executive
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strategic human resources
development framework review of the
Computer Services Department

Secretary, e-
Governance

Transform the Department of  Ministry for ICT Q2, 2014 Q4, 2014 Design legislative Office of the
Computer Services into the Swaziland instrument and Strategic Executive
Government ICT Authority agency framework Secretary, e-
Governance

Carry out capetébBmEN Ministry for ICT Q3, 2013 Q2, 2014 Obtain external / Office of the
skills upgrading in web development, donor financing Strategic Executive
middleware and integration within the Secretary, s
Department of Computer Services Governance
Identify BPR methodology for the Office of the Strategic Q2, 2013 Q2, 2013 BPR Unit and Office of Cabinet
Business Process Unit Executive Secretary, supported by e- Secretary

e-Governance Government Unit
Carry out a 60 B5 206 Office of the Strategic Q4, 2013 Q2, 2014 Obtain external / Office of Cabinet
skills upgrading on identified BPR Executive Secretary, donor financing Secretary
methodology e-Governance
03.5 Establishing a National Driver to Leverage a Swaziland Information Society and Economy through e-/m-Government
(i), (i), (iii), (iv), (v)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency / Start Finish

Responsibility
Constitute an e-Swaziland Office of the Prime Q2,2013 Q3, 2013 Secretariat Office of the Cabinet
Commission Minister Secretary
Enter into discussions with private e-Swaziland Q3, 2013 On-going Secretariat Office of the
sector with regard to Public Private Commission Strategic  Executive
Partnerships to support transition to Secretary, e-
an information society Governance
Enter into discussions with the private e-Swaziland Q3, 2013 On-going Secretariat Office of the
sector and international firms with Commission Strategic Executive
regard to strategic partnership Secretary, e-
alliances Governance
Assume activities identified in the e- e-Swaziland Q3, 2013 On-going Secretariat Office of the
/m-Government Strategy Commission Strategic Executive
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Secretary, e-

Governance

Design and deliver specialised ICT e-Swaziland Q3, 2013 On-going Secretariat Office of the
training programmes for senior Commission Strategic Executive
citizens, women, citizens living in the Secretary, e-
rural communities, underprivileged Governance
Transfer Information Society and e-Swaziland Q3, 2013 As appropriate Secretariat Office of the
Economy Section within e- Commission Strategic  Executive
Government Unit to and transform it Secretary, e-
as the Commi ssionés Governance
03.1 ICT and Education
(i) to (ix)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency [ Start Finish

Responsibility
Various Ministry for Education Synchronise  with As appropriate As appropriate e-Government Unit

and Training NICI
03.2 Liberalisation of the Telecommunications Sector
(i) to (vii)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency | Start Finish

Responsibility
Various Ministry of ICT Synchronise  with As appropriate As appropriate e-Government Unit

NICI
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03.4 Spill Over Effects of e-/m-Government on the Swaziland Economy and Society

0] to (ix)

excluding (vii)

Action Implementation
Lead Agency
Responsibility

Various Various

03.3 Cyber Legislative Framework

(i), (i), (ii), (iv),

(v), (vi), (vii), (viii)

Action Implementation
Lead Agency
Responsibility

Transform Electronic Records e-Government Unit

(Evidence) Act into an Electronic
Transactions and Commerce Act

Mandates, through the newly drafted

Electronic Transactions and
Commerce Act, that any under law of
Swaziland where a citizen or
enterprise is required to give
information in writing that

requirement will be deemed to be
satisfied if the person or enterprise
gives the information by means of an
electronic communication

Assigns the powers of the competent
authority for e-commerce with the
telecommunications Regulator

Drafts a Data Protection and Privacy

e-Government Unit

e-Government Unit

e-Government Unit

Time Frame
Finish

Time frame
Start

Synchronise  with As appropriate

NICI

Time frame Time Frame
Start Finish

Q2, 2013 Q4, 2013
Q2, 2013 Q4, 2013
Q2, 2013 Q4, 2013
Q2, 2013 Q4, 2013

Required Resource

As appropriate

Required Resource

Legal drafting skills
and technical
assistance

Legal drafting skills

Legal drafting skills

Legal drafting skills

Monitoring

e-Government Unit

Monitoring

Office of the

Strategic Executive
Secretary, e-
Governance

Office of the
Strategic Executive
Secretary, e-
Governance

Office of the

Strategic Executive
Secretary, e-
Governance

Office of the
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Act the underlying principles of which and technical Strategic Executive
ar e based on t he assistance Secretary, e-
which  apart from setting the Governance
fundamental principles will also
establish a regulatory framework
wher e nall dat a u s
unless it is prohibited
Mandates that with immediate effect e-Government Unit Q2, 2013 Office of the
the www.gov.sz website and all other Strategic Executive
websites by government entities Secretary, e-
including corporations or authorities Governance
have a privacy policy
Adopt the Commonwealth Model Law e-Government Unit Q2, 2013 Q4, 2013 Legal drafting skills Office of the
on Computer and Computer Related and technical Strategic Executive
Crime as the foundation and basis for assistance Secretary, e-
a Swaziland legislation with regard to Governance
computer misuse and crime
Team up with the Commonwealth e-Government Unit Q4, 2013 Q4, 2014 Technical assistance Office of the
Cybercrime Initiative to build the from the Strategic Executive
necessary institutional and legislative Commonwealth Secretary, e-
capacity in fighting cyber crime Cybercrime initiative ~ Governance
Works with employers, NGOs, schools e-Swaziland Q2, 2013 On-going Supported by e- Office of the
and other stakeholders to education Commission Government Unit Strategic Executive
Swaziland citizens against computer Secretary, e-
fraud such identity theft, phishing, Governance
6get rich scamséb, e
likely to get exposed
06.3.2 Mobilising Support and Managing Expectations for e-/m-Government Implementation
), (i), (iii), (iv)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency / Start Finish

Responsibility
Design a corporate identity for the e- e-Government Unit Q2, 2013 Q4, 2013 Graphic design Office of the
/m-Government Brand support Strategic Executive
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Secretary, e-
Governance

Design and implement a e-Government Unit Q2, 2013 On-going Budget for Office of the
communications strategy advertisements, Strategic Secretary,
media, etc. e-Governance

Iterative carrying out of surveys and e-Government Unit Q2, 2013 On-going Office of the

focus groups to obtain feedback Strategic Executive
Secretary, e-
Governance

lterative campaign with regard to e-Government Unit Q2, 2013 On-going Lap-tops and Office of the

awareness and training across connectivity media Strategic Executive

communities and villages Secretary, e-
Governance

06.2 Obtaining Financial Assistance and Support for the e-/m-Government Strategy Implementation

(i), (i), (iii), (iv)

Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency | Start Finish
Responsibility

Undertake discussions with donors in Office of the Strategic Q1, 2013 On-going Support from Office of the Cabinet

order to integrate work underway, Executive Secretary, national  reference Secretary

planned as well as future work e-Governance points  within  the

relating to Education, Agriculture and Government

Health with the e-/m-Government

Strategy

Invite the Commonwealth Secretariat, Office of the Cabinet Q1, 2013 Q2, 2013

as the sponsor of the design of this e- Secretary

Government Strategy, to convene all

donor and influential NGOs in the

region to work the Government and

Secretariat to identify how best a

coordinate programme of assistance

and support

Invite donor agencies located in Office of the Strategic Q1, 2013 Q3, 2013 Support from Office of the Cabinet

Swaziland to work with the Executive Secretary, national  reference Secretary
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Government to identify how best a e-Governance points  within the
coordinate programme of assistance Government
and support
Work  with  the Commonwealth Office of the Strategic Q1, 2013 Q3, 2013 Support from Office of the Cabinet
Secretariat to assist it obtain the Executive Secretary, national  reference Secretary
necessary assistance and support to e-Governance points  within  the
build the capacity required Government
06.1 Reform Financial Allocation for ICT
(vii)
Action Implementation Time frame Time Frame Required Resource Monitoring
Lead Agency |  Start Finish
Responsibility
Establish single vote for ICT under the Ministry of Finance Q3, 2013 Q4, 2013 None Office of the Cabinet
Ministry for ICT Secretary
Establish prioritisation framework for Ministry of ICT Q2, 2013 Q3, 2013 Staff from within Office of the Cabinet
ICT vote allocation MICT working with Secretary
MoF, OESe-G, and
OPM
Design and introduce a chart of Ministry of ICT Q2, 2013 Q3, 2013 Staff from within Office of the Cabinet
accounts for ICT capital and recurrent MICT working with Secretary
expenditure MoF, OESe-G, and
OPM
Establish  single e-/m-Government Ministry of Finance Q1, 2013 Q3, 2013 Office of the Office of the Cabinet
vote under the Office of the Strategic Strategic Executive Secretary
Executive Secretary, e-Governance Secretary, e-
Governance
Introduce a charging mechanism to be Office of the Strategic As Appropriate Staff from within Office of the Cabinet

paid by corporations, authorities, etc.
following the introduction of the e-
Government  Platform and the
consolidation of SWAZe-NET

Executive Secretary,
e-Governance

MICT working with
MoF, OESe-G, and
OPM

Secretary
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05.1 Adopts the definition presented in this Strategy that for the purpose of thee-Gov er nment

programme, t

includes not only ministries and departments but also authorities, corporations, boards, public enterprises, etc.

(if)

Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency | Start Finish

Responsibility
Issue policy to all ministries, Office of Strategic Q2, 2013 Q4, 2013 Design of policy and Office of the Cabinet
departments, corporations, etc. the Executive Secretary, directive Secretary
6corporated aspect s e-Governance
expected to abide to: primarily e-/m-
Government Platform and SWAZe-
NET
05.4 e-/m-Government Platform
(i), (iii). (iv)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency [/ Start Finish

Responsibility
Design e-/m-GIF based on open (to the ICT Governance Q2, 2013 Q4, 2013 Support from SGITA  Office of the
extent) possible Unit Strategic Executive

Secretary, e-
Governance
Design  five tiered conceptual ICT Governance Q2,2013 Q4, 2013 Supported by ICT Office of the
architecture  for e-/m-Government Unit Governance Unit Strategic, e-
Platform Governance
Implement Phase | of the e-/m- SGITA Q2, 2013 Q3, 2014 Financing for ICT Governance Unit
Government Platform encompassing purchase of
base architecture, payment gateway infrastructure
and mobile gateway
Incremental rollout of further phases SGITA Q1, 2015 On-going Financing for ICT Governance Unit
of e-/m-Government Platform purchase of
infrastructure
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05.5 Consolidate and Extend SWAZe-NET

(i), (i), (i), (iv),
(v), (vi)

Action

Carry out of technology audit on
current Government network

Design SWAZe-NET on the basis of
three tiered network

Within SWAZe-NET design integrate

current available backbone
infrastructure managed by the
Computer Services Department

including the consolidation of discrete
or local infrastructure built and
introduced by separate ministries,
departments, corporations, authorities
Enter into direct negotiations with
SPTC, MTN and SEC regarding
potential of setting up a Consortium
for a managed solution for SWAZe-
NET

If agreement is reached with
6Consortiumé initia
of SWAZe-NET. Within the context of
Layer 2 of SWAZe-NET priority is
given to the setting up of the following
sub-nets: (i) Regional Councils and
Tinkhundla; (ii) Agriculture; (iii)
Health; (iv) Education

If agreement is not reached consider

Implementation
Lead Agency /
Responsibility

Office of Executive
Secretary, e-
Governance

ICT Governance
Unit

ICT Governance
Unit

ICT Governance
Unit

SGITA

Office of the

Time frame
Start

Q1, 2013

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2014

As appropriate

Time Frame
Finish

Q1, 2013

Q1, 2014

Q3, 2014

Q4, 2013

Q4, 2017

As appropriate

Required Resource

Expertise to be
provided by ComSec

Support from SGITA

Support from SGITA

Support from SGITA
and MoF

Financing of
management service
fee

As appropriate

Monitoring

Office of Cabinet

Secretary

Office of the
Strategic Executive,
e-Governance

Office of the
Strategic, e-
Governance

Office of the
Strategic Executive,
e-Governance

ICT Governance Unit
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use of dark fibre backbone of SEC

Implementation of Active-Active
component of SWAZe-NET

Design a Protective Security Policy
Framework on the basis of which laaS
Cloud services may be considered

Strategic
Executive, e-
Governance

ICT Governance
Unit

ICT Governance
Unit

Post Q1, 2018

Post Q1, 2018

As appropriate

As appropriate

As appropriate

Support from
SGICTA

Office of the
Strategic Executive,
e-Governance
Office of the
Strategic Executive,
e-Governance

05.2 Strengthen the www.gov.sz

(ii)

Action

Set-up Portal Unit

Set-up Council of Portal Officers /
Information Officers

Establish bi-lingual facility in portal

Digitalising of all forms within the
Government of Swaziland (including
corporations, authorities, boards, etc.)
and create an A to Z Forms directory

A process for citizens and business to
fill online forms (Excel based) and for

Implementation
Lead Agency
Responsibility

e-Government Unit

e-Government Unit

Portal Section

Portal Section

Portal Section

Time frame
Start

Q2, 2013

Q1, 2013

Q3, 2013

Q2, 2013

Q1, 2014

Time Frame
Finish

Q3, 2013

Q3, 2013

Q4,2013

Q4, 2013

Q3, 2014

Required Resource

Portal Editor

Assistant Portal
Editor

Migrate current
Portal Administrator
to Section

Identified from
Ministries and
entities: not

necessarily full time
Content
Management
development by
Portal Unit

Content
Management
development by
Portal Unit

Content
Management

Monitoring

Office of the
Strategic Executive,
e-Governance

Office of the
Strategic Execultive,
e-Governance

e-Government Unit

e-Government Unit

e-Government Unit
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their submission to the portal and
establish Service Level Agreements
with ministries, departments,
authorities, corporations, boards, etc.
for the back office processing of such
forms

Entry  point  for
Government entities

websites of

A to Z online directory of all
government entities

Enable the portal to be found easily
via popular search engines using a
variety of keyword searches

Digitalising  and
Government Gazette

uploading the

e-Suggestions channel to solicit
citizen and business interaction

All tenders issued are also presented
on the portal

Introduce FAQs to guide users

A section on Swaziland to promote it
as a country

Portal Section

Portal Section

Portal Section

Portal Section

Portal Section

Portal Section

Portal Section

Portal Section

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2013

Q2, 2013

Q3, 2013

Q3, 2013

Q4, 2013

Q3, 2013

Q3, 2013

Q3, 2013

Q3, 2013

Q3, 2013

Q4, 2013

Q4, 2013

Q1, 2014

development
Portal Unit

Content
Management
development
Portal Unit
Content
Management
development
Portal Unit
Content
Management
development
Portal Unit
Content
Management
development
Portal Unit
Content
Management
development
Portal Unit
Content
Management
development
Portal Unit
Content
Management
development
Portal Unit
Content
Management
development
Portal Unit

by

by

by

by

by

by

by

by

by

e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit
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A section for useful links to non- Portal Section Q4, 2013 Q1, 2014 Content e-Government Unit
government related activity Management
development by
Portal Unit
Portal is accessible to persons with Portal Section Q4, 2013 Q2, 2014 Content e-Government Unit
disabilities Management
development by
Portal Unit
A section setting out employment Portal Section Q4, 2013 End of Q2, 2014 Content e-Government Unit
opportunities at any point in time in Management
ministries, departments, authorities, development by
corporations, boards, etc. Portal Unit
Build a resource library initially Portal Section Q1, 2013 Q1, 2014 Content e-Government Unit
targeting major national documents Management
and subsequently following up with development by
secondary documents, statistics and Portal Unit
data, etc.
A section for on-line videos to deliver Portal Section Q4, 2013 Q2, 2014 Content e-Government Unit
information on important occasions Management
development by
Portal Unit
Allow for interaction with different Portal Section Q4, 2013 End of Q2, 2014 Content e-Government Unit
technologies including mobile Management
technol ogy and al | development by
i nformation service Portal Unit
may wish update alerts
06.3.1 Identify and Implement the Flag-Bearer Stream
(vi)
Action Implementation Time frame Time Frame Required Resource Monitoring
Lead Agency Start Finish
Responsibility
Identify 8 Flag Bearer Applications e-Government Unit Q2, 2013 Q2, 2013 Identification by e- Office of the

Government Unit

Strategic Executive,
e-Governance
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Undertake a BPR review for each
service represented by the Flag
Bearer Application

Design, develop and implement and /
or API development and integration
for each Flag Bearer Application

Business Process Re-
engineering Unit

Swaziland
Government IT
Authority

Q2, 2013

Q4, 2013

Q2, 2014

Q3, 2014

BPR work by BPR
Unit and supported
by e-Government
Unit

Design and develop
/ integrate by SGITA

e-Government Unit

e-Government Unit

06.3.1

(vi)

Action

Identify all services provided by
Government

Validate criteria for and prioritise
implementation of e-/m-services up to
Level 4

Initiate BPR of first 10 e-/m-services

Design, develop and implement and /
or API development and integration
for each e-/m-service

Initiate BPR of second 10 e-/m-
services

Design, develop and implement and /
or API development and integration
for each e-/m-service

Implementation
Lead Agency /
Responsibility

e-Government Unit

e-Government Unit

Business Process Re-
engineering Unit

Swaziland
Government IT
Authority

Business Process Re-
engineering Unit

Swaziland
Government IT
Authority

Identify and Implement UN Maturity Level 4 e-/m-Government

Time frame
Start

Q4, 2013

Q1, 2014

Q2, 2014

Q2, 2015

Q4, 2015

Q1, 2016

Time Frame
Finish

Q1, 2014

Q1, 2014

Q3, 2015

Q13, 2016

Q1, 2017

Q1, 2018

Required Resource

Analysis by BPR
Unit and e-
Governance Unit

Analysis by BPR
Unit and e-

Governance Unit
BPR work by BPR
Unit and supported
by e-Government
Unit

Design and develop
/ integrate by SGITA

BPR work by BPR
Unit and supported
by e-Government
Unit

Design and develop
/ integrate by SGITA

Monitoring

Office of the
Strategic Executive,
e-Governance

Office of the
Strategic Executive,
e-Governance
e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit
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05.2 Transition to an life event cycle portal

(vi)

Action

Determine life cycle event framework

Design front and back end of portal on
the basis of the identified life cycle
event framework

Place all forms, documents in re-
vamped www.gov.sz on the newly
design life cycle event framework

Identify 2 services that are to be
placed on Maturity Level V

Undertake touch point mapping
exercise and re-engineer processes

Design, develop and implement and /
or API development and integration
for each e-/m-service

Implementation
Lead Agency
Responsibility

e-Government
Unit

Portal
Management
Section

Portal
Management
Section

e-Government
Unit

/

Business Process

Re-engineering
Unit

Swaziland
Government
Authority

IT

Time frame
Start

Q4, 2015

Q2, 2016

Q4, 2016

Q2, 2016

Q3, 2016

Q2, 2017

Time Frame
Finish

Q1, 2016

Q3, 2016

Q4, 2016

Q2, 2016

Q1, 2017

Q4, 2017

Required Resource

Analysis work by
BPR Unit and e-
Governance Unit
Portal design to be
carried out by the
Portal Management
Section

Portal design to be
carried out by the
Portal Management
Section

Analysis work by
BPR Unit and e-
Governance Unit
BPR work by BPR
Unit and supported
by e-Government
Unit

Design and develop
/ integrate by SGITA

Monitoring

Office of the
Strategic Executive,
e-Governance
e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit

e-Government Unit
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03.4 Leveraging e-Procurement for the Information Economy

(vii)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency | Start Finish

Responsibility
All tenders above SZL200,000 can Ministry of Finance Q1, 2014 On-going Support from e- e-Government Unit
only be obtained electronically from Government Unit
the www.gov.sz portal
Identify SaaS platform for Reverse Ministry of Finance Q2, 2014 Q1, 2015 Support from e- e-Government Unit
Auctioning e-Procurement Government Unit
Undertake BPR for Reverse Ministry of Finance Q1, 2012 Q1, 2015 Support from BPR e-Government Unit
Auctioning e-Procurement Unit
Implement Reverse Auctioning e- Ministry of Finance Q1, 2015 On-going Support from e- e-Government Unit
Procurement for consumables, etc. Government Unit
05.3 Identification of Intermediaries
(i)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency [/ Start Finish

Responsibility
Equip Tinkhundl aéds e-Government Q2, 2013 Q4, 2014 Needs to combine Office of the
interface  between citizens and Unit with SWAZe-NET Strategic Executive,
Government e-Governance
Enter into agreement with Swaziland e-Government Q2, 2013 Q4, 2013 Portal design to be Office of the
Posts and Telecommunications  Unit carried out by the Strategic Executive,
Corporation for Post Offices to Portal Management e-Governance
become a G22I interface between Section
citizens and Government
Establish a financing agreement for Ministry of Q2,2013 Q4, 2013 Financing should be Office of the
Post Offices to become a G2l interface Finance secured from Strategic Executive,
between citizens and Government efficiencies e-Governance
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Roll out Post Office as G2l interfaces e-Government Q4, 2013 Q2, 2014 Office of the

Unit Strategic Executive,
e-Governance
In designing Maturity Level IV and Business Process Q2, 2013 Q1, 2017 BPR work by BPR Office of the
Maturity Level V e-/m-services identify Re-engineering Unit and supported Strategic Executive,
use of private sector intermediaries Unit by e-Government e-Governance
Unit
Bring in banks as G2I for payments Business Process Q2,2013 Q4, 2013 BPR work by BPR Office of the
Re-engineering Unit and supported Strategic Executive,
Unit by e-Government e-Governance
Unit
05.2 The placement of the PIN system as a Common Data Base Unique Identifier for all non-business ICT applications
(iii)
Action Implementation Time frame Time Frame Required Resource Monitoring
Lead Agency [ Start Finish
Responsibility
Issue policy to all ministries, Office of the Strategic Q2, 2013 Q3, 2013 Design of policy and None
departments, corporations, Executive, e- directive

authorities, etc. re the integration of Governance
PIN to all applications.

Undertake a process of integrating Swaziland ICT Q1, 2013 Q2, 2014 Integration by SICTA e-Government Unit
PIN with all information system Authority
applications
05.2 Link PIN system to all other non-business ICT applications an initiativetoi nt egrate PI N | ayer with ¢
(iv)
Action Implementation Time frame Time Frame Required Resource Monitoring

Lead Agency | Start Finish

Responsibility
Initiate process of linking PIN with Swaziland Q3, 2014 On-going Integration by SGITA e-Government Unit
birth certificates Government IT

Authority
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05.2 Establish and integrate a business entity Data Architectural model on the basis of the unique BIN

(V), (vi)
Action Implementation Time frame Time Frame Required Resource Monitoring
Lead Agency | Start Finish
Responsibility
Identify BIN unique identifier Swaziland Q2, 2013 On-going Office of the Office of the Cabinet
Government IT Strategic Executive, Secretary
Authority e-Governance
Design BIN database Swaziland Q2, 2013 Q2, 2014 Design by SGITA Office of the
Government IT and government Strategic Executive,
Authority entity responsible for e-Governance
the  BIN  unique
identifier
Rollout integration of BIN with Swaziland Q2, 2014 Q4, 2016 SGITA and relevant Office of the
business IT applications Government IT government entities Strategic Executive,
Authority responsible for e-Governance
business process
05.2 Set up a Corporate Data Repository that will be owned and managed by the ICT Governance Unit
(V)
Action Implementation Time frame Time Frame Required Resource Monitoring
Lead Agency |  Start Finish
Responsibility
Initiate process of design and ICT Governance Unit Q1, 2016 Q4, 2017 Design and e-Government Unit
development of the CDR development by
SGITA
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